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Abstract

I . Background and Objectives

[ ] Necessity for analysis of global trends in cloud computing

O With the vitalization of IoT, big data and mobile, data volumes have
increased dramatically. Traffic from cloud computing accounts for the
majority of data traffic (76%), with traditional software companies
vying for market dominance against a variety of ICT companies such

as internet companies and telecommunications companies.

O Cloud computing is a leading ICT technology and service area for

Korea, which is playing an active part in its future development.

[ ] Necessity of protecting cloud computing users

O With the exception of general and unified regulations on personal data
protection and security, the types and methods of regulations on cloud

computing should be in line with the changing technology landscape.

O More recently, legal controversies have appeared regarding contracts

made via cloud computing.

II. Outline

[] Personal data protection for cloud computing



O The biggest issue regarding cloud computing is the cross-border transfer

of personal data.

O As the free transfer of data, which i1s the most distinctive feature
of cloud computing, is cross-border by its very nature, cases in
which the basis on which wuser's personal data is stored and

provided from abroad should be taken in account.

O It cannot be assumed that ICT, including cloud computing, has

been invented and developed within a single country.

O This makes it essential to standardize technologies and security levels
and related legal systems among different countries and improve
accessibility for developing countries. Accordingly, it is necessary

to continue international discussions and make systematic findings.

[ ] Security for cloud computing

O Although proper prior security actions against illegal destruction or
deformation related to cloud computing such as hacking or
unauthorized data disclosure or access are needed, there are varying

criteria for proper security levels among many different countries.

O It is worth paying attention to the outcomes of some works
performed by ITU from April 2010: including “Security guideline
for cloud computing in telecommunication area”, “Security requirements
and framework of cloud based telecommunication service environment”
and “Guideline for management of personally identifiable information

for telecommunication organizations”.



O ITU's “Connect 2020 Agenda” expressed problems derived from a
gap in the level of personal data and security as “digital divide”

and suggests targets to improve access to information every year.

[] Protection of users related to contracts via cloud computing

O The existing regulatory environment from country-specific contract law

may not be suitable to cloud computing-based services.

O In the case of a cloud computing service provider offering subscription
using the same contract terminology, users who signed a contract
may take a different legal interpretation due to any differences in

country-specific contract laws.

O In an effort to tackle this problem, EU presented “Proposals for a
Directive of the European Parliament and of the Council on certain
aspects concerning contracts for the supply of digital content”
(hereinafter referred to as “Proposal”) on September 12, 2015 and

explained it as “Modern digital contract rules”.

O The European Commission plans to develop European contract
terminology to be used in service level agreements (SLA) between
cloud service providers and users and include model terminology
and conditions in the Common European Sales Law for consumers

and small businesses.

IlI. Expected Impact

[ ] Remedies to protect personal data related to clouding computing



O Given that Korea has started systematic improvements related to
cloud computing early, becoming the first country to legislate
cloud computing law in the world. It has consistently shown the
fastest growth rate in the IT industry and there is a need for
measures to allow the transfer and utilization of personal data of
Korean people only to those countries that demonstrate specific
standards for personal data protection levels, as in the EU,

including having laws that meet such criteria already in place.

[ ] Proposal of remedies to protect users in a new contract

environment

O The global trend of cloud computing-related contracts is summarized
into the advent of new digital contract rules and the use of
standardized terminology in service agreements (standard contract

form, SLA).

O As shown in the case of legislation of the Monopoly Regulation
and Fair Trade Act, it is needed to consider measures to clarify
the application of domestic law to contracts with foreign companies

that affect the domestic market or people.

O It is needed to amend the Regulation of Standardized Contracts
Act to reflect standard contract form and terminology to be used

in contracts in the digital environment, such as cloud computing.

» Key Words : Cloud Computing, Personally Identifiable Information,
Digital Contract, Security for Cloud Computing, Personal

Data Protection, Cross-Border
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