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II.

Ok

=71 0 71

SEES HXMHIAS 2I5t SHAH SAXHSEH 5)2| =& (OECD, Engaging
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- 9ok g2 &R/E WA Heide He ¢kl AAE 4 Stk (Box.2.4,

Responsible restructuring)
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pp. 549-575.

2017 Global Legal Issues (II—1)



(SSFE 7RIS

savEaNNe | Agl/a% NEEEEE
Oz} Sl HHIA9| a5 Alzio] A1)
f f t
720 2= HA| MHIA ABIR/288 24
T3 o8l/5ig S2 A A}
AlRof T3t 74| 0o DIAIE A1)
az3 z¥ - HA|Y
243 Kt - 3y
- HHIA B
- HHIA 49
- HHIA &Y

CIXlE HE

m SEGSH MXHE HMEAH 2016-2020 — HEo| C|X|HHEE =FI517| 510
(EU eGovernment Action Plan 2016—2020 — Accelerating the digital

transformation of government4))
* A F L OXE dReE 7B IAERE HOE OXE Ve S a8 &
THAS] ADMESE J2|11 ARI9] A=A F0et I SYANCE 0|0 K= 20|
MAXE ArHeFHIL A M7|ES0] &5 WEEHD UCH, 0l SSE=2 Het=E

tHE A= HYEN o FHE AHRIT.

0 AAYRE Foo] AT AIYS AT YAHOE FRANLY P
282 51 gtk 20208714 fUARY BR7I Tk FABES YAl w

agAoln, EEAIL, AA} glo] AH8A AsHQl TAE AHIAE AT S

4) COM(2016) 179 final, 2016.4.19

21

—
=T
=
2
HI
=

{032l

Pl / 2A

{0&



- W7 2 e BT ellA 22|13 FAIE FolAl HlolE Flek ARlLae

A Agle] AgRe ol5e s 58S FH

I
o|

0 AAZAL @ 747 AAY} B 71 EAQ) NS AT e o)F Al et
2.
- AxoA PR &

Lm
;

2= S0 RA ALY YA ESHI}A
A Es = ok WA= AEe) Foolgle)oltt.

- ¥z]o 24 ‘©F 3 (‘once—only )2 FFH o] AW} 7o 2 RE o ghH K
A& WL ARYNA FREF st AS ouigitt, 1A 9219 Fe= 27
O 7)HeA 22 HIAE FESto] AESHeE FoaN AR =94

- AT AT R I HAE FHARIAE HARIEoF sk, ol

AHoE A Mol s, wPF Pohol 5 Azl B2 a8 A

- e TR FRA olle FE} HolHE Frelor sf, Al 7] o]

Ale] dlolgE FAlstaL 4T = LS djof etk oke® AMAREe] 1e3

A=A} Bl BE oUAolEEE WA AA YelA MR B mato]uA]
®E 72)5 ITR BeF WA ma|de 23 AZeolds AAS 23olof

shH, ol= HAEA |20l A A= E Alalshs T8tk dA=deletal & 4 Ao,

22 2017 Global Legal Issues (1)



(RENsto| MAIME| CX|HHE 27 2=2)

SHYAS|(Commission)2 OHR} 2L AlEle FXIE A EQ =2H
1. 3|@=0| Mot MAXHY MAAASES & 5+ U=SE XH 2019
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V. RegTech
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(Legislutive ucts)

REGULATIONS

REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 27 April 2016

on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)

(Text with EEA relevance)
THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,
Having regard to the Treaty on the Functioning of the European Union, and in particular Article 16 thereof,
Having regard to the proposal from the European Commission,
After transmission of the draft legislative act to the national parliaments,
Having regasd 1o the opinion of the Buropean Economic and Social Commitree (1),
Hawing regand to the opinion of the Committee of the Regions (%),
Acting In aceordance with the ordinary legislative procedure (%),
Wheertas:

(1] The protection of naneral persons in relation 1o the processing of personal data is a fundamental right.
Article 8{1) of the Charver of Fundamental Righes of the European Union (the ‘Charter’) and Article 16(1) of the
Tecaty cn the Functioning of the European Unkon (TFEU) provide that everyone has the right to the protection of
porsonal dars concerning him or her.

(2} The principles of, and mules on the protcction of natural persons with regard oo the processing of their personal
data shoull, whatever their nationality or residence, respect their fundamental rights and freedoms, in particular
their right o the protection of personal data. This Regubation is inended to comtribite o the sccomphishment of
an area of freodom, sccurity and fistice and of an cconomi union, o ecconomic and socil progress, o the
strengthening and the convergence of the economies within the internal marker, and o the well-being of marural

perenns.

(8 Direcrive 95[46/EC of the European Farfiamem and of the Councl (‘) seeks 10 harmonise the protecion. of
fundamental rights and freedoms of natural persona in respect of processing activities and 1o ensure the free fow
of personal data betwern Member States.

{) OJCI19, 11.'-".JI:II.‘_‘[|. 9.

) OJC M0, 18122002 p. 137,

") Pesition of the Europesn Parllamens off 12 March 2014 (s ves published (n ihe Officis fourrall and posstion of the Councl at flmss
readieg of & Apal 201 6 jnot yer published I.n1||:l:Iﬁ'I|.'l.|'I|Jm||mIr Position of the European Vasbianseni of 14 April 306,

'y Directive 95/46[EC ol the Furopean Parfisment and of the Council of 24 Ociober 1995 00 the pretection of individisals with ragand 10
the proceaing of porsonal data amd on the froe movement of such daga [0 L 281, 23,11.1995, p. 31,
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The processing of personal data dould be designed o serve mankind. The righe to the protection of personal
data is mor an Mﬁu right: it mmess be considered in relation to its function in socicty and be balanc :g,ilrl.ﬂl
other fundamental nghts, in accordance with the princple of proportionality, This Regulation respects al
fundamental rights and observes the frecdoms and principles recognised in the Charter as enshrined in the
Treaties, in particular the respect for private and family life. home and communications, the protection of
personal data, freedom of thought, consclence anid religion, freedom of expression and information, freedom o
comiduct 3 business, the right 10 an effective remedy and to 3 fair wrial, and culteral, religious and linguistic

diversity.

The cconomic and social tegration resulting from the functioning of the internal market has led 1o substantil
increase in cross-border flows of personal data. The exchange of personal data between public and private actors,
including natural persons, asseciations and undertakings across the Union has increased. National authorities in
the Member States are being called upon by Union law to cooperate and exchange personal data 3o a8 to be able
to perform their duties or carry out tasks on behalf of an authority in another Member State.

Hapid technological developments and globaltation have broughit new challenges for the protecion of personal
data, The scabe of the collection and sharing of personal data has increased significantly, Techmology allows both
private companies and public authorities 1o make we of personal data on an unprecedented scabe in order 10
pursue their sctivities. Matural persons increasingly make personal information available publicly and globally,
Technelogy has trandormed both the economy and social life, and should further facilitate the free flow of
personal data within the Union and the transfer to third countries and international organisations, while ensuring
a high level of the protection of personal data.

Those develogments require a strong and more colerent data prosection framework in the Union, backed by
strong enforcement, given the mqlmu.nm.: of creating the trust that will allow e digital econonw to develop
across the internal market. Matral persons should have control of thelr own personal data. Legal and pracrical
certainty for natwral persons, cconomic operators and public authorities should be enhanced.

Where this Regulation prowides for specifications ar restrictions of s ks by Member State law, Member States
may, ax far as necessary for coherence and for making the national provisions comprehensible to the persons m
whomt they apply, incorporate chements of this Regulation into their national law,

The objectives and principhes of Dircctive 95/46/EC remain sound, but it hus oot prevented fragmentation in the
implementation of data protection across the Union, begal uncertainty of o widespread public perception thar
there are significant risks to the protection of natural persons, in particular with regard o online acrivity,
Differences in the level of protection of the righes and freedoms of naral persons, in particular the right o te
protection of personal data, with regard to the processing of persenal &ta in the Member States may prevent the
free flow of personal data throoghout the Union, Those differences may therefore constitute un obstacle o the
purswit of economic activities ar the bevel of the Union, distors competition and impede awthorities i the
discharge of their responsibilitics under Union law, Such a difference in levels of protection is due 1o the
existenice af differences i the implementation and application of Directive 95/46/EC.

In order to ensume a consitent and high level of protection of natural persons and to remove the obstacles to
flows of personal data wishin the Unbon, the bevel of protection of the rights and freedoms of natural persons
with regand o the procesing of such Jaa should be equivalent in all Member Seates, Consistent and
hesmogenous application of the rubes for the protection of the fundamental rights and freedoms of natural
persons with regand to the processing of personal dat should be ensurad throughout the Union, Regarding the
processing of personal data for compliance with a legal obligation, for the pedvrmance of a fask carmied out in
the public interest or in the exercise of official authosity vested in the controller. Member Stares should be
allowed o maintain or introduce national provisions to further specify the application of the rules of this
Regulition. In cemjunction with the peneral and horizontsl Lw on data protection implementing Directive
#5{46[EC, Member States have several sectorspecific lows in arcas that need more specific provisions. This
Regulation abso provides a margin of manceuvre for Member States to specily i miles. including for the
processing of special catepories of persomal data Csensitive data’). To that extent, this Hegulation dees not exclude
Member State law that sets our the creunstances for specific processing situations, including determining mon:
precisely the conditions under which the processing of personal data is Lawful.
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{14)

(15}

(16)

(7

(18]

In order to casure 4 consistent level of protection for natral persons throughout the Union and to prevent
divergendes the free movermnent of personal data within the internal market, o Regulation is necessary
o provide legal certainty and transparency for economic operators, including miceo, small and medinm-sized

and to provide natural hnﬂ“mhr&imvﬂthdum:hvﬂnf Iy enforcesble
m mdaquhlkmmcﬂunlhﬂlmsumnwdluuﬁsﬁi f
luﬂlmiﬁuﬂfdﬂfnﬁﬂl&nnh:rﬁhtmﬂtpmﬁuwﬁmhgdllu market

mhﬂhtﬂkﬁnmmlﬂmﬂmﬂdﬂuﬁrﬁhﬁc%numwmw ihited for reasoms
mmuﬂwhhihpmnﬁhndunn]pnmwﬂnqudmth:mﬂngcfpem dama. To take account
specific stuation of micro, small and medinmesized enterprises, this Regulation includes o devogation for
WIM%MMINMW%WMWWHMﬁ:MMMn
bodies, and Member States and their supervisory authoritics, are encouraged to ke account of the specific
needs of micro, small and mediumesized enterprises in the application of this Regulation. The notion of micro,
mﬂ”ﬂﬂmmﬂmrdmﬂ_ enterprises sbould draw from Article 2 of the Annex to Commission Recommendation
2003361 JEC (),

afforded by this Regulation should apply 1o natural persons, wharever their nationality or place of
wﬂ:ﬁm mth:pimunf:hurpqmldummsmguhﬁmdmmm:'h:pmomlninl'
personal data which concerns legal persons and in partioular undere establishied as legal persons, including
the name and the fiorm of the legal person and the contact details of the persan,

In onder to pre mm.mﬂu{mhﬁmmﬂmmmmumm
gically neutral and should not depend on the techniques used, pmnﬁdmofmmlpnmdim‘dzph‘lﬂ
lhtpm:uﬂngofpmunddmbrmmmdmulﬂummm if e
contained or are intended 1o be contained in a filing system. Files or sos ﬁla.isw:l]a il Cower pages,
which are not structured according to specific criteria should not fall within the scope of this Regulation,

This does naot apply o Bsses of protection of fmdansental rights and freedons or the free Now of
per=omnal dlurdu:imuﬁrﬁiqwiﬂ:hﬁﬂmmi*ﬂwmpﬂfl}nkmhw.mchunniﬁllnmmﬁmmﬂm1
security. Th kcgtﬂuhﬂdmmnppﬁrmrhcpmmimnfp«mlﬂubrﬂmmbuhuwhmnmﬂm

ot uctlvities in relathon to the common foreign and scourity palicy of the Union,

protection framework in the Union, the necessary adaputions nl'whtiun {EC) No 45/2001
shoubd follow after the Mmuf%ﬂmtdﬁmhudﬁbdhfwwkuﬁmnqtdwnmﬂmumh

g

does not apply to the processing of personal data by a natural person in the couree of a purch
MMMMMMMMNMNIPM al or commercial activity, Personal or

' ['ummduhu!‘.mnd.ﬂhd’ﬁﬂq 2003 ¢oncerning the definition of micro, snull and mcdivmy-stood enterprizes (C(2007) 1422)

(0] L 124, 305,208,
Regultion (EC) 5500

1 rfﬂnhm’Mmddlheﬂ:mcﬂuﬂEDmﬂm!ﬂNm the protection of individuals with

qﬂmlﬁtm personal data by the Comunity insthutions and bodies and on the free movemem of ssch data (0Of L 8,
TXD. MMM, P‘“‘:
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hoarsehold activities could incdude correspondence and the holdimg of addresses, or social networking and online
activity undertaken within the context of such activities. However, this Regulation applics o controllers or
processors which provide the means for processing personial data for such personal or household activities,

{19)  The protection of natural persons with regard to the processing of persopal data by competent authorities for the
of the provention, invedigtion, detection or proscoition of criminad afferces or the execution of
criminal penalties, including the safeguanding against and the prevention of threats 1o public security and the free
mowement of such data, is the subject of a specific Union legal ac. This Regulation should not, therefose, apply
toy procossing activities for thise parposes. However, personal data processed by public suthorities wmder :ﬂh
Regulation should, when used for those purposes, be poverned by a maore specific Union legal act. namely
Directive (EU) 2006/680 of the European Pardiament and of the Councl (') Member Stares may entruse
competent authorities within the meaning of Mrective (EU) 201 6/680 with msks which are not necessarily
carried ot for the purposes af the prevention, investigation, detection ar prosecation of criminal offences or the
execution of criminal Ithes, including the safeguarding against and prevention of threats to public security, so
that the processing of personal data for those other purposes, in so Er as it is within the scope of Union Lo,
falls within the scope of this Regulation.

With regard to the processing of personal data by those competent authoritics for pu falling within scope
of this Regulation, Member States should be able to mainain or introduce more specific provisions 1o adipt the
application of the rules of this Regulatbon, Such provisions may determine more precisely specific requirements
for the processing of personal data by those competent awthorities for those other purposss, taking into account
the constitutional, L:T.Luﬂutluml and sdministrative structure of the respective Member Sute. When the
processing of personal data by private bodies falls within the scope of this Regulation, this Regubstion should
provide for the possibility for Member States under specific conditions 1o restrict by law certain obbigations and
rights when such a restriction constlmtes & necessary and proportionate measure in g democratic society o
safeguard specific important interests including public security and the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, in:r:kljug the safepuarding againg and the
prevention of threats to public security, This is relevant for instance in the framework of anti-money luendering
o the activities of forensic laboratories.

{200 While this Regulation applics, fner abla, w the activithes of courts and other judicial authorities, Union or
Member State law could spedify the processing operations. and processing procedures in relation to the
processing of peronal data by courts and other judiclal authosities. The competence of the supervisory
awhorities should ot cover the processing of personal data when coures are acting in their judiclal capacity, in
order to safeguard the independence of the juiciary in the perdformance of its judicial tasks, including decisson-
making. It should be possible o entrus superviskon of such dati processing operations to specific bodies within
the judicial system of the Member State, which should, in particular ensure compliance with the rules of this
Regulation, enhance awareness among members of the judiciary of their obligations umder this Regulation and
hamdle complaints in relation o such data processing operations.

{21)  This Regulation {5 without prejudice to the application of Dircctive 2000/ 31/EC of the Furopean Parliament and
of the Coundl (7, in particular of the Hability rubes of intermediary service providers in Amticls 12 0 15 of thar
Directive. That Directive seeks to contribute to the proper functioning of the internal market by ensuring the free
mowerent of information sodety services between Member States.

{22)  Any processing of personal data in the comtext of the activities of an establishmeent of 4 controller or a processor
in the Union shoukd be carried out in accordance with this Regulation, regandiess of whether the processing liself
takes place within the Union. Establishment implics the effective and real exercise of activity through stable
arrangements. The legal form of such arrangements, whether throogh a branch or a subsidiary with a legal
personality, bs not the determining factor in thar respect,

('} Directbve (EL 200 6/680 of the Evropean Parliament and of the Coundll of 27 April 2016 on the protection of natural persoms with

rogard to the procowing of personal data by comy t athoritics for the purposes of prevention, investhgation. detectlon o

utiom of criminal offences or the execution of criminal penahies. and the free movement of such data and repealing Council
ramework Decison JMH97 7 [THA [sec &9 ol this Official pournaly,

) Directive 200051 [EC of |in- European Parliamern and of the Councll of & June 2000 on conaln logal aspeces of infemation sodey

services, in particular electronic commerce. in the Internal Market (Directive on clectronic commerce) (Of L 178, 17.7.2000, p. 1}
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(23] In order o ensune thar natural persons are not deprivad of the protection o which ey ase entithed under this
Regulation, the processing of personal data of data subjects who are in the Union by a controller or a processor
not established m the Undon should be subject to this Regulaion where the processing activities are related o
offering goods or services to such data subjects imespective of whether connected to a payment. In order to
determine whether such a controller or procesor s offering gomds or services to data subjects who are in the
Unifon, it slwould be ascertained whether it ts apparent that the controller or processor envisages offering services
tov data subjects in one or more Member States in the Union, Wlereas the mere accessibility of the controfler’s,
provessars of an intermediary's website in the Unlon, of an email addeess or of other contact detatls, or the use
of a langsge generally wsed in the third country where the controller is established, is insufficient to zcertain
such intention, factors such as the use of a lunguage or a currency generally wsed in one or mone Member Statcs
with the possibility of ordering poods amd services in that other language. or the mentioning of customers or
users whi are in the Union, may make it apparent that the controfler envisapes offering poods or services to data
subjects i the Undon.

{24]  The processing of personal data of data subjects who are in the Unlon by a controller or processor not
estahlished in the Unjon should alw be subject to this Regulation when it is related 1w the monitoring of the
bedaviour of such data subjects in so far as their behaviour takes place within the Undon. In order 1o determine
whether 2 provessing activity can be considered to monitor the behaviour of dats subjects, it should be
ascertained whether natural persons are tracked on the internet including potential subsequent vse of personal
duta processing techniques which consise of profiling a marural person, particdardy in oeder o take decisions
concerning her or him or for analysing or predicing her or his personal preferences, behavioars and attinsdes.

{25 Where Member State Law applics by wirtue of public mternational law, this Regulaion should alse apply o a
comtrofler pot established in the Union, such as in a Member State's dipbomatic mission or consdar post,

{26} The principles of data protection should apply to any information concerning an identified or identifiable natural
. Personal data which have undergone pseudonymisation, which could be antributed 1o a natural person by
the use of additional information should be considered to be information on an identifiable natural person. To
determiine whether 4 natural pemon i identifiable, sccount should be taken of afl the means reasonably likely 1o
be wed. such as singling out, either by the controller or by another person to identify the natural person divectly
or indirectly. To ascertain whether means are reasonably likely to be used 1o idemtify the natural person, account
should be taken of all objective factors, such as the costs of and the amount of time roquired for identification,
taking ivto conskderation the available rechnology at the time of the procossing and technological developments,
The principles of data protection should therdlose not apply to anonymous information. namely information
which does not relate 1o an Kentificd or identifiable natural person o 1o personal dats rendered anomymous in
stich a manner that the data subject s nedt o no loager kentifiable. This Regulation docs ot theselore concern
the processing of such ancnymoeas information, inchiling for siatistical o rescarch purposes.

{271 This Regulation does not apply to the personal data of deceased persons. Member States may provide for roles
reganding the processing of personal data of deceased persons.

(28] The application of pseudonymisation o personal data can reduce the risks to the data subjects concerned and
help contrllers and processors 1o meet their data-protection obligations. The explicit introduction of ‘pseudony-
misation” in this Regulation is not intended 1o prechide any other measures of data protection.

{29 In onder o create incentives to apply pseudorymisation when processing personal data, measures of pseudonymi-
sation should, whilst allowing general analysis, be possible within the same controller when that controller has
taken technical and organisational mesaies necessary to ensure, for the processing concerned, that this
Regulation is implemented, and that additional information for attributing the personal data to a specific data
subject B kept separately. The controller processing the personal data should indicate the authorised persons
within the wame controller,
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{30

)

32)

(33)

(34)

(33)

(36)

Marural persons may be assoctared with online idenifiers provided by thelr devices, applicadons, rools and
protocods, such as internet protocol addresses, cookie identifiers or other identifiers such a3 radio frequency
wlentification tags. This may leave traces which, in particular when combined with unbque Identifiers and other
information received by the servers, may be used o create profiles of the natural pemsons and identify them.

Tublic authoritics o which pemonal data are disclosed In sccondance with 4 legal obligation for the exercbe of
their official mission, sach as tax and customs: authorities, financial investigation units, independemt adminis-
trative authorities, or financial market sothorities responsible for the regulation and supervision of securities
muarkets should not be regarded as recipents i they receive personal data which are necessary o carry out a
particular inquiry in the gencral interest, in sccordance with Union or Member Stane bwe The reguests for
dischosure sent by the public suthorites should always be in writing, reasoned and occasional and should no
concern the entirety of a filing system or lead to the interconnection of filing systems. The processing of personal
data by those public awthorities should comply with the applicable data-protection rules sccording 1w the
purpases of the processing.

Consent should be given by o clear affirmative act establishing a freely given, specific, informed and
unambiguous indication of the data subject’s agreemient to the processing of personal data relating to him or her,
sisch as by a written statement, including by electronic means, or an oral statement. This could include ticking a
box when wisiting an internet website, choosdng technical settings for information society services or another
staternent or conduct which clearly indicates in this context the data subject’s acceptance of the proposed
processing of his or her personal data, Silence, pre-ticked boxes or inactivity should not therefore constitute
comsent, Consent should cover all processing activities carried out for the same purpose or purposes. When the
processing has multiple purposes, consent should be given for all of them. If the data subject’s consent is to be
given following o request by decironic means, the request must be clear, concise and not unnecessarily disruptive
to the wse of the service for which it is provided,

It is often not possible to fully identify the purpose of persunal data processing for schentific rescarch purposes ae
the time of data collection, Therefore, data subjects should be allowed 1o give their consent to certain areas of
scientific research when in keeping with recognised ethical standands for scientific research. Data subjects should
have the opportunity to give their consent only to certain areas of rescarch or parts of rescarch projeces b the
extent allowed by the intended purpose.

Genetic data should be defined as personal data relating to the inherited or soquired genetic characteristics of a
natural person which result from the analysis of a bivlegical sample from the natmal person in question, in
particular chromosomal, deoxyribonucleic acid (DNA) or ribonucleic acid (RMA) analysis, or from the analysis of
another element enabling equivalent information to be obtained,

Personal data concerning health should include all data pertaining o the health stams of o data subjecr which
reveal information relating to the past, current or future physical or mental health status of the data subject. This
inclisles information about the natral person collected in the cowrse of the regisration for, or the provision of,
health care services as refermed 1o in Dircctive 2011(24/EU of the Ewropean Parliamvent and of the Council %) o
that natiral person: o number, symbol or particular assigned 1o a natural person to uniquely identify the natural
person for health purposes; information derived from the resting or examination of a body part or bodily
substance, inchuding from genctic dwa and biological samples: and any information on, for cxample, 4 discase,
disability, disease risk. medical hisory, clinical meatment or the plvsinlogical or biomedical state of the data
subject independent of its source, for example from a physiclan or other health professional. a bospital, 3 medical
device or an in viero diagnostic test

The main establishment of a conmmller in the Union should be the place of its central administration in the
Union, unless the decisions on the purposes and means of the processing of aral data are taken in another
establishment of the comtroller in the Unbon, in which case thar other establishment shoubd be considered 10 be

('} Diroctive 200 1[24]EU of the Evropean Padiament and of the Coundl of 9 March 2011 on the application of patiems’ rights in
crvssborder healtbare (0] 1. B8, 4.4.200 1, p. 45),
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the main establishment, The main cstablishment of a comroller in the Unbon should be determined according o
objective criteria and should imply the effective and real exercise of management activities determining the main
decisions as to the purposes and means of processing through stable arrangements. That eriterion shoukd not
depend on whether the processing of personal data is carried out ar that location, The presence and use of
technical means and technologies for processing personal data or processing activities do not, in themscives,
constitute 4 makn cstablishment and e therefore not determining criterda for 2 main essablishment. The main
establishment of the processor should be the place of it central administration in the Union or, if it s no
centrul administration in the Union, the place where the main processing activitics take place in the Union, In
cases involving both the controller anmd processor, the competent lead supervisory authority showuld remain
the supervisory authority of the Member State where the controfler has its main establishment, bur the
supervisory authority of the processor showdd be comsidered to be a supervisory authority concemed and that
supervisory auority should participate in the cooperation procedure provided for by this Regulation. In any
case, the supervisory authorities of the Member State or Member States where the processor has one or maore
establishments should o be considerad to be supervisory authoritics concerned where the draft decision
concerns only the conmroller. Whene the processing is carried out by a group of undertakings, the main
establishment of the contralling undertaking shoubd be considered to be the main establishment of the group of
undertakings, except where the purposes and means of processing are determined by another undertaking.

A group of undertakings shoukd cover a controlling undertaking and iis comrolled undertakings, whereby the
comtrofling undertaking should be the undertaking which can exert a dominant influence over the wther
undertakings by vire, for example, of cwnership, financial participation or the rubes which govern it or the
power to have personal data protection rules implemented. An undertaking which controls the processing of
m data in undertakings affiliated o it should be regarded, together with those undertakings, o a group of
u ings.

Children merit specific protection with regard 1o their personal data, as they may be less aware of the risks,
cofsequenies amd .-u‘cgu:nl.u concerned and their rghts in relation to the procesing of pen | datn. Such
specific protection should in particular, apply to the wse of personal data of children for the purposes of
marketing of creating mality or wer profiles and the collection of personal data with regard to children
when using services offered directly 1o a child, The consent of the bolder of parental responsibiliey should nor be
necessary in the context of preventive or counselling services offered directly 1o a child,

Any processing of personal data should be lawful and fir, It should be transparent to natural persons that
personal data concerning them are collected, used, consuliad or othorwise processed and o wlat exeent the
personal data are or will be processed, The principle of transparency requires thae any information and communi-
cation relating to the processing of tose personal dara be casily sccessible and casy to understand, and that clear
and plain language be used. That principle concerns, in particuler, mformation to the data subjects on the
wlentity of the controller and the purposes of the processing and furler information 10 ensure fair and
fransparent processing in t af the natural persons concerned and their right to obtain confirmation and
commmunication of personal concerning them which are being processed. Natural persons should be made
aware of risks, rubes, safeguards and rights in relation 1o the processing of personal data and Iow o exerclse their
rights in relation o such processing. In particular, the specific purposes for which personal data are processed
should be explicit and legitimare and determined ar the time of the collection of the personal data. The personal
data should be adequate, relevant and limited 1o what is necessary for the purposes for which they are provessed.
This requires, in particular, ensuring that the ad for which the pervsnal data are storad 15 limited to a strice
minimum. Personal data should be proce only if the purpose of the processing could not reasonably be
fullilled by other means. In order to ensure that the personal data are not kept bonger than necessary, time limits
shoukl be established by the controller for erasure or for o perdodic review, Every reasonable step shoubd be taken
to ensire that personal data which are inacourate are rectified or deletesl. Persomal data should be processed in a
manner that ensures appropeiate security and confidentiality of the personal data, including for preventing
unauthorised access to or wse of personal data and the equipment wsed for the processing.

In order for processing 1o be lawfull personal data should be processed on the basis of the consent of the data
subtject voncerned of some other legitimane basis, lud down by law, dither in this Regulation or in other Unlon or
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Member Stace law as referred o in this Regulaton, incduding the necessiy for compliance with the Jegal
obligation to which the controller is subject or the necessity for the performance of a contract to which the data
subjest is party or in onder to take steps at the request of the data subject prior to entering Into a conmact.

Where thony refers 1o a basis or a tive mcastire, this doct tor neceisa [F]

act ldnphduliyw: pardiament, wﬂn p:ﬂudhhgd‘mquhm pursuant 10 the rﬂrmllmql hgi:flﬁﬂ:
Member concerned, However, such a legal basis of leglslative meassire should be clear and precise and i
application should be foreseeable to subject to it in accoordance with the case-law
of the Etwpmmﬂml_lhefnmoll Justice’) and the European Court of Human Rights,

E'
o
¥
1z
i

mﬁukhﬂmdﬁhﬂﬂﬂm:mt the controller shoubd be able to demomtrate that the
ﬂmmﬂlnﬂwwwlm In particular in the context of a wrirten decaration

Inmmwh:mﬂhﬁnﬁrﬂmmmdm povide & valid legal groamd for the processing
of personal data in a specific case where there is a chear imbalance the data subject and the controller, in
krwtmdurmrmlhrhlpl.ﬂkulhuﬁtjrlnﬁ&hthu\d'mnnﬂh]yﬂntmm given in
ull the ciromstances of llmapdﬂ:ammimrnm:hmmdmnhﬁudywirudmmma-:
te consent o be given to different dllnplﬂ:ﬂTEﬂpmmtiﬂpi:ﬂ ng appropriate in
mﬂmm!rﬂupﬂfumm lmmhhpﬁg ptm'l.innnfimhhzgmdmlmﬂw
cooent despite such consent not being necessary for such

Progessing should be lawful where it is necessary in the context of a contract or the intention &0 enter into 2
womlract.

Mpwhmﬂmhum:m: mmﬂﬂihmﬂrﬂhhn&hﬁmﬂhﬂe
processing s necessary for the performance of cuwﬂ public interest or in the exercise of
nmdu.lmdm-wmegwmgdmddm-bﬂinmhncrmwmmmmmndmw

Iﬂ; which the controller & subject -ﬂhﬂ'liilﬂi!fﬂ; b far the performa I":;;

tiom b s or eid nce of a

kﬁwﬂdnLEtihtbepﬂhhmuurinmmdlnnﬁg{?lutﬁhmm&hl It shoubd abse be for
lh[mnr“:m'b:rmhwmd:lﬂmln:ﬂl:mﬂm processing. Furthermore, that law could specify the
E:mlw:m of this Regulatbon governing the lawfulness of personal data processing, establish uﬁ&:ﬂuu

determining the controfler, the tvpe of personal data which are subject 1o the processing. the
mmd.ﬂwmﬂdumﬂﬂ:h:hepmﬂdmmjhdwlh lhiﬂmmﬂu.lhemgembd
and other measures to ensure lawful and fair processing. 18 shoubd also Union or Member Srate
mﬁmmmmm:mmm.nhwukimﬂwhmmﬂm
authoriry should be a public authority or another nanral o legal person governed by public law, or. where it s
in the public interest to do se, lnrhuhpummhupuhﬁchﬂhhmdmﬂpmmwﬂu
management of health care services, by private low, such as a profesional assockation.

The nfwmshmuﬂnhmﬂmhhwﬁlwhmﬂrhwmqumhﬂml
vlﬂcr:n::flhl the life of the data subject or thar of another naniral person, Frocessing of personal data

{'h Council Directive % 3/1 JEEC of 3 April 1991 on unfair terms in conmumes contracts (4 L 935, 21.4,1995, p. 24,
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based on the vital interest of another natral person should in principle ke place only where the processing
cannot be manifealy based on another legal basis. Some types rexcising serve both important grounds
nfpﬂhkimuunﬂlheﬂulmmuofﬂ\emumﬁuuugfm processing is necessary for
humanitarian purposes, inchading for monitoring emics and their spread or in situations of humanitarian
emergencics, in particlar in singations of nstural and man-made disasiers.

@7 The mate interests of a controfler, inc those of a controller 1o which the data be

7 mmnl’lﬂil‘d party, %hﬂﬂtpﬂkxﬂﬂ provided Ihmarﬂu“gth
fundamental and freedoms ";?ﬂudaumbmmnummnfﬁghmm-unmmm
expectations of data subjecrs based on their relationship with the comroller, Sisch legitimare intercss coubd exis
for example where there is a relevant and appropriate relationship between the dats subject and the controller in
sitations such as where the data subject 15 4 client or in the service of the controller. At any rate the exstence of
a legitimate fnterest would need careiul wssessment whether a data su can reasonably expect at the
time and in the context of the collection of the personal data thar processing ﬂl.upurpunmnyukphm.
The interests and fundamental rights of the data subject could in particular override the interest of the data
mqmnlnrﬂmpmuldm prowessed in chroumstances where data subjects do ot reasonably expec
further i ven that it is for the legidator to provide by law for the legal basis for public authorities o
pocess Mhﬂhﬂﬂwuﬂmwﬁ;hhpmmwﬂklmhwﬁuhﬂw
mmunllwmh processing of personal ﬂkdrmunryﬁrmepﬂmmufwﬁng

also constitutes a legitimane interese of the data controller concermed. The processing of personal data

direct marketing purposes may be regarded as carried out for a legitimate interest.

(48] l:mmlmﬂulmpmuh hng or instimtions affilisted to a central body may have a
mru;pnmi data within the group of undertakings for internal sdminisarative
|I|g _r& clie ;;ﬂg;;thh;rmmdmﬂwmlmmnhhﬂuum&r

undertakings. to an undertaking located in o thind country remain unaffeceed,

49)  The procesing of personal data to the extent strictly necessary and proportionate for the purpomes of ensuri
; mfu&lﬂh&rmﬁmmﬂq,&ﬁcnﬂ&yﬁ:umﬂﬂuhhmﬂmwmmmﬁ.u:gﬂmkﬁ
of confidence, accidental events or unlawful or malicions actions that compromiise the availabifity, authenticity,
tnregriny and confidentialing of stored or transmitted personal data, and the security of the related services offerad
by, or accessible via, these networks and systems, by public authorities, by computer eremgency response teams
mcmpﬂn security  incident teants - (CSIRTsL providers of chectronic communications:
jmufhdmuhﬁu services, conaditutes o legitinate nterest of
the data controller concerned. This could, for example, include preventing unauthorised access to electronic
mmbﬁ!mmhmdmﬁ:hmcdcdhﬂbnﬂnnmdmgiu'dmhlnfm attacks amd damage 1o
comipister and electronic communication systems.

(500 The of personal data for purposes other than those for which the personal data were initally collecred
should be allowed only where the processing is compatible with the for which the personal data were
initially coflected. In such a case, no dejpal basis separate from thar wi EME::MJMM
data is required. If the processing is necessary for the performance of a task carried out in the public interest or
in the exerclse of official authority vested in the controller, Unfon or Member State law may determine and
wﬁrlkmwpmwmhwhkhmﬁmpmﬂmmﬂdhmﬂumwmm

ng for archiving purposes in the public inrerest, scientific or historical ressarch purposes or

purposes shoald be considered to be compatible lawful ng operations. The bunpm'idd
by Union or Member State law for the processing of I may alse provide a basis for further
processing. In order to ascertain whether a purpose nl anhmmpuﬂtwmnhpurponh

Ihe[:mnddlunhﬂﬁu}'mmm:mtmlmaﬂwhmmﬂﬂl rurrh:

huﬁinmnfdmmﬁh:l’mxmdugmmimmr inter alia: any link between

of the in further processing: the context in which the personal data have been hmd,in
lir the reasomable cxpectations of data subjects based on thelr relationship with the controller as o their

il

:

e
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further use: the nature of the personal datac the conseguences of the intended further processing for data
subjects; and the exitence of appropriate safeguands in both the origina and intended further processing

u"lcﬁliurn.

Where the data subject has glven consent or the processing s basad on Unlon or Member State biw which
coatitutes a pecessary and Propartionate measure in a democratic wociety o !:al'ugu:nL in p.'lrlit.ular. imiportant
objectives of general public interest, the contmoller should be allowed to further process the personal data
I tive of the compatibility of the In cane, the licathon of the principles sct out in this
mm and in jurﬁcﬁn tht.?’in&!muﬁnrr:m Ja:::’uhh'r on Il'llgrc other [w'[m-l:sp:md r:inhiﬂ o hier rights
mchuding the right to object, should be ensured. Indicating possible criminal acts or threats to public security by
the controller and transmitting the melevant personal data in individual cases or in several cases relating to the
same criminal act or threas o ic security o a4 competent authority should be regarded as being in the
begitimate interest pursued by the controller, However, such transmission in the legitimate interest of the
controfler or further processing of personal data should be prohibited if the processing s not compatible with a
legal, professional or other binding obligation of secrecy.

Personal data which are, by their nature, Tu-mcul'.u'h sensitive in relation to fundamental rights and freedoms
merit specific protection as the context of their processing could create significint rsks to the fundamiental righes
and freedoms, Those personal data showld include personal data revealing racial oo ethnic origin, wherchy the use
of the serm ‘racial origin’ in this Kegulation docs not fmply an acceptance by the Union of theories which
atternpt to determine the existence of separate human races. The procesing of photographs shoukd not systemati-

cally be comsidered to be processing of spocial categories of personal data as they are covered by the definition of
biometric data only when processed through a specific fechnical means allowing the unique identification or
unthentication of 4 nunral person, Such personal data should not be processed, unbes prodessing is allowed in
specific cases set out in this Regulation, taking into account that Member States law may lay down specific
provisions on data prtection in order to adapt the application of the rules of this Regulation for compliance
with 4 legal ubligation or for the performance of a task carried out in the public interest or in the exercise of
official authorsty vested in the comtrolier. In additson 1o the specific roquirements for such processing, the general
principles and other rules of this Regulation shoukd J[:ply. in particular as regards the conditions for Lawful
processing, Derogations from the general prohibiton for processing such special categories of personal dara
should be explicitly provided, inter alia, where the data subject gives his or her explicit consent or in respect of
specific noeds in parthoular where the processing s carried ot in the course of legitimate activities by certain
associations o fosndations the purpase of which is 1o permir the exercise of fundamental freedoms,

Deragating from the prohibition on processing speclal categories of Fcrmm] data should also be allowed when
provided E!r in Union or Member State law and subject to suitable safepuards, so a5 to protect personal data and
other fundamental rights, whese it s in the public interest 1o do so, in particular processing personal data in the
ficld of emplovment law, social protection law inchiding pensions and for health security, monitoring and alers
purposes, the prevention or control of communicable discases and other serious threats to health. Such 2
derogation may be made for health purposes, inchiding public health and the management of health-care
services, especially in order to ensure the quality and Lnﬂ-cfgmvmw of the procedures used for settling claims
for benefits and services in the bealth insurance system, or for archiving purposes in the public interest, scientific
of historical rescarch purposes or statistical purposes, A derogation should alse allow the processing of such
personal data where necessary for the establishment, exercise or defence of legal claims, whether in court
proceedings or in an administrative or out-of<ourt procedure,

Special categories of personal data which merit higher protection should be processed for healtherelated pu
only where necessary 1o achieve those purposes for the benefit of natural persons and society as a whele, in
ticular i the context of the managerent of health or social care services and systers, incliding proccssing
g;':lhn management and central national health authorities of sich data for the EII!]'IOM' of quality contral,
management information and the general national and local supervision of the health or social care syseem, and
ensuring continuity of health or socal care and cross-border healthcare or health security, monitoring and aler
purposes, or for archiving purposes in the public interest, scientific or historical research purposes or statistical
purposes, based on Union or Member State law which has to meet an objective of public interest, as well as for
studics conducred in the public interest in the arca of public health, Therefore, this Regulation should provide for
harmonised conditions for the processing of special categories of personal dats concerning health, in respect of
specific needs, in particular where the processing of such data is carried out for certain health-related purposes
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subgect 1o a legal obligation of seerecy. Union or Member Stase law should for
;mMm»ummemwmmwmammW
Member States should be allowed 1w maintaln or introduce fusther conditions, inchiding limitatgons, with regard
tor the processing of data, biometric data or data concerning health, However, this should o the
free flow of data within the Union when those conditions apply o cross-bonder processing of data.

3 ed 1o health care, the provision of, and

untiversal access 1o, health care as well as bealth care expenditure and financing, and the causes of morality, Such
of data concerning health for reasons of public intersst should not result in personal data being

m&nMWWMWMHWWWMMMMMmmh

Moreiver, the processing of personal data by official authorities for the of achieving the aimes, fid down
by constitutional law oe by internatbonal public law, of offically relighons associations, is carried out

information addressed to the public or to the data subject be
corscise, casily accessible and casy o wnderstand, and that cear and plain language and, . where
appropriate, visualisation be wsed. Such informarion could be p in ehectromic form, for . when
addressed o the public, through o website, This is of particular relevance in situations where the prolidferation of

whether, by whom and for what purpose personal data relating v him or her are being collected, such as in the
case of online advertising. Given that ch mrit specific profection, any information and communication,
where processing bs addressed 1o a chibl, should be in such a clear and plain langieage that the child can casily
understand.

Modalities shoukd be provided for facilitating the exercise of the data subjects rights under this
inchuding mechanisns to request and, If applicable. obtabn, free of charge, in particular, access to and rectification
or exasure of persomal data and the exercise of the right o object. The controller shoald also provide means for
requests o be made clectronically, fally where personal dats are processed by clectronic means. The
muﬂwuhmﬂhobﬂpdmrwﬂ,;:mﬁmﬂndlunﬁjmm delay and ar che latest
within one month and o give reasons where the controller docs not intend to comply with any sich requests,

1'!%%::::;1 2008 of the Parliamiers and of the Comnil of 16 Decernber 3008 on C ity statistics o pebfic

ty at work (0] L 354, 31.12.2008, p, 705,
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165)

The principles of fair and ransparent processing requine that the data sisbjecr be informed of the extstence of the
processing operation and s purposes, The comtroller should we the data subject with any further
infirrmation necessary to ensure fair and transparent processing taking inte account the specific cicumstances
and context in which the personal data are processed. Furthermore, the data subject shoubd be informed of the
existence of profiling and the consequences of such profiling. Where the personal data are collected from the
data subject, the data subject should also be informed whether he or she is oblised o provide the persemal data
and of the consequences, where he or she does not provide such data. That information may be provided in
combination with standasdized boons in onder to give in an essily visible, imtelligible and clearly legible manner, a
md.nhlngﬁﬂ;dv:mi:w of the intended processing. Where the lcons are presented electronically, they shoubd be
maching-mc v

The information in relation 1o the processing of pervonal data relating to the data subject should be given 1o him
of her at the time of collection from the daa subject, or, where the personal dara are obtained from another
sotrce, within a reasonable period, depending on the circumstances of the cave. Where personal dara can be
legitimately dischosed to anather recipient, the data subject shauld be informed when the personal data are firs
dischosend 1o the recipient, Where the controller intends 1o process the personal data for a purpose other than that
for which they were collecred, the controfler should provide the dara subject prior to that further processing with
information on that other E:qw and other necessary information. Where the origin of the personal data
cannor be provided 1 the data subject because various sources have been used, general information should be
provided,

However, it s not pecessary to impose the obligation to provide information where the data subject already
posseses the information. where the reconding or disclosure of the personal data i expressly laid down by law
or where the provision of information to the data subject proves to be impossible or would invelve a disprogor-
tivnate effort. The latter could in particular be the case where processing i carried out for archiving purpises in
the public interest. scientific or historical research purposes or statistical purposes. In that regand, the number of
data subjects. the age of the data and any appropriate safeguards adopted should be taken into consideration,

A dlata subject should have the right of access to persenal data which have been collected concerning him or her,
and b exercise that right easily and a1 ressonable imtervals, in order fo be aware of, and verify. the lawfulness of
the processing. This includes the right for data subjects to have access to data concerning their health, for
example the data in thelr medical records containing information such as disgnoses, examination results,
assessmcnts by treating plysiclans and any treatment o interventions provided, Iiln-_rLﬂ:u subject slwuld
therefiore have the right to know and obtain communication in particular with regard 1o the purposes for which
the personal data are processed, where possible the period for which the nal data are processed, the
recipients of the personal daca, the logic invelved in any sutomatic personal data processing and, ar least when
bused on profiling, the comsequences of such processing, Where possible, the controller should be able 1o provide
rentte access to a seoure system which would provide the data subject with direct access 1o his or her personal
data. That right should ot adversely affect the righes or freedoms of others, inchuling trade secrets or intellectual
property and in partbcular the oopyright protecting the software, However, the realt of those considerations
shoulkd not be 4 refissal o provide all information to the data subject, Where the controller processes 4 large
quantity of information concerning the data subject, the controller shansld be able 1o request thar, before the
information is delivered, the data subject specify the information or procesing sctivities to which the request
relanes,

The controdler should use all reasonable measures to verify the dentity of a data subjear who requests acoess, in
particular in the context of online services and online identificrs. A controller shoubd not retain personal duta for
the sole purpose of being uble to react 1o potential requests,

A datu subject should have the right 1o have personal data concerning him or her rectified and a right to be
forgotten’ where the retention of such data infringe this Regulation or Unben or Member Stite law 1o which the
comtrofler is subject, In particular, a data subject should have the right to have his or her personal data erased
and mo bonger processed where the personal data are no loager necessary (n relation to the purposes for which
they are collexted or otherwise processed, where a data subject has withdrawn his or her consent or objecs 1o
the progessing of personal data concerning him or ler, or where the processing of his o her porsonal data does
nadt otherwise comply with this Regulation. That righe is relevant in particular where the data subject has given
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his or her consem as a child and s not fully aware of the risks involved by the processing, and Later wants 1o
remwove such personal data, especially on the intemnet, The data subject should be able to exercise that right
natwithstanding the fact that be o she & no loager 2 child, However, the further retention of the personal data
should be lawtul where it % pecessary, for exercising the right of freedom of expression and information, far
compliance with a legal obligation, for the performance of a task carried our in the public interest or in the
exervise of official authority vested in the controller, on the growmds of public interest in the arca of public
health, for archiving purposes in the public interest, scientific or historical rescarch purposes or statistical
purposes, or for the establishmient, exercise or defence of legal claims,

{66)  To strengthen the right to be forgotten in the online environment, the right o erasere shoukd also be extended in
such a way that a controller who has made the personal data public should be obliged 1o mform the controflers
which are processing such personal data to erase any links to, or copics or replications of those personal data, In
doing so, that controller shoukd take reasonable steps, taking o account available technology and the means
available 1o the controlles, inchuding rechnical messures, 1o inform the contrmllers which are processing the
personal data of the data subject's reguest.

671 Methods by which to reariar the processing of personal data could incdude, inter alia, temporarily moving the
sclected data to another processing system, making the selected persanal data unavailable to ssers, or 'emporarily
renwoving published data from 2 website. In automated Giling ovstenn, the restriction of procesing should in
principle be ensured by technical means in such 3 manner that the personal data are not subject o flarther
[::u.'ni.ihu operations and cannot be changed. The face that the processing of pessonal data b restriceed should

cleurly indicated in the syswem,

{68)  To further strengthen the conmol over bis or her own data, where the processtng of personal data is carried o
by automated means, the data subject should also be allowed to receive personal data concerning him or her
which he or she has provided to o contreller in 3 structured, commienly wsed, machine-readable and intesnperable
format, and 1o transmit it o another controller. Data controllers should be encouraged to develop interaperable
formats that enable data portability. That right should apply where the data subject provided the personal data on
the basis of his or her consent or the processing B necessary for the performance of a contract. It should not
apply where processing is based on a legal ground other than consent or contract, By (s very nature, that right
should not be exercised against controflers processing personal data in the exercise of their public duties, It
should therefore not apply where the processing of the personal data Is necessary for compliance with a legal
obligation to which the controller is subject or for the performance of a task carried out in the public interest or
in the exercise of an official authority vested in the controller. The data subject’s right 1o ransmit oe recelve
personal data concerning him or her should not create an obligation for the controliers to adopt or maintain
processing systems which are rechnically compatible, Where, in a certain set of personal data, more than one
data subject is concernad, the rght to receive the personal data should be without prejudice to the rights and
frocdoms of other data subjects in accordance with this Regulation. Furthermore, thar right deould ot prejudice
the right of the data subject to obtain the erasure of personal data and the limitations of that right as st out in
this ation and should, in particudar, not imply the erasure of personal data concerning the data subject
which lhave been provided by him or her for the perfarmance of a contract to the extent that and for as long as
the personal data are necessary for the performance of that coneract, Where technically feasible, the data subject
shoukd have the right 1o have the personal data rransmined direaly from one controfler to anotler,

(69 Where personal data might lawfully be processed becawse processing is necessary for the performance of a task
carried out in the public interest or in the exercise of official authority vested in the controller, or on grounds of
the legitimate interests of a controller or a thind party, a data subject should, nevertheless, be entitled to object 10
the processing of any personal data relating o his or her partoular situation. It should be for the controller 1o
demomatrate that ies compelling legitimate imterest overrides the interests or the fundamental rights and freedoms
of the data subjecr.

(700 Where personal data are prutmml for the purposes of direcr marketing, the data subject should have the right 1o
object to such processing, including profiling to the extent that it is related to such direct marketing, whether
with regard 1o initial or further processing, at ;3' tirne and free of charge. That right should be explicitly broughe
1o the antention of the data subfect and presented clearky and separately from any other information.
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The data subject should have the right mor 1o be subject 1o a decision, which may inchsde a measure, evahuaring
persanal aspects relating to him or her which is based solely on awtomated progessing and which produces legal
effects concerning him or her or similarly significantly affects him or ber, ssch as sutomatic refusal of an online
credit application or e-recruiting practices without any human intervention. Such processing includes *profiling”
that consits of any form of automared processing of personal dara evaluating the personal aspects relating to 4
natural persen, in particular to analyse or predice aspects concerning the data subject’s performance at waork,
eoonomic simation, health, persomal preferences or interests, rellability or behaviour, Jocation or mavemnents,
where it prosduces legal effects concerning him or her or similarly significantly affects him or her. However,
deciston-making based on such processing, including profiling, showld be allowed where expressly authorised by
Union or Member State law to which the controller is subject. inchufing for fraud and tax-evasion monitoring
amd prevention purposes conducted in accomdance with the regulations, standards and recommendations of
Unilen institutions or natbonal oversight bodies and to ensure the security and reliabilicy of 4 service provided by
the controller, or necessary for the emtering or pedformance of a contract botween the data subject amd a2
controfler, or when the data subject has given his or ber explicic consent, In any case, such processing shoulid be
subyject to suitable safepuards, which should inchede specific information to the data subject and the right 10
obtain human intervention, to express his or her point of view, to obtain an explanation of the decision reached
after such and to challenge the decision. Such measure should not concern a child.

In order to ensure fair and transparent processing in respect of the data subject, taking into account the specific
circumstances and context in which the personal data are processed, the controller should use appropriate
mathematical or statistical procedures for the profiling, implement technical and organisational measures
appropriate to ensure, in particular, that factors which result in inaccuracies in personal data are corrected and
the risk of errors is minimised, secure personal data in a manner that takes account of the potential risks
involved for the interests and rights of the data subject and that prevents, inter alia, discriminatory effects on
natural persons on the basis of racial or ethnic origin, political opinion, religion or beliefs, trade union
membership, genetic or health status or sexual orientation, or that result in measures having such an effect.
Automated decision-making and profiling based on special categories of personal dara should be allowed only
under specific conditions.

Profiling is subject to the riibes of this Regulation poverning the procesing of personal data, such o the kﬁal
groamnds for processing or data protection princphes. The European Data Protection Board established by this
Regulation {the "Board'} should be able to issue guidance i that context.

Restrictions conceming specific principles and the rights of information, sccess to and rectification or erasure of
personal data, the right o data porability, the rght to obfect, declsions based on profiling, as well as the
commnication of a personal data breach 1o a data subject and certain related obligations of the controllers may
be imposed Union or Member State law, as far as necessary and proportionate in a democratic society to
safegueard public security, including the protection of human lifz especially in response to natural or manmade
disasters, the prevention, investigation and prosecutlon of criminal offences or the execution of criminal
penalticy, including the safeguarding againat and the prevention of threats 1o public security, or of breaches of
ethics for regulated professions, other important objectives of gencral public interest of the Union or of a
Member State, in particuliar an important economic or financial interest of the Union or of a Member State, the
kecping of public registers kept for reasons of general rub!i: interess, further processing of archived personal data
to provide ific information related 1o the political viour under former totalitarian state regimes or the
protection of the data subject or the rights and freadoms of others, including soctal protection, public health and
humamitarian purposes, Those restrictions should be in accordance with the requirements set out in the Charter
and in the European Convention for the Protection of Human Rights and Fundamental Freedoms.

The responsibilisy and Hability of the controller for any processing of personad data carried out by the contmlker
o om the comroller's behall should be established. In partbcular, the controller should be obliged to Implement
appropriate and eflective measimes and be able to demonstrate the comphliance of processing activities with this
Kegulation, ncluding the effectiveness of the measures, Those mexsures should rake into accoum the natire,
scope, context and purposes of the processing and the risk o the rights and freedoms of natural persons,
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{751 The risk to the righs and freedoms of natural . of varying likefibood and severity, may result from
personal data processing which could lead to , material or non-material damage, in ular: where the
FIWHIEII?JMI'B: tor discrimination, kentity theft or frassl, financial loss, damage to utation, oss of

p:nmnld.uipmhﬂndh}r; nal secrecy, unamborised reversal of pseu thom, of
any other significant economic o social & tage; where data subjects might be deprived of their rights and

freedoms or prevented from exerciing control over thelr personal data; where personal data are processed which
reveal raclal or ethnic origin, politica @MWWWMHHM&.MMMM@:M
the of genetic data, data concernimy af data concerning sex life or criminal convictions and
offences or related security measures; where personal aspects are in particular analysing or predscting

{76)  The likelihood and severiny of the risk o the rights and froedoms of the data subject should be determined by
reference to the nature, scope, comtext and of the processing. Risk should be evaluated on the basis of
an objective assessment, by which it i wihrher duta processing operations involve a risk or o high
risk.

(77 Guidance on the implementation of rate messures and on the demonstration of compliance by the
mwhmwyﬂﬂmhmimmﬁmmmﬁmma I:I'r'd'lrlr
gssessmient in terms of nature, likelihood and severity, und the identification of best practices to miitigate
the risk, could be in particular by means of approved codes of conduct, approved cerrifications,
guidelines provided by the Board or indications provided by a data protection officer. The Board may alss fsoc

on processing aperations that are considerad 1o be unlikely to resule oo high risk o the rights and
freedoms of natural perms and indicate what measres may be sufficient in such cases to address mach risk.

(78]  The protection of the rights and freedoms of naturl persons with regard 1o the processing of personal data

when developing and designing such products, services and applications and, with due tor the state of the
that controllers and processor are able 1o :hdfd:tapmt:ﬂiunnhipﬂuu.ﬁpﬂmdit
of data protection by design and by default should also be taken into consideration in the context of pul

{791 The protection of the rights and frecdoms of data subjects as well as the responsibility and liability of controflers:
and provessors, alw in relation o the monioring by and measires of supervisory athorities, requines a clear
ullocation of the responsibilitics under this Regulation, inchading where a conteoller determines the purposes and
mmm;ft:tprmwuinﬂﬂlrwhnﬂwmﬂmanwﬂimopmhuurﬁﬁm wet behalf of
4 g 3

{8 Where a comtroller o0 a processor not established in the Unjon & pnkesing personal data of data subjects who
; jposoads
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mantre, context, scope and purposes of the processing or iF the controller is a public authority o body, The rep-
resentative should act on behalf of the controller or the processor and may be addressed by any supervisory
awthority, The representative shoukd be explicitly designated by a wrinen mandae of the controller or of the
processar 1o act on its behalf with regand to its obligations under this Regulation, The designation of such a mep-
resentative docs not affect the responsibiliy or lability of the controlier or of the processor under this
Kegulation. Such a reprosentative should perform its tasks sccording to the mandate received from the contraller
or processor, induding cooperating with the competent supervisery anthorises with regand to any action taken
to ensure compliance with this Regubstion. The designated  representative should be subject to enforcement
proceedings in the event of non-conspliance by the controfler or processor,

To ensure compliance with the requivernents of this Regulation in respect of the processing to be carried out by
the processor on behalf of the controller, when enrrusting a processor with processing activities, the contralier
shoukl use only processors providing sufficient guarantecs, in particular in torms of expert knowledge, reliabiliy
and resources, o implement technical and organisational messures which will meet the requirements of this
Regulation. including for the security of procesdng, The adherence of the processor to an approved oode of
eonduct or an approved certification mechanizm may be wsed as an element 1o demonstrate compliance with the
obligations of the controller. The carrvingeout of processing by a processor should be governed by a comtruce or
other kegal act under Union or Member State law, binding the processor to the controller, sctting out the subject-
matter and duration of the processing, the nature and purposes of the provessing, the type of personal data and
categorics of data subjects, taking into account the specific tasks and responsibilities of the processor in the
comtext of the processing to be carried out and the risk o the rights and freedoms of the data subject. The
comtrofler amd processor may choose o we an individual contract or sandard contracrial clauses which are
adopted either directly by the Commission or by a supervissry awthority in accordance with the comistency
mechanism and then adopted by the Commision. After the completion of the processing on behalfl of the
comtrofler, the processor should, at the chobce of the contredler, return or debete the personal data, unless there b
a requirermnent to store the personal data under Union or Member State law to which the processor is subject,

In order 1o demonsrate compliance with this Regulation, the contrafler or processor shoubd maintain reconds of
processing activites under #s responsibilicy, Each controller and processor should be obliged m cooperate with
the supervisory authority and make those records, on request, available to it so that it might serve for
momitoring those processing operations,

In order to maintain security and fo prevent proxessing in infringement of this Regulation, the controller or
processar should evaheate the risks inherent in the processing and implement measures to mitigate those risks,
such as encryption. Those measures should ensure an ap fate Jevel of wocurity, including confidentialiy,
taking into account the state of the art and the costs of implementation in relation to the risks and the natire of
the personal data to be protected, In assessing data sequrity risk, consideration should be given 1o the risks thae
are prosented by personal dar processing, such as accidental or unlawiul destruction, boss, sheration,
unauthorised disclosure of, or access 1o, personal data transmitted, stored or otherwise processed which may in
particubar lead to physical material or non-material damage,

In order to enhance compliance with this Regulation where processing operations are likely to result in 2 high
risk tor the righes amd freedoms of namral persons, the controller should be responsible for the carrying-our of a
data protection impact asscsment to evaluate, in particular, the origin, nature, particlarity and severity of that
risk, The vutcome of the assessment should be taken into sccount when determining the sppropriate measures 1o
be taken in order 1o demonstrae that the processing of personal daa complies with this Kegulation, Where a
data-prodection impact assessment indicates that processing operations invalve a high risk which the controller
cannot mitigare by appmopeiate measures in erms of available technology and costs of implementation, a
consultation of the supervisory authority should take place prior to the processing.

A personal data breach may, if not addressed in an appropeiate and timely manner, result in physical, matenial or
non=material damage to natural persons such as boss of control over thar personal data or Hmitstion of their
rights, discrimination. identity theft or frasd, financial loss, unauthorised reversal of pseudonymisation, damage
to reputation, s of confidentialiy of personal data progected by professional secrecy or any other significant
ccomomic or soctal dissdvantage to the natural person concerned. Therefore, ax soon as the contralier become
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(26}

(&7)

(85)

(29)
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B Official Jmirnal of the European Union Lish
aware thar

a personal data breach has occurred, the controller should notify the personal data breach w the
supervisory authority without undue delay and. where feasible. nor later than 72 hours after having become
aveare of it, unless the controller bs able 1o demonstrate, in accondance with the scconntability pri that the

to result in o risk to the rights and frecdoms of nanral persons, such
ed within 72 hours, the reasons for the delay shoukl accompany the notification
niormation may be provided in phases without andue further delay,

52

with the supervisory auth .n:i':nhg dance by it or b
suac lshw-cnhwmﬂmhudﬂn.ﬁ::{gmnp .hn&lnnﬂr@:ﬂ:nhﬂmﬂi;tﬂﬂmmﬂaﬂ

fr communication with data subjects wheeeas the need 1o im rafe mastres agaftise
Mﬂ?ﬂﬂmﬂumldﬂlhmﬂmnﬂy]ﬂi&m&ehrmkﬂw

It should be ascertained whether all appropriate technol | protection and organisational measrres have been
implemented o ostablish whether a data breach has muken place and 1o inform pely
the autharity and the mﬁnchﬁ:ﬁdﬂmdunuiﬂmimmmd:wﬂﬂmmmhy
should be shed taking into account in particular the natre and gravity of the | data breach and s
cosequences and adverse effects for the data subject, Such netification may i an interventon of the
supervisory autherity in sccordance with its tasks and powers laid down in this Regulation.

In serting detafiled rubes concerning the formar and procedures applicable to the notification of personal da
breachis, dmmﬂmﬁnﬁm&hgﬁmmﬁcmmgdﬂuhﬂm including whether or

g

Directive 95/46/EC provided for o general obligation w notify the processing of personal data 1o the supervisory
udums\iﬁlﬂullfatuhﬁﬁmpmdumaﬁgnm:ﬂﬁm s, it disl mot in all cases coneribute
to improving the protection of data. Such indiscriminate general notification oblipations dwuld
therefore be abolished, and by effective procedures and mechanisms which focus instead on twse types
of processing operations which are likely to result in 2 high risk to the rights and freedoms of natural persons by
virtue of their nanere, scope, context and purposes. Such types of Tmhmnu;‘neﬂm*hkhm,
imvolve wsing mew technologies, or are of o new kind and where no data impact assessmient
been carried out before by the controller. or whene they become necessary in the light of the time that has
clapsed since the initial processing.

hm:hmlfﬂlpmhnhmam it should be carrfed out by the controller privs o the procewsing
oo anid severity of the high risk, raking into acoount the natire, saope,
comlext ﬂmdmwwﬂumn[ﬂﬁmmmﬁm:ﬂuﬂdwm&.m
particular, the measures, safeguands and mechanisms envisaged for mitigating

personal data and demonstrating compliance with this Regulation,

This should in particular apply to large-scale processing operations which aim o process a considerable amount
of personal data at regional, mational or supranational level and which could affect a lurpe number of data
subjects and which are likely 1o reult in 2 high risk for example, on account of their sensitivity, where in
mﬂmwit‘ullnMﬁwfmkufmhrﬂnﬂulimﬂ:ammhnﬂmhmdunnhm:mhuwaﬂ
#wmhwmuﬁmwﬂm%mﬂﬂna%ﬂmm and frecdoms of data subjects, in
particular those operations render it mwore i for data s o exerclse thelr righs, A data
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dmddimhmud:wﬁmpumuldlumpmmudﬂurukhqdnum
pﬂmﬁﬂnﬁmm}rmmﬂcmmm
profiling those data n;ﬁﬂlnwlnglhe pmmm uE
on criminal convicrions and muﬂqmﬁhhpmﬂun
for monitoring pu'bﬂ:’g’m‘bh: areas on a large sale, sipecially when
aty other petent supervisoary authosity considers
inalrl;h mﬂhﬂghuuﬁﬁudmunfﬂmnﬂ#nmin[wﬁmhr
4 right of using a service or 4 comtract, o because they ane
4 large stale. The processing of personal data should not be considered to be on a
personal data from patienrs or clients by an individual physiclan, other
profection inpact assessment should not be mandatery.
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In the context of the adoption of the Member State law on which the performance of the tasks of the public
withority or public body is based and which regulates the specific processing operation of set of operations in
qummhmsﬁw!mum;hnnunmwmmmuumhmmmpﬂwmuhpmﬂumﬁn

Where a data protection impact asscsemont (mbicates that the processing would, in the absence of safeguards,
mﬂmaﬂnﬂhﬂﬂmlnrﬂiﬁpﬁ:lh:rﬁhmﬁmah@ﬁ#mﬂtﬂﬂlbmmﬁmw
persons and the controfler is of the opinton that the risk cannot be mitigated by reassonable means in terns of
mnwmndupu:nd costs of imphementation, the supervisory authority should be consulted prioe to the

mno!ptw:uﬂng &-:hhﬁhﬂ#umﬂywmkrmmmmmn{pmmmmemand
which may reult abo in a realisation of ot interference with the rights and
ﬁwdnmu!‘ natural person. The supervisory auth shoukd to the request for comsultation within

as period. However, the absence of a reactbon lhumpuvhmyulhudtywjlhhdmw'hdshnuubt

The processor should assist the controller, where necessary and upon request, in ensuring complionge with the
ﬁlpm i from the carrying out of data protection impact sssessments and from price consultation of
supervisory

Amnﬁmwmmmmmpmmmumuumemdaqu.hl-lthe

or regulatory measure which for the processing of personal data, in order to ensure compliance of the
intended processing with this on and in particular to mitigate the risk involved for e data subjec.
Where the processing {8 carrbed onnt by a public authority, cxcept for courts or demt jisdicial suthorities

when in their judicial v where, in the te Sechir, is ca out by u controfler whose
o mmﬁ prm:ﬂngwnmthu that $In.‘ WWMB tie I'I'I:Iﬂh:ﬂl';rﬂfﬂllllll subjects
on a large scale, or where the core activities of the controller ar the processor consist of processing on a large
data and data rel 1o criminal convictions mdal;emu.l person with

data protection law and practices s assist the controller or processor to monitar
internal compliance with Kegularion. In the private sector, the core activities of a conroller relare w is
primary activities and do not relate to the processing of personal data o ancillary activities. The necessary level
d in particular acoonding 1o the data processing operations carred our
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and the protection required for the personal dam processed by the controller or the processor, Such dara
protection officers, whether or not they are an emploves of the controller, shaould be in a position to perfirm
thetr duties and rasks in an independent manner,

(98] Associations or other bodics of controllers or should be 1o alraw
e g dhsdgion e g S A3 sl gl o i e bl ol 4
Itegulation, cceiant of the specific charscreristics of the carried out in certakn sectors and the

specific needs of micro, small and medinm enterprises. In particular, codes of comduct could calibrace the
ohligations of controflers and processors, taking into sccount the risk likely to result from the procesing for the
rights and freedoms of natiural persons.

{991 When drawing up a code of conduct, or when amending or extending such a code, awociations and other bodies
resenting categuries of controllers of processors should consult relevant stakelolders, incuding data subjecs
:ﬁn . and bave regard to submissions received and views expressed in response to such consultations.

(100} In onder to enhance transparency and compliance with this Regulation, the establishment of certification
mechantsms and data protection scabs and marks should be encouraged, allowing data subjects to quickly asses.
the level of data protection of relevant produces and services.

(101} Fows of personal data 1o and from countries entside the Union and international oeganisations are necessary for
the expansion of international trade and international conperation. The increase in such fows has raised new
challenges and concerns with regand o the protection of personal data, However, when personal data are
tramsferned from the Union w controllers, processors ar other recipients in third countries or to mternational
organisations, the level of protection of naniral persons ensurad in the Union by this Regulation should not be
undermined, in cases of onward transfers of personal data from the thind country or international

vaganisation to controllers, processors in the same or snother third count whmmﬂrﬂpmﬂm' In

ml.mns&nm:hhdmp and international tj:;mrrm r{eunhimllh mmphnu:'llg

this Lation. A transfer could take , subject to provisions of this ticen, the
s p:_::mly relating aﬁmﬂ#ﬂ

to the transfer of personal
countries or intemational organisations are complicd with by the controller or processor,

(102} This Regulation (s without prejudice to intemational agreements conchubed between the Union and chird
vt rics mmuﬁdwmwumawueﬂwhmmmm
Stares may conclude inrernational agreements which involve the transfer of personal data 1o thind countries or in-
termational matbons, as far as such agreements do not affect this B ﬂanL;dwpmrhiomuf
Union law and include an appropriate level of protection for the fundamental rights of the data subjects,

7

(103 Commission may decide with effect for the entire Union that a thind country, a territory or specified socror
a third country, or an international organtsaton, offers an adequate level of data protecrion, thus
i mmummwmwmmmmumuhmmwmm
tiom which 1 considerad to provide bevel of provection, n sech e, ramsfers of data tor
that thind country or international eranisation may take place without the need to obtain any further authoris-
ation. The Commission may also decide, having given potice and a full statement setting out the Teasons o the
third cosmtry or international arganisation, fo reveke such a decision

;

i

(104} In line with the fundamental values on which the Union is founded, in particular the protection of human righs,
mﬂ.'numﬂmmshmﬂd,mlummﬁd'llu:hhdwm?.urﬁ'nwﬂhmmipwﬂdmwmﬂnum
copntry, take into account how o particular thind country respects the rule of law, socess to justice as well as in-
termational buman rights norms and standands and its general and sectoral low, including legislation concerning
public security, defence and national security as well a5 public order and criminal law. The adoption of an
adequacy dedision with regand to 4 temmitory or a specified sector in a thind country should take into account clear

objective criteria, such as specific procesing activities and the scope of applicable logal stndands and

ticn in force in the thind coamtry. The third country should offer guarantess ensuring an adequate level of

g
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{105}

{106}

{17}

{10%)

(1o}

protection essentially equivalemt to thatr ensured within the Union, in particular where personal data are
processed in one or severdl specific sectors. In parthoular, the third country should ensire effective independent
data protection supervision and should provide for cooperation mechanisms with the Member States” data
protection authorities, and the data subjects should be provided with cffective and enforceable rights and effective
administrative and pudicial redress.

Apart from the international commitments the thisd country or intemational organisstion has entered into, the
Commission should take account of obligations arsing from the thind comtry's or nternational organdsation’s
participation in madtilateral or regional systems in particular in relation o the protection of personal data, as
well as the Implementation of such obligations, In particular, the thind country's accession o the Councll of
Europe Copvention of 28 January 1981 for the Protection of Individals with regand to the Antomatic Processing
of Personal Data and its Addidonal Protocol should be taken into sccount. The Commussion should consulr the
Baoard when assessing the level of protection in third countries or internationa] cnmnisations.

The Commission should monitor the functioning of decidons on the level of protection in o third country, a
territory or specified sector within a thind country, or an international arganisation, and moniter the functioning
of decisions adopted on the basis of Article 25(6) or Artiche 2604) of Dircctive 95/46(EC. In its adequacy
decisions, the Commission showld provide for a periodic review mechanism of their functioning. That periaslic
review should be conducted in consultation with the thind country or nermationa] organisation in ion and
take into account all relevant developments in the thind country or international organisation. For muqmm
of monitoring and of carrying out the periodic reviews, the Commission dhould ke into conssderation the views
and findings of the European Parfiament and of the Councl as well as of other relevant besdies and sowrces, The
Commission should evaluate, within a reasonable time, the functioning of the larter decisions amd feport any
relevant findings o the Committee within the meaning of Regulation (EU} No 182(2011 of the Furopean
Parlament and of the Councll {') as cstablished under this Regulation, to the European Paliamsent and o the
Council.

The Commission may recognise that a thind country, a territory or @ specificd sector within a thind country, or an
international organisation ne longer enses an adequate level of data protection. Consequently the transfer of
peruoial data o that thind country or international organisation shoukd be prohibited, unless e requirements in
this Hegulation relating to tramsfers subject to appropriate safeguands, inchading binding corporate miles, and
derogations for specific sinuations are fulfilled. n that case, proviston should be made for consultations between
the Commission and such thind countries or international organisations. The Commision should, in o timely
manner, inform the tdird countey or infernational crganisation of the reasons and enter into consubtations with it
i order to remedy the situation.

In the absence of an adequacy devision, the controller or processor should take measures o compensate for the
bick of data protection in a third country by way of appropriate safeguards for the data subject. Such appropriate
safeguands may oonsis of making use of binding corporate rubes. standard data provection clauses adopred by the
Commission, standand data protection claeses adopted by a supervisory authority or contractual clauses
awthorised by 4 supervisory authotity, Those safeguands shoukl ensure compliance with data protection
requirements and the rights of the data subjects appmpriate 10 processing l:::::ﬁ:rl the Union, including the
uvailability of enforccable data subject rights and of {EW:“ legal remedies, including to obrain effective adminis-
trative or judicial redress and to clim compensation, i the Union or in a thisd country. They should relate in
particular o compliance with the general principles relating to personal data processing, the principles of data
protection by desiyn and by default, Transfers may also be carried our by public suhorities or bodies with public
swtharities or bodies in thind countries or with intermational erganisations with corresponding  dutbes or
functions, including on the basis of provisions to be inserted info adminkstrative arrangements, such as a
memorandum of understanding, providing for enforccable and effective righs for data subjects. Auhorisation by
the competent supervisory authority should be obtained when the safeguards are provided for in sdministrative
arrangements that are tot legally binding,

The possibility for the controller or processor to wse standand data-protection clauses adopted by the
Commission or by o supervisory anthority should prevent controllers or procesors neither from inclding the

(') Regtalation (ELG Mo 182/200 1 of the Eurapean Parliament and of the Coanedl of 16 February 2001 Liying down the rides and general

concerning mechanins for commol by Member States of the Commission’s excrcie of implementing poewers f0) L 55,
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mnhdﬁumlh:hmhlwﬂfmamhnnmhmmﬂupmmdam
prwmr&mnmmwurddhm sifeguards provided that they do not contradic, directly

contracteal clauses ado Zu Commission or by 4 supesvisory auth ar
prejudice fundamental rights or frecdoms of the subjects. Controllers and processors should be
encouraged to provide additional safeguands via contracial commitments that supplement standand protection
clavises,

(110} A group of undertakings. or a growp of enterprises engaged in g joint economic activity, should be able w0 make
udwﬂbﬁmmﬁmmhﬁriummnﬂn:ﬁm:heﬂhimmmﬂmmuilhhm
same group of undertaki in a jwing economic activity, provided thar such
corporate mides inchule nnm:hl pn arni orceable rights 1o ensure appropriate safeguands for
transfers or categoriss of transfers of perso

(111} Provisions shouhd be made for the possibility for transfers in certain ciroumstanoss where the data subject has
ﬁlmmwhw:qﬂkhm.wm&umﬁn is occasional and necessary in relation to o contract or a legal
rdless of whetler in mnrvﬂurhlnddmhmuwmn;mw
pﬂwdnmhdndmwn«:d;m ry bodies. Provision should abao be made for the possi for
transfers where important grounds of public interest laid down by Unlon or Member State law so require or
where the transfer i made from a register established by Law and intended for consultation by the public or
persons having a legitimate interest, In the latter case, such a transfer should not involve the entirety of the
personal data or entite categories of the data contained in the and, when the register i intended for
cosultation by persons having a legitimate interest, the tramsdfer d be made ltthtﬁuutul'lhut
n

vights of the

(112} Those tions should in a o dlata transfers and nec for important rexsons of
nﬂkmfm:ﬂ hm m1mmw;ﬁhmmmmmnf:lm“' tax ar
custonis sdminisrations, financial supervisory authorities, between services competens for soclal seourity
matters, or for public health, for example in the case of contact tracing for comtagious dizeases or in onder 1o
Wﬂmmmm“hmﬁmﬁm‘ data should also be regarded as lawful where it ks
necesary 10 prstect an infernest is essentia the data subjects or another person’s vital interests,
inchuling physical integriey or life, i the data subject is incapable of glving consent. In the absence of an
nd:waqaruchim. Union or Member State law may, for important reasons of public interest, expressly set limits
tov the transder of specific cateporics of data to a third country or an international organisation. Member States
shoukd netify such provisions to the Commission. Any transfer to an intemational humanitarian esrmnisation of
pﬂnml&iunfl&unﬂmlwhnhphybmllyar]:plylmpﬂndﬂvhgmaﬂhlmm
agcomplishing a task mcumbent under the Geneva Conventions or to complying with international humanitarian
Law upplicable in armed conflices, could be considersd 1o be necessary for an important reason of public inencs
or becanse it is in the vital interest of the data subject,

{113} Transfers which can be qualified as not repetitive and that only concern a Timited number of data sibjects, could
alsan be possible for the of the compelling legitimate interests puesued by the controller, when these
interests are not the interests or rights and freedoms of the data subject and when the contraller
has assessed all the crcumstances surmounding the data transfer, The controller should give particular considera-
tion to the nature of the persanal data, the purpose and duration of the proposed prikessing operation or
operations, as well as the siation in the country of origin, the thind country and the country of final
destination, and shoukd provide suitable salgpuands to protece fundamental and freedoms of natural

persons with regarnd to the p of their data. Such transfers i be only in reshdual
cases where none of the other hnmm}ﬂ :ﬂhkrmﬁxw}dmm?mw
- statistical purposes, the legitimate expectations of sociery for an increase of knowledge shoukd be uken into oon-
- sideration. The cantraller should inform the supervisory authority and the data subject about the transfer.

(114} In any case, where the Commission has taken no decison on the adequate level of data protection in a third
mmmmurmmnuhuuursuluﬂmsﬂnr[umﬂ:dlnmbimuuiﬂlﬂfnﬁuhhlud
effectivi: rights as regards the nﬁlnﬁhdrdmlndmmmc:dmd-ummums&mdmﬂm

that they will continue to benefit from fundamental rights and safcguards
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{115} Some third countries adopr laws, regulations and other legal aces which purport 1w direatly regulate the

{106}

{17

{115}

{14

{1200

{121)

(122}

processing activities of natural and begal persons under the jurisdiction of the Member States. This may include
pudgments of courts or tribunals or decisions of administrative authorities in third countries requiring a
controfler or processor to transfer or disclose personal data, and which are not based on an international
agreement, such as & mutual legal assistance treaty. in force besween the requesting third country and the Union
of @ Member State, The extraterritorial application of those laws, regulations and other legal acts may be in
breach of international low and may impede the attainment of the protection of nateral persons ensured in the
Uniom by this Regulation, Transfers should only be alkowed where the conditions of this Regulation for a transfer
tor thtird conentrics are met. This may be the case, inter alia, where disclosurne 15 necessary for an fmpaortant ground
of public interest recognised in Union or Member State law o which the controller is subject.

When personal data moves across borders ourside the Union it may par ar increased risk the abiliny of natural
persons to exercise data protection rights in particular to protect thenselves from the enlawhisl use or disclosre
of that information. At the same time, supervisory authetities may find that tey are unable 0 purste
complaints or conduct investigations relating m the activities outside their borders. Their efforts to work together
in the cross-border context may also be hampered by insufficient preventative or remedial powess, inconsistent
kel regimes, and practical obstacles like resource constraints, Therefore, there §s a nmr(m premcte coser
conperation among data prosection supervisory authorities to help them exchange information and carry our
investigations with their international counterparts. For the purposes of developing mtermational cooperation
mechankms to facilitate and provide international mutual assistance for the enforcement of legislation for the
proteciion of personal dasa, T{:: Commission and the supervisory authorities should exchange information and
cowaperate in activities nelated to the exerdise of their powers with competent authorities in third countries, based
o reciprocity and in scconlance with this Regulation.

The establishment of supervisory autharities In Member States, empowered to perform their tasks and exercise
their powers with complete independence, is an essentiol component of the protection of natural persons with
regard o the rl'n:u.'ﬂ\ihg of their personal data. Member States hould be able 1o establish more than one
supervisory authority, v reflect their constiutional. organiational and adminkstrative struciure,

The indepemdence of supervisory amhoriticd should not mcan that the supervisory authorities canmot be subject
tor comibred or menitoring mechanisms regarding thelr financlal cxpendinare or oo jusiclal review,

Where a Member Stare establishes several supervisory autherities, it should establish by law mechanisms for
ensuring the effective participation of thase supervisory authorities in the consistency mechanism, That Member
Statie should in particular designate the supervisory authority which funcions as a single contact poing for the
effective participation of those authorities i the mechanism, 1o ensure swift and smooth cooperation with other
supervisory authorities. the Board and the Commission,

Each supervisory authority should be provided with the financlal and huaman resources, premises and
mfrastructure necessary for the effective perfformance of their tasks, including those related to msual assistance
and couperation with other supervissry authorities throughout the Usion. Each supervisory authaority shald
have a separate. public annual budger, which may be part of the overall state or national budges.

Thse general conditions for the member or members of the supervisory authority shoubd be lakd down by law in
each Member State and should in particolar provide that these members are to be appainted, by means of 2
transparent procedure, cither by the parliament, government or the head of State of the Mensber State on the
basis of & proposal from the government, a member of the government, the padiament or a chamber of the
parblament, vr by an independent body entrissted under Member State law, In osder to enare the independence
of the supervisory authority, the member or members should act with integrity, refrain from any action that i
incompatible with their duties and should not, during ther term of office, engage I any iInconpatible
voaupation, whether gainful or aot. The sspervisory authoeity should have its own saff, dwsen by the
supervisory authority or an independent body established by Member State biw, which should be subject to the
exchusive direction of the member or members of the supervisory authority,

Each supervisory authority should be competent on the territory of #ts own Member State 1o exercise the powers
and to perform the tasks conferred on it in sccondance with this Regulation. This should cover in particular the
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processing in the context of the acrivities of an establishment of the controller or processor on the rerritory of s
own Member State, the processing of personal data carried out by public authorities or private bodies acting in
the public interest, Enx.u.sdng affecting data subjeces on (s werrtony o processing cartied ot by a contmoller or
processar not established in the Union when targeting data subjects residing on its territory. This should include
handling complaints lodged by & dara subject, conducting investigations on the application of this Regulation and
promuoting public awareness of the risks, miles, afeguands and rights in relation o the processing of personal
data.

{123} The supervisory awthorities should monitor the application of the provisions pursuant 1o this Regulation and
contribute to its consistent application throughour the Union, in order to protect patural persons in relation 1o
the processing of their personal data and to facilitate the free flow of personal data within the intermal market.
For that purpese, the supervisory awthorities should cooperate with cach other and with the Conmission,
without the need for any agreement between Member States om the provision of mustual assistanee or on such
cemperation.

{124) Where the processing of personal data takes place in the context of the activities of an establishment of a
controfler or 3 processor in the Union and the controller or precesor §s established in more than one
Member Sate, or where processing taking place in the context of the activities of a single cxablishment of 2
comtroller or processar in the Union substantially affects or {5 likely o substantially affecr data subjeces in mare
than one Member State, the supervisory authority for the main establishment of the controller or processor or
for the single establishment of the controller or processor should sct as lead awthority, It should cooperate with
the other awhoriths concerned, because the contmller or processor has an establishment on the territory of their
Member State, because data subjects residing om their territory are substantially affecred, or becawse a complaing
has boen bdped with them. Also where a data subject not residing in that Member State has lodged a complain,
the supervisory authority with which such complaine has been lodged should also be @ supervisory auIEﬂrir_r
comcernod. Witlin its tasks 1o tsue guidelines on any question covering the application of this Regulation, the
Board should be able to isue guideines in particular on the criteria to be mken into sccount in order 1o
ascertain whether the processing in question substantially affects data subjects in maore than one Member State
and on what constitues a rebevant and reasoned objection.

(125} The lead authority should be competent o sdopr binding decisions regarding measures applying the powers
comferred on it in accordance with this Regulation. In its capacity as lead authority, the supervisory authority
shoulkd dosely Involve and coordinate the supervisory authorities concerned in the decision-making process.
Where the decision is fo reject the complaint by the data subject in whole or in part, that decision should be
addopied by the supersisory authority with which the complaint has been lodged.

{126} The decision should be sgreed jointly by the leal supervisory authority and the supervisory authorities concerned
amd should be directed towards the main or single establishment of the controller or processor and be binding on
the controller and processor. The controlles of processor should take the necessary measures to ensure
compliance with this Regulation and the implementation of the decision notified by the lead supervisory
wiitlsority o the main establishment of the controller or processor as regards the processing activities in the
LUnion,

(127} Each supervisory awthority not acting as the lead supervisory authority should be competent o handle local
cases where the controller or processor s established in more than one Member State, but the subject matter of
the specific processing concerns only processing carried out in g single Member State and involves only data
subjects i that single Member State, for exampbe, where the subject matter concerns the processing of employees”
persomal data in the specific emplovment context of a Member State, In such cases, the supervisory authority
should mform the lead supervisory auhority withowt delsy abour the matter. After being informed, the Tead
supervisory autherity shoubd decide. whether it will handbe the case pursizant to the provision on cocperation
between the bead supervisery authority and other supervisory authoritics concerned fone-stop-shop mechanism?,
or whether the supervisory awthority which informed it should handie the case ar local level, When deciding
whether it will handle the case, the lesd supervisory awthority should take into accoumt whether there & an
establishment of the controller or procssor in the Member State of the supervisory authority which informed it
in order 1o ensme effective enforcement of a decision vis-d-viz the commoller or processor, Where the lead
supervisory authority decides o handle the case, the supervisory authority which informsed it should have the
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{128)

{129

{130}

{131}

{13

possibility o submin a draft for a decision, of which the lead sepervisary suthority shoubd rake urmost account
when preparing its draft decision in that one-stop-shop meechanism,

The rules on the lead so isory authority and the ane-stop-shop mechanism shoubd nat apply where the
processing is carried out E“‘p-luhﬁu authorithes or privare bodies in the public Interest. In sisch cases the only
Supervisory anthasrity Competent o exercise the powers conferred to it in accondance with this }Ingularll:m shaould
be the supervisory authority of the Member State where the public sutharity or private body s established.

In onder o cnsure consisent monitoring and enforcement of this Regulaon throughour the Union, the
supervisory authorities should have in each Member State the same tasks and effective powers. including powers
of investigation, corrective powers and sanctions, and authorisation and advisory powers, in particular in coses of
complaints from natural persons, and withour prejudice 1o the powers of prosecutoral authorities under
Member State law, 1w bring infringements of this Regulation to the attention of the pudicial authorities and
engage in begal procesdings. Such powers should also include the power o impose @ wemporary or definitive
limitation, mc-'lurl:m.: a ban. on processing. Member States may specify ather tullr related o the protection of
personal data under this Regulation. The powers of supervisory authorities should be exercised in socordance
with appropriate procedural safeguards see oue in Union and Member State law, rtally, fairly and within 2
reasonable time. In particular cach messure dhould be appropriate, necessary and proportionate in vew of
ensuring compliance with this Regulation, taking into sccount the cirosmstances of cach individual case, respect
the right of every person to be heard before any individual measere which would affect him or her adverely is
taken and avold superfluous costs and excessive incomveniences for the pnwm concernad. Investigatory powers
as regards scoess to premises shoukl be exercised in sccondance with spec rr:ﬂ.uruhmu in Member State
procedural law, such as the requirement to obtain a prior judicial ulllhm'l-sallcun legally binding measure of
the supervisory authority should be i writing, be dear and unamblguous, indicate the supervisory authority
which las iﬂmul the measure, the date of issue of the measure, bear the signature of the head, or a member of
the supery authority authorised by him or ber, give the reasons for the measure, and refer to the right of an
rl'ﬁn.‘tlw: remedy. This should not preclude addidonal requirements pursuant fo Member State procedural law, The
wdoption of a legally binding decision implies that it may give rise to judicial review in the Member State of the
supervisory authority that adopted the decision.

Where the supervisory authority with which the complaint has been lodped is not the lead supervisory authority,
the lesd supervisony authority should chosely cooperate with the supervisory authority with which the complaing
bas been lodped in accordance with the provisions on cooperation and consistency laid down in this dation,
In such cases, the lead supervisory authority should, when tking measurcs intended o produce legal effects,
inchuling the imposition of administrative fines, take utmoat account of the view of the supervisory authority
with which the complaint has been lodged and which should remain competent to carry out any investigation on
the territory of its own Member State in Haison with the comipetent supervisary authority.

Where another supervisory authority shoold act as a lead supervisary autharity for the processing activities of
the controller or processor but the concrete subjeat matter of @ compluint or the possible infringement concems
un]y processing activities of the controller or processor in the Member State where the complaint has been

bodped or the posible infringement detected and the matter does not substantially affect or is not likely to
substantially affect data subjects in other Member States, the supervisory munlority receiving o complaint or
detecting or bcln:g informed otherwise of situations that entail possible infringements of this Repulation should
seck an amicable setlement with the controdler and, if this proves unssocessful, exercise it full range of powers.
This shaneld include: specific processing carried ot in the remitory of the Member State of the supervisory
authority or with regand 1o data ssbjecrs on the territory of thar Member State; processing that is carried out in
the context of an offer of goods or services specifically aimed at data subjects in the territory of the Member
State of the supervisory authority; or processing that has to be assessed taking into account relevant legal
obligations under Member State law,

Awarencss-raising activities by supervisory authoritics addressed to the public should include specific measures
directed at controllers and processors, including micro, small and medium-sized enterprises, as well as natural
persons in particular in the educational contest.
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{133} mwmhmmmmmmwh their rasks and provide mumual assistance, so
ummmrmwpﬂmlnﬂmhﬂmﬂ Rggulaﬂonhlh:'hmnlmrht.hm'h:w

avthwority requesting mutual assisance may Mﬂmmﬁhﬂmmmmawh
mm?ﬁdnmmﬂmﬂhnﬁpl request by the other supervisory authority,

¥4} Each supervisory wr:g participate aperations with other supervisory
nﬁuﬂmﬁtﬁﬂnwwmm" uﬂbcnhigndmm::udm mput:'i'lﬂnllpcdlkd
time peni

{135} hndwmmuthewndﬂmlwﬂulhunfthhﬂmhtimﬂwughmduu lmha-rq'mhmhn
fur cooperation between the authorities should be established. Thar mechanism should i particular
apply where & supervisory au ’minmn.dmlmlmmmmdﬁcﬁnmd}
pmncmﬂgupmﬁmswidchmbﬂlmulhrlﬁm;shnlﬁumnunbnuldlulﬂjmsiumHﬂMm'::th
should also ap m.mw Mw_i:{mmwmrmmlnhnmmdm muatter
should be ha in the consistency mec t mechanism should be withowt prejudice 1o any measures

that the Commission may take in the exereise of its powers under the Treaties.

{136} In ing the mechanism, the Board shoubd, within a determinal of tine, issue an opinton,
svplying mlt‘:nmrlmduh{unrfmmquuﬂi wwpﬂm@wﬁ:lhﬂ r.mmud“:rth
Commission. The foard should alsa be empowered 1o n:'lm! du:hhmwlmthmmﬂ:ptm-
supervisory it shi m:.hprin:ipkhylmu-thhdimljmiydh
members, legally binding decisions in spocﬁdmuﬂm:hmmmﬂcﬂm%mm
authorities, in particular in the cooperation mechanism berween the laad supervsory suthority
nll'lmmﬁc«um:fmdunIbrnwhafllunn,hmﬂimhnﬂﬁhnﬁn:i&nhﬁ-mmﬂufthhhgﬂm

{137} There be an urgent need to act in onder to protect the rimumdﬁwlomnfnimﬂﬂamhpwmdn
mﬁ&m;;;:m:huﬂhmﬁtmmufiﬁﬂﬂ adaulﬂmmuldbecmldmﬂyiﬂpdul.
supervisory aushority shoald therefore be able to adopt duly justificd provisional measures on its wermitory with a

{138) The w&mmmwhlwnﬂhuhﬂwhwﬁhmnflmhﬂndmpmdm

mﬂhuﬁhwmﬂmimmmw“ﬂmwﬂihmﬂdm
- wmﬂmnmuﬂﬂwhwmmlwdﬁw
mechanism,

Iy

{139} In order to promote the consistent application of this Regulation, the Board should be set up as an independent
body of the Union. To fulfil its ob d\ehudﬁcuﬁhkhgﬂpﬂmmﬁ&.ﬁiﬂuﬂdﬂmdbe
represented by its Chair. Ir should the Working Farty on the Protection of Individuals with Regard 1o the

Personal Data established by Directive 95/46/EC. It should consist of the head of 2 supervisory

autharity of each Member State and the European Data Protection Supervisor or their respective representatives,

The Commission should participate in the Boards activities without veting rights and the European Data

Prodection Supervisor should have specific vating rights. The Board should contribure to the consistent

applecation of this Regulstion threwghowt the Undon, incheading by advising the Commission, in particular on the

Mdpmmdmhﬂdr&cmmhmhmdmﬂ;mﬂnﬂau,and romuting cooperation of the

supervisory autheritics throagheat the Union. The Board act when pe

I

(140} mmmnmt;.qumwmmmam.mmﬂﬂ
the luropean Data Protection Supervisor involved in carrving owt the tasks conferred on the Board by this
Regulation should perform its tasks exchissively umder the instructions of,

{141} Every data o I:u:I]dm single su atathoriey, in particular in
of hf rm rﬁhlmmdﬁcﬂﬂ i.l'lr:mg_rln

|
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143

{141}

{144}

with Ardcke 47 of the Charver if the data subject considers thar his or her rights under this Regulation are
infringed or where the supervisory authority does not act on a complaint, partially or whaolly rejects or dismrisies
& complaint or does not act where such action is necessary to protect the rights of the data subject. The investi=
gation following a compleing should be carried out, subject 1 judicial review, o the extent that i apprepriate in
the specific case. The supervisory authority should inform the data subject of the progress and the outcome of
the complaint within 4 reasonable period. If the case requires further investipation or coondination with another
supervisory suthority, Infermediate information should be given to the data subject. In order o facilitare the
submission of complaints, cach supervisory authoriey should take measures such as providing 4 complaing
submission form which can also be completed dectronically, without excluding other means of communication.

Where a data subject considers that his or her rights under this Regulation are infringed. he or she shoukd have
the right to mandate a not-for-profit bady, onganisation or association which s constituted in accondance with
the Law of a Member State, has stammory objectives which are in the public interest and s active in the ficld of
the protection of personal data 1o lodge a compluing on his or her behalf with 4 supervisory sutharity, exercise
the right to a judicial remedy on behall of data arhjects or, if provided for in Member State law, exercise the right
o roceive compensition on behalf of data subjects. A Menther State may provide for such a body, organisation or
association to have the rght to lidge a complaint in that Member State, independently of o data subject’s
mianadate, and the right to an effcctive fudiclal remvedy where it has ressons to consider tear the rights of o data
subject have been infringed as a result of the processing of personal data which infringes this Regulation. That
body, organisation or assecation may not be allowed to claim compensation on a data subject’s belall indepen-
demtly of the data subject’s mandate.

Any natural or begal person has the right to bring an action for anmulment of decisions of the Board before the
Court of Justice under the conditions provided for in Article 263 TFELL As addressces of such decisions, the
supervisory authorities concerned which wish o challenge them have to bring action within two months of
beang notified of themy in acconlance with Arvicle 263 TFEL, Where decisions of the Board are of direct and
individual concern o a controller, processor or complainane. the latter may bring an action for annudment
against those decisions within two montls of their publication on the website of the Board, in accordance with
Article 263 TFELL Without prejudice to this rght under Article 263 TFEL, cach natural or legal person should
have an effective judicial remedy bofore the competent national court against a decision of a supervisory
anthority which produces begal effeces concerning that person, Such a decision concerns in particular the exercise
of investigative, corrective and autherisation powers by the supervisory authority or the dismissal or rejection of
comiplaints. However, the right to an effective judicial remedy diokes nat encompass measires taken by supervisory
awthiorithes which are not legally binding. such as opinions ssied by or advice provided by the supervisory
authsority, Proceedings agalmst a supervisory aothority should be brought before the courts of the Member Stare
where the supervisory authoriny i established and .-igmﬂd be conduscred In accordance with thar Member State's
procedural bow. Those conrts shoukd exercise full jurisdicrion, which should inchude jurisdiction to examine all
quiestions of fact and law relevant to the dispute before them.

Where a complaimt has been rejected or disniissed R wy authority, the e inant may brin
proceadings btltrt the courts in the same Member ;!:.w. Inq’:lt:’:mwu af jl.itililn! m:'l'nr";;ﬁ relating o rhﬁ
application of this Regulation, national courts which consider 4 decision on the question necessary to enable
them to give judgment, may, or in the case provided for in Andcle 267 TREU, must, request the Court of Justice
o give a prediminary ruling on the interpretation of Unlen Law, including this Regulation. Furthermore, where a
decivion of a supervi authority implementing a decision of the Boand is challenged before a national coart
and the validity of the decision of the Board bs at {ssue. that national court docs not have the power to declare
the Board’s decision invalid but must refer the question of validity o the Count of Justice in accordance with
Aricle 267 TFEU as interpreted by the Court of Justice, where it conshders the decisson Invalid, However, 4
national court nat refer a question on the validity of the decision of the Board at the regquest of 3 notural or
begal person which had the opporunity to bring an sction for annulment of that decision, in particular iF it was
directly and individually concerned by that decision, bus had pot done o within the perod laid down in
Anicle 263 THEL,

Where a court scized of proceedings against a decision by a supervisory auwthority has meason o believe thas
proceedings concerning the same processing, such as the same subject meatter as regards processing by the same
wontroller or processor, or the same cause of action, are brought before a competent cowrt in another
Member State, it should contact thar court in onder 1o confirm the existence of such related proceedings. If
related proceedings are pending before a court in another Member State, any court other than the court first
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seized mywhq:mnﬁlnywmnnm!nfw of the parties, decline furisdiction in favour of the

seized if that court has jurisdiction over the procesdings in question and s law permits the consoli-
dation mhummw&wmmdlnhmmmmmd connected that
it is expedient to hear and determine them together in order to avoid the le judgments

resulting from separate proceedings.

{145} For proceedings against a controller or . the plaintiff should have the choice to bring the action before
Iﬁﬁhﬂbﬂhﬂﬂhﬂtlm&mumm:mﬂﬂb]mammmml
resides, unloss the conmroller is & public authority of a Member State acting in the exercise of s public powers.

{148} anﬂﬂﬂwmmpﬁ:umrwﬁmlmmlﬁﬂﬂ-mul’prnmdng

“mmt mﬂkhh%ﬁmlﬁwmmhm

without prejfudice to any claims for damage deriving from the violation of other riles in Union or Member State
Liw. Processing that infringes this Regulation also includes that infringes delegated and implenenting
acts adoped in accordance with this Regulation and Member State law specifying rules of this Regulation, Data
subjects shauld receive full and effective compensation for the damage they have suffered. Where contrallers or
processors are invelved in the same processing, cach controller or processor should be held lisble for the entire
damage. However, where they ane tor the same judicial proceedings, in accordance with Member State law,
nﬂtmnmﬂunnnybuppuﬂ according wo the responsibility of cach controller or processor for the
caused by the processing, provided rthat full and effestive compersation of the data subjecr who suffered
damage is ensurcd. Any controller or processor which has paid full compensation may subsequenthy institute
recotirse procedings agains other controflers or processors invalvod in the same processing,

ﬂl?}‘-\hm rules on jurisdiction are contained in this Regulation, in particular as regards proceedings secking
remedy including compemsation, against a contraller or processor, general juridiction nides sich as
&m:ulltquhinn{ﬂl}”ulil!ﬂﬂl!nf Everopean Parliament and of the Council (1) should not prejusdice

the application of such specific rules.

(148} In order to strengthen the enforcement of the rules of this Regulation, penaltics including administrative fines
shutild be impesed for any infringement of this Reglation, in addition o, or bstead of appropriste measures
irmposed Ihtsu;trvhng uthority pursuant to this In & case of a minor infringement or i the fine

imposed would constitute a dispropaortionate tor a natural person, a reprimand may be issued

Fcaan) e 4 e B T S s 5 g o el MRt s of ity

LU
wmrrr:lcwu reviows infringementy, the nanner in which the infringement became known o the s sary
Elnuﬁ&morﬂmﬂlpimﬂumnn&rwmmldm:wlmdt conduct

mwmwwmmmmmnr including administrative fines should
btmhj!umlppu ral safeguards in sccordance with the genersl principles of Unbon law and the
Eacth‘:iudi:h] protection and due process.

{149} Member States should be able to lay down the rules on crimsinal tics for infringements of this Regulation,
m&mimﬁmﬂw ules adopred pusiant to Pmd within the limits of this Begulation. Those
ﬂumqa]mnﬂwlnrﬂud:pdnﬁmullh:pmﬁuuhujnd infringements of this
wmmWﬂMMnhhﬁwnlm national rules and of

il

{150} In onder 1o sirengthen and harmonise administrative penalties for infringements of this & on. cach

supervisory authority should have the power 1o impose sdministrative fings. This Begulation indicate
rlhﬂmmmulsmunruh Parkisment and of the Council of 12 December 2012 on jurisdiction and the
resognitin and enfircement of judgments in civil and comemerclal nuasers (0] L 351, 2001 2200 2,p. 10, o .
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{151}

{152}

s

{154}

infringements and the upper limit and criteria for sctting the related administrative fines, which should be
determined by the competent supervisory ambority in cach individial case, wking into account all rdevant
circumstances of the specific sineation, with due regand in particular to the nature, gravity and duration of the
infringement and of its consequences amnd the measures taken to ensure compliance with the obligations under
this Regulation and to prevent or mitigate the consequences of the infringement. Where administrative fines are
i on an undertaking, an undertaking should be understood 1o be an undertaking in sccordance with
Artiches 100 and 102 TFEU for those purpases, Where admindstrative fines are imposed on persons that ane not
an undertaking, the supervisory autharity shoadd take accoamt of the peneral kevel of income in the Member State
as well as the economic simation of the person in comnsidering the appropriate amount of the fine. The
consistency mechanism may also be wsed 1o promote a consistent application of adminisrative fines, It should be
for the Member States 1o determine whether and to which cxrent public authorities should be subject 1o adminis-
trative fives, Imiposing an administrative fine or giving a waming docs not affect the spplication of other powers
of the supervisory authorities or of ather penalties under this Regulation.

The begal systems of Denmark and Estonda do not allow for adminisarative fines as set out in this Begulation. The
risles on administrative fines may be applied in such a manner that in Denmark the fine is impesed by compeeent
national courts as a criminal pemalty and in Estonia the fine is impossl by the supervisory authority in the
framewark of 3 misdemeanour procedure, provided that such an application of the rules in those Member States
has an equivalent effect to admindstrative fines imposed by supervisory authoriths. Therefore the competent
national courts should take into account the recommeendation by the supervisory awthority initiating the fine. In
any event, the fines imposed should be offective, proportionate and disszasive.

Where this Regulation does not harmonise administrative penalties or where necessary in other cases, for
example in cases of serious. infringements of this Regulation, Member States should implement o svstem which
provides for effective, proportionate and dissuasive penalties. The nature of such penalties, criminal or adminis-
trative, shoull be determined by Member State law,

Member States law should reconcle the mbes gewerning freedom of expression and information, inchading
journalistic, academic, artistic and or literary expression with the right 1 the protection of persomal data
pursuant to this Regulation. The processing of personal data solely for journalistic purposes, of for the purposs
of academic, artistic or lierary expression shoubd be subject to dm:lgaﬂr.lu. Or  exer ns from certain
provistons of this Regulatkon if necessary 1o recongile the right 1o the protection of personal data with the righ
to frecdom of expression and information, as enshrined in Article 11 of the Charter. This should apply in
particular 1o the processing of personal data in the audiovisual field amd in news archives and press libraries,
Therefore, Member States should adope legislative messares. which lay down the cxemptions und derogations
necessary for the purpose of balancing those fundamental rights. Member States should adopt such exemptions
und derogations on general principles, the rights of the data subject, the comroller and the processor, the transfer
of personal data to thind countries or international organisations, the independent supervisory awthorities,
couperation and comsistency, and specific data-processing sintions. Where such exemptions or derogations.
differ from one Member State to another, the law of the Member State to which the controller & sulject should
apply. In onder to take sccount of the Importance of the right o freedom of cxpression in every democratic

el Ba 1 R L. JUAC T [l Uy (R e P -] | M 1Y
BULIRLY, B B IELCERAAD Y R THEGT IR TRILANEY 1SN 180 WEAL FIRRUANEE, BHAIE db FUUFIRHMEL PILAAY,

This Hegulation allows the principle of public access 1o official documents 1o be taken into accoumt when
applving this Regulation. Public dccess o officlal docaments may be comsiderad o be in the public interet,
Personal data in documents held by a public awtharity or a public body shoukl be able 1o be publicly disclosed
by that autherity or body i the disclosure is provided for by Union or Member State law to which e public
athority or public body is subject. Such laws should reconcile public sccess 1o official documents and the revse
of public sector information with the right to the protection of personal data amd may therefore prowide for the
necessary reconcilistion with the right 1w the protection of personal data pursuant to this Regulation, The
reference to public authorities and bodies should in that context inchede all suthoritics or other bodies covered
by Member State law on public acceis to documents, [rective 200398/EC of the fumpen Pardiament and of
the Counil (') beaves intact and in no way affects the level of protection of natural persons with regard to the

{'} Directive 2003 9R/EC of the Furopean Parfisment and of the Council of 17 Movember 2003 on the re-use of public secior information
(0], 345, 31122003, p. 90}
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153

{156}

{157

{158}

processing of personal da under the provisions of Union and Member State law, and in particular does non alver
the obligations and rights set out in this Regulation. In particular, that Directive should not apphy o documents
to which acoew i exchisded or restricted by vire of the access regimes on the grounds of pestection of perosal
data, and parts of documents accessible zy virtue of those regimes which contain personal data the reuse of
which has been provided for by law as being incompatible with the law concerning the profection of natural
persons with regand to the procesing of personal data.

Member State law or collective agreements, including ‘works agreements’, may provide for specific niles on the
processing of employees’ personal data in the emplovment context, in me::ﬁr for the :ui‘t:':m under which
personal data in the employment contexs may be processed on the basis of the consent of the emplovee, the
purposes of the recruiment, the performance of the contract of employment, inchading discharge of obligations
baid down by law or by collective agreensents, management, planning and organisation of work, cquality and
diversity in the workplace, health and safery at work, and for the parpeses of the exerclse and enjoyment, on an
individual or collective basis, of rights and benefits relaved 1o employment, and for the purpose of the
termination of e employment relationship.

The prwessing of peraonal data for archiving purposes in the public interes, scientific or historical rescarch
purposes or statistical purposes should be subject to appropriate safeguards for the rights and freedoms of the
data subject pursuamt o this Regulation. Those rds shoubd ensure that technical and organdsational
measres are in place in onder 1o envure, in particular, the principle of dats minimdsation, The funber processing
of personal data for archiving purposes in the public interest, siemtific or historical research purposes or
statistical puarpases i 1o be carried out when the controfler has ascessed the feashbiliey to fulfil tose purposes by
processing data which do not permit or no kenger permit the identification of data subjects, provided that
appropriate safeguards exist (such as, for instance, pseadonymisation of the datap. Member States should prowide

¢ appropriate safeguards for the processing of personal data for anchiving purposes in the public interesr,
scientific or historical research purposes or statistical purposes. Member States should be authorised to provide,
winder \|'m|:irn(. conditions and nlbjl::l Erv im‘ﬂ'ﬂl‘lh’l‘c url:guinl'l fowr lata m'bhxls.. w‘ll‘ullnni ard dm)ﬂa‘tlmh
with regard 1o the information requirermsents and rights to rectification, to erasure, to be forgotten, to restriction
of processing, to data portability, and to object when processing personal data for archiving purposes in the
pulbtlic fntorest, schentific or historical rescarch pu or mri.mu.'ar;wpqhm The conditions and safeguards in
question may entail specific procedures for data subjects to exercise those rights if this is appropriate in the light
of the purposes sought by the specific processing along with technical and organisational messures aimed at
minimising the processing of personal data in pursuance of the proportdonaliy and necessity principles, The
processing of personal data for scientific purposes should also comply with other rebevant begistation such as on
clindcal trials.

By conpling information from registtics, roscarchers can obtaln new knowledge of great valee with regand o
widespread mediczl conditions such as cardiovascular discase, cancer and depression. On the basis of registries,
research results can be enhanced, as they draw on a larger population. Within social science, research on the
basks oof registrics enablos researchirs o obtain essential knowledge about the lomg-term correlation of a number
of social comditions such as unemployment and education with other life conditions. Rescarch results obtained
through registries prowide solid, high-quality knowledge which can provide the basis for the formulation and
implementation of knowledge-hased policy, improve the quality of life for 2 number of people and improve the
efficiency of social services. In order 1o facilitate scientific research, personal data can be processeld for scieneific
research purposes, sisbject to appropriate conditions and safeguands set out in Undon or Member State Law.

Where personal data are processed for archiving purposes, this Regulation should also apply to that processing,
bearing in mind that thix Regulation should nor apply 1o deceased persons. Public awthorities or public or privare
boxdics that hold records of public interest should be services which, pursuant to Union or Member State Law,
have a legal obligation to acquire, preserve, appraise, arranpe, describe, communicate, promote, disseminate and
provide access to records of enduring value for gencral public interest, Member States should also be authorised
o prowide for the further processing of personal duta for archiving purposes, for example with a view o
providing specific information related to the Tﬂhl]uﬂ behavirr under formier totalitirian gae regimes, genocide,
crimes againss humanity, in particular the Helocawss, or war crimes,
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(15%) mpunmdﬁnmpmadfwsdmfxwdipu this tion should also apply e thar
processing, For the purposs of this Regulation, g pcmnml for scientific research purposes
shnuuhc!nl:rprndlnlhmn!mlm:hlﬂug rmmﬁl il development and demonsiration,

fundamental applied rescarch and privately funded research, in , it should take into account the

lhlnufsnbh:hewuhtﬁrﬁkklﬂﬂlﬁﬂnhrhhvhgq rnpunluﬂmhhrﬂ Scientific research pu

should abso include studies conducted in the public interest in the ares of public health. To meet the sped

ﬂpmwmmhrmmmwmmmmuqﬂmmmu

E

or otherwise disclosure of data in the context of scientific reseanch purposes, If
the rewle m:mcmuuhw Ith context reason for further measures in the intenst
of the data subjecr, the general of this Kegulation shoubd apphy in view of those measures.

(160) Where personal data are processad for historcal rescarch purposes, this Regulation should alse apply o thae
processing, This should sl inchade historical research and research for genealogical purposes, bearing i mind
that this Kegulathon should not apply to deceased persons.

ilﬁl}mhwﬂmw mln!chnﬂﬁ:rﬂmdiﬂﬁdﬂ clinical erials, the relevant
provisions of lng.dniml:E.U]Nn!!ﬂ:ﬂM the Eurepean Parliament and of the Council ) should apply.

(162} Where personal data are processed for statistical purposes, this Regulation should apply o that Urljuu
of Member h;hmt'm‘ﬁ:;tm'md:n Elhguhmn. dmaﬁ:cdmumimm.cm
fications rocessing of personal ¢ statistical purposes appropriste measires to safepiand
rghuwdﬁudnﬁsufth:duunﬂﬂ:ﬂarﬂ Ermnlmlg stflilﬂﬂi:mﬂdmmﬂqr.ﬁniml PUTpasEs mean
umy operation of collection and the ptnmulr?mﬁml data for statistical surveys or for the
production of statistical results, These statistical further be ﬁ for different purposes, inchading a
scientific research purpose, The satistical mplh:mmnrﬂuhufpnmﬁmﬁrmmlpumb
mot personal data, but aggregate data, and that this result or the personal data are not used in support of
mieasures ot decishons regarding any particular natural person.

2,

{163} M:MMMM&MMMWMWMWMEIMEM
mdnﬁchlmﬁnmlmmwﬂbcrmmulhwpmnmﬂmuﬂmu developed,
and disseminarad in accordance with the stnbstical principles as set out in Article 338 T.FEI..F.lrh
mﬁmn]:uﬁninﬂmﬂddmcnnplywi:hnmbwmwhmmmnmmzz 2004 of
whﬂmuddthfmﬂﬁpm%ﬁnhspﬂhﬂummm If-‘lll“qr
s,

it

(164} As regards the ﬂperﬂnn{lmhwjﬂ:imnhﬂnfmnthmﬂndhwmmm
p«mmm their premises, her States wwmmmdmmm
__!pulﬂ:rul:slnurﬁflnn&gﬂudth:pm&ﬂnmlmdhﬂ t secrecy obligarions, in so far as Aecessary
mmml:ﬂunﬁumﬂuprmﬁmnfpﬂmnﬂdmﬂhmnwmﬁmorpm&ﬁmmyﬂmkwithm

E:hdlmhdﬂiﬂ;himﬁuﬁuuuhlnﬂhumdnptmhm professional secrecy where required by Union

{165} This Regulation repects and does not prefusdice the status under existing constinstional lew of churches and
religious awsociations or communities i the Mermber States, as recopnised in Aricle 17 TFELL

(186} In order to fulfil the objectives of this R:mﬁlm.mmtylupmrumc&mdmmmhuuﬁﬂrdmsﬂ
naniral petsons and in parthorlar thelr dight to the protection of personal data and 1o ensitre the froe movernent

i kmmmswnumh Parliament and af the Cosinell of 16 April 3014 on clinleal trisls on medicinal prodics

mmcm:uss_:mu: 1l

) Regislaion (BC) Na !ﬂuﬁ!‘d'lhh of 11 March 2008 pn European statisthes and ropeal
Reguslation (EC, Burstom) Mo 1 101/ HKE hhﬂpmhrﬁlmiuﬂdlhfwﬂmlh:mddmdﬁadh
wonfidentiality o the Statiaical of the Eurnpean Conmunitics, (‘mlﬂm {EC) Mo Hlfﬂ'?m(‘mwﬁ}r Seathitics. amd
Counil I'Junim‘ B9/ I82(EEC, Euratom cstablishing a Committee on the T fties {C0 L 87,
JLB 2N, p. D)
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within the Union, the power o adops acis in accordance with Article 290 TFEU shoubd be
the Commission, In particulsr, debepatad acts should be ad in respect of criteria and
fior cermification mechanisms, information to be preseated by stan fcons and procedures for
sudtimmhko!pmkuhrhﬂpﬂmdmﬂntammhdmuﬂmmmcmnhﬂm
preparatory work, including ar expert level. The Commission, when preparing and  drawing-up
acts, should ensure & simultancous, timely and appropriate transmission of relevant documents o the
Parliament and o the Council.

E ¥

HiH

(167 In onder 1o ensure uniform conditions for the implementation of this Regulation, powers should
be conferred on the Commissian when n‘rrHu[ﬁ:-r this Regulation, Those p::ﬁulm be exercised in
accordance with Regulation (U} Mo 182(2011. In wcontext, e Comminson should consider specific
measures for micro, small and m mmwfﬂ:s.

(168} The cxaminstion procedure should be used for the adoption of phnﬂ:rrtﬁ'lg on stamberd contractel
clauses between controflers and processors and between processors; codes of wdmiuimn&mhu.d
mhﬂmhmmmmdmmiﬂddpmmﬂmmh}' thlrdunuu-y. lﬂtﬂm

within that thind country, or an intemational organisation; standand protection clauses;
for the exchange of mformation by clectronic means between controllers, procesors and
authorities ﬁrhhﬂngmrpum: rules; mwtual assistance: amd amangements for of
by clectronic means between supervisory authoritics. and between supervisory authorities and the

(169} The Commission should adept immediately app m&hmﬁqmwhmlﬂﬂhﬂﬂmumhmul
third mmwlmdmﬂhlnm ird country, or an international organisation does ot
mm:lqm of protection, and imperative grounds of urgency so require.

{1700 1hﬁ:lh:nﬂu.th:nfﬂrhﬂmllm.mmdywnuum=§:rd:mlrnlof ratection of natural persons and
the free flow of personal data throughout the Union, cannoe be sufficlen] eved by the Member Sates and
can rather, by reason of the scale or effeces of the action, be better

o
mhmﬂmmdﬂmlphdwhwuﬂmhmh of the Treaty on Usiion
hmdmﬂmﬂtwihtﬂrurmﬂqummhlhu Article, this Regulation dogs not go
quduhukmurm 1o achieve that ol

(171} Directive 95/4 should be blHiB:guhﬂumwﬁg on the date of
w“nlljcln}g&t sbmdhq'::uh:mmrmﬂq H:pli:danwllhul:rﬂupeﬁudtfm
ruull’urwiﬁ:hMmﬂmnmmmm%mnwngilhﬂnnmtmmmm
Dijiﬁmﬂlhmunwﬁ:rﬂ:dlhmh 1o give his or her consent again iF the manner in which the
comsent has been i in line with the o of this Regulation, so as to allow the controller 1o continue
such processing the date of application of this Kegulation, Commission decistons adopred and authorisstions
by supervisory authorities based on Directive %5/46/EC remain in force until amended, replaced or repealed.

{172 The fumpean Data Protection Supervisor was comsulted in accordance with Article 28(2) of Regulation (EC)
Mo 45/2001 and deliverad an opinien on 7 March 2002 ().

{173} Thhkquhﬂmﬂmﬁlpﬂym-ﬂmmmmﬂw rotection of fundamental rights and freedoms wi-3-
ufp:mrnldmﬁﬂdmmnunﬁpﬂmp obligations with the same objective set ot in
Mzm:ssmcot‘uh Parliament and of the Council 7, including the on the
controfler and the rights of na persons, In onder to clarily the relationship between this Regulation and
Drective 2002/58(EC, that Mrective should be amended accordingly. Once this tion i adopeed,
Directive 2002/38/EC should be reviewed in particular in order to ensure comsistency with Hegulation,

'y OJC 192, 3062012, p. 7.
(%] bve 2002/5 al the Eu Pastiament and of the Cowneil of 12 July 2002 concerning the proessing of persnal data and
#W‘ip‘fﬂrhlh communications sector (Drective on privacy and electronic communications) {08 L 200,
ol
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HAVE ADOFTED THIS REGULATION:
CHAFTER |
General provisions
Article 1
Subject-matier and objectives
1. This Regulation lays down mules relating to the on of natural persons with regard to the processing of

personal dats and rules relating 1o the free movement of personal data.

2. This Regulation protects fundamental rights and freedoms of natural persons and in particular their right to the
protection of personal

3. The free movement of personal data within the Union shall be neither restricted nor prohibited for reasons
connected with the protection of natural persons with regard to the processing of personal data.

Article 2
Material scope

1. This Raegu]ation applies to the processing of personal data wholly or partly by automated means and to the
processing other than by automated means of personal data which form part of a filing system or are intended to form
part of a system.

2. This Regulation dees nat apply o the processing of personal data:

fal in the course of an activiey which fulls outside the scope of Union law;

s} by the Member States when carrving out sctivities which fall within the scope of Chapter 2 of Title V of the TEU;
{ch by a natural person in the course of a purely personal or household activity:

i) by comperent suthorities for the purposes of the prevention, investigation, detection or prosecution of criminal
:anwthem‘ﬂﬂmlfnhﬁndpmﬂﬂu.h:hdhgthesafegua:dmgagamandthepmmnmofthmmm
i socurity,

3. For the processing ufpumul#ubyduuﬂmhsﬁmﬁombodmommmdamm@hnm(sq
Mo Hilnm Fegulation (EC) Mo 45/2001 and other Union legal acts applicable to such processing of personal
o tor the principles and rules of this Regulation in accordance with Article 98,

4. This Regulation shall be without prejudice to the application of Directive 2000/31/EC, in particular of the liabili
rulnufimﬂnrytrﬁumihrfﬁhﬂ:h] Iuipgunfﬂ'latDmcdve. s P *

Article 3
Territorial scope
1. This Regulation applies to the of data in the context of the activities of an establishment of a
controfler or a processar in the Union, whether the processing takes place in the Union or not.
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Y. This Regulation a to the processing of personal daea of dara subjects who are in the Union by a conmoller or
processor not establis ﬂnmﬂmw&mmmmﬂﬁsmuﬁwu

fa) the offering of pouds or services, bmespective of whetler a payment of the data subject I8 required, to such data
subjects in the Union; or

) thee monitorng of theis behaviowr as far as their behaviour akes place within the Union.

1. This Regulation applies to the processing of personal data by a controller not established in the Union, but in a
place where Member State law applies by virtue of public infernational bw.

Anticle 4
Definitions

For the purposes of this Regulation:

(1) ‘personal data’ means any information relating to an identified or identifiable natural person (data subject); an
identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an
identifier such as a name, an identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person;

(2 mezns any operstion or set of operations which is performed on personal data or on sets of personal

ﬂmhummhymﬂmmﬁumhlmmwmlmmmmw

wdlaptation or alieration, retrieval, consultation, e, disclonre by transmission, dissemination or etherwise making
mﬁhh.dl’um«mmhhnlnn.mlﬂ:ﬂm erasure of destruction;

(3 ‘restriction of procesing’ means the marking of stored personal data with the aim of limiting their procesing in
the funure:

4 ‘profiling' means any form of auntomated processing of personal data of the we of personal data to
wﬂuumﬂuwmlmmmmamfpemmmﬂnh or predict aspects concerning
that natural person's performance at work, coonomic sitation, health, preferences, interests, rellability,

behaviour, location or movements;

(5) “peeud isation” of personal data in such a manner that the persanal data can no langer
Hrng 'LL"’MM'“ “‘"ﬁ"”“m"“'ﬁ'“'m T Doy S o s i s
i 23 B [ OrEnisa meEasures bo ensre
dita are not anributed w an idéntified or idemifable naniral person:

i) ‘filing system’ means any structisred set of personal data which are sccessible acconding to speeific criteria, whether
m?ﬂhd.dmﬁﬂurdﬁpuﬂnﬂlﬁmmﬂm1mmhbuihh

(71 “controller’ means the natural or legal person, public authority, agency or other body which, abene or jodntdy with

athers, determines the mﬂmalhmﬂmmﬂh the purpises and means of

nglrci:nmhudhy Union oF hwlhﬁ}unolh'::ﬂwspn:lﬂnumfmh
mtﬂuﬁmﬂuyhpmﬁhdﬁrbyummmmﬂauhr

(8} “processor’ means a natural or kegal person, public authority, agency or other body which processes pessonal data
ot behalf of the controller:

19 ‘rec rmuammlorhptpmuu.pﬂkamh » agency or another body, to which the personal data an:
whether a third party or not. However, klu&mﬁuuﬂ:hmmﬁd\upﬂnﬂﬁuhl&

2017 Global Legal Issues (II—1)
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framework of a particular inquiry in sccordance with Union or Member Stare law shall not be regarded as:
recipients; the processing of those data by those public authorities shall be in compliance with the applicable data
protection reles acconding to the prrpeses of the processing;

(100 “third mcans & natural o Jegal person, public suthority, or bady other than the dat subject,
proscessor and persons who, under the direct authority of the controller or processor, ane authorised 1o
process personal data;

{11) ‘consent’ of the data means any freely given, specific, informel and unambigeous indication of the data
subject’s wishes by wh Mwm.w-mrwhyldmaﬂmmmu{mﬁaﬂﬁﬁwwm
processing of personal dara relating to him or her

{12) ‘personal data breach’ means a breach of securite leading o e accidental or unlawful destruction, loss, alteration,
unauthorised disclosure of, or access to, personul data rransmiried, stored or otherwise processed:

¥ ‘genetic data’ means personal data relating to the inherited wmdumhhﬂ nutural person
¢ which uﬂjqu:ifumﬂuuﬂiomﬂuphiuhmwd:r Ihuflimnmnlpu:nnmdfwhld:rmll.ln
 from an analysis of a biological sample from the natural person in question;

{14) ‘biometric data’ means | data resulting from fic technical processing refating 1o the d,#du-
logical vr behavioural mﬂ::ﬁdpxmuhqmﬁ“ﬂwmlquﬂmm that
natural person, such as facial images or dactyloscopic data:

{135 MW-MMMMMHMMWWMMWDI natural person, inchading
the provision hﬂimm.mmmm:huuhkwhuhedﬂlﬂ:m: b

{16) ‘main establishment’ means:

{a) @5 regards a controller with establishments in more than one Member State, the place of its central admin
tration in the Unson, unless the decisbons on the ses and means of the processing of data
taken in another establshment of the conrrofler in the Undon and the lamer establishment the power
have wsch decisions implemented, in which case the ostablishment having taken such decisions is to
considered 1o be the main establishment;

TsRY

{b} as regards & processor with establishments in more than one Member State, the place of its cenrral adminis-
mﬁnuintheumrunlftbclremhsmmuﬂmmmm the Union, the establishment of the
processar in the Union where the nuin procesing sctivities in the context of the activities of an establishment
of the processor take plice to the extent that the procesior is subject o specific obligations under this.

ll?‘:*lq:mmm'muamumwhﬁlmmﬂmmmuﬂmm.wm the controller or
prrocessor in writkng pursuant 1o Article 27, represents the controfler or processor with regand 1o their respective
obligations under this Regulation;

{18 ‘enterprise’ means a natural or legal person engaged in an economic activity, irrespective of its legal form, includi
partnerships or assocations regulasly engaged in an coonomic activity; e "

(19 ‘grovp of undertakings’ means o controlling undertaking and its controlled undertakings;

{200 “hinding corporate mles’ means peranal data protection policies which are adhered to by a controller or processor
ot the territory of 4 Member State for transfers or a set of transfers of personal data to a controller or
processor in one or more thind countries within a group of undertakings, or group of enterprises engaged in a

joint ecomomic sctivity;

{21} superviory authority’ means an indepondent public authority which is established by a Member State pursuant to
Artiche 51:

OH
3
0%
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{22) ‘supervisory authority concerned’ means a supervisory authority which is concerned by the processing of personal
data because:

{a) the controller or processor is established on the nerritory of the Member State of that supervisory authority;

(b} data sibjects residding in the Member State of that supervisory authority are substantially affected or likely to be
mmﬂmfwmmw

fe) = complaint lus been lodged with that supervisory authority;
{23 ‘cross<bonder processing’ means eithen
ﬂ?ﬁ- pemonal data which takes place in the context of the activities of establishments in more than

State of a controller o processor in the Union where the controller or processor is established in
mre than one Member State: or

b} processing of personal data which takes place in the context of the activities of a single establishment of a
controller or processor i the Union but which substntially affeas or b likely o substantially affece data
subjects in more than one Member State.

{24 T&m:ﬂmﬂﬁhﬂhﬁﬂmnﬂjﬁﬁnmlhﬁ%mum%ﬂhﬂhmhﬁhﬂmﬂﬂ

his Regulation, or whether action in reltion to the controfler or complics with this

processor
lation. which the significance of sod by the draft decision as pegands the
hﬂ i m&'dmnﬁjmmd wﬁmrlpﬂhbﬁﬁ:g;ﬂuwufmudnd:ﬁﬂﬂnﬁ:

{25 “informathon society service' means a service as defined in point ) of Articke 1{1) of Disecrive (EL) 2015/1535 of
the Eusopean Parliament and of the Council (')

{26]) ‘imternational organisation’ means an organisation and its subordinate bodies governed by public international law,
or any other body which is set up by, or on the basis of, an agreement between two or more countries,

CHAPTER 1T

Principles

Article 5

Principles relating to processing of personal data

1. Personal data shall be:

ERE S T PO TS ST S S |

fa) processed {owiuily, fuiry and in @ iranspareni manner in reliiion jo e doia subjec {lawioioess, firness and
mmpﬂ:nq‘h

b} collected for specified. and legitimate purposes and not further processed in a manner that b incompatible
with those ﬁu;ﬁm‘m for anchiving purposes in the public interest, sclemtific or historical research

rp-nmurmﬁsﬁd urpnscs shall, in accordance with Article 9(1), not be comsidered to be incompatible with
&;ﬁdﬂmmrpmpmmmk
fc) adequate, relevant and limited o what is secssary i relation to the purposes for which they are processed (da
minimisation’;
) sccurate and. where ﬁmrmm«uﬁ!emmmhuﬁmumﬂm data thar
are inaccurate, having repa mﬂtpll'pnmhr which they are processed, are erased or without delsy
laccuracy);

Flmmlﬂls 535 of the Furopean Parliament and of the Council of 9 September 2015 laying down a procedure for the
prowishon af Fafml‘r.llm lhﬂﬂafmmlhﬂddﬁmmmmmL!-:t.t?&.;;i!.p.IL
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Mhﬁln fnmlhhhpumhkﬁiﬂhﬂmnfdluﬂh}:mlmmhﬂpdﬂnh purpases. fior
which the perional data are processed: personal data may be stored for long, m%ummmm
ﬂhwnnd!ﬂdffmlddﬂngpupmnhﬁ:pﬁkmmﬁ:urﬂmhlmrﬁpm
#MWM sccordance with Article 391) subject 1o hﬂimnﬂm of the appropriate technical and
organ measures fequired by this Regulation in order v safeguand the rights und oms of the data subject
{storage limitation);

in thar of the data, inchadin :ﬂ
nrnlpismmul measises l['ln'qulj' and confidentialin).

1 The controller shall be responsilile for, und be able 1o demonarate compliance with, parsgraph | Caccountabling).

Anticle 6
Lawfulness of processing

1. Processing shall be lawful only if and to the extent that at least one of the following applics:
(a) the data subject has given consent to the processing of his or her personal data for one or more specific purposes;

{b) processing is necessary for the performance of a contract to which the data subject is party or in order to take steps
at the request of the data subject prior to entering into a contract;

{c) processing is necessary for compliance with a legal obligation to which the controller is subject;
W} procesing is nevessary in onder to protect the vital interests of the daty subject or of another natural person:

{e} processing is necessary for the performance of a task carried out in the public interest or in the exercise of official
authority vested in the contraller:

i} procesi necessary for the purposes of the legitimate interests. pursied by the controller or
vmm such interests are overridden b ;rh:mhmmnrﬁadnpnmuld tx il freodoms of Iljl'a unﬂ-u.'t

require protection of personal data, in particular where the data subject is a child.
mm&hmhMMIWmprmuxiq;uﬂkdmbypuh'ﬂclulhndﬂ;uinthtpnfmmur

L hhhw;wmmhmmrm“mﬂ:pmmmnﬂ mlu:?nfﬂurulnul'thh
Hegulation regard fo processing mpllm points 1 o mp

ﬂbu-wcﬂ:prmhg-hthuuprwldﬁl hl'.'_'l'upuf!l

3. The basis for the processing referred to in point (o) and fe) of paragraph 1 shall be laid down by:
4} Unbun Taw: o

bl Member State law to which the controller s subjece.

Th:purpouol’ lluﬂbcdﬂmﬁndlnlhﬂ basis or, reds the referred 0 in
R iy oyt ity Sl e bopgp dieliagis
Whﬁfﬁmﬂhlhmﬂnﬂthﬂlhﬂ:mmmm lu-h the spplication of
nﬂuﬁfﬂthkxﬂlﬂmiﬂudhﬂ!mlmdﬂhﬂgmminﬂﬂnhﬂuhmn{ the contraller; the
ﬁﬁsuwmwm;mﬂuhmmﬁm ﬂu:nﬂtlummddupmﬂ:i
Fmﬂll M tll‘pl!‘h'lﬂﬂ wp‘!ﬂmlﬂ wﬂﬂﬂ!lﬂ
mnﬁnn!rml‘mmwglfmthﬂ and fair processing such F Erwﬂlnfpwcﬁn
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unf.l'n: hubjmfnmﬂmtwm-thhwhimhrhmhw‘ﬁ:ﬁmmmml ﬁmpﬂhﬂﬂr

h-dmm&:mcbﬂz] mmm;ﬁuﬁmmmnmm Eﬂ in wrder to

purpase i compatible with the purpose for which the personal dam ane
hﬂrhlywﬂuuﬂ,uhwlummum

{a) any link between the purposes for which the personal data have been collected and the purposes of the intendid
further processing:

M?mrug‘;_;;jﬁfﬂ!hmmﬂ&uhuhmndhﬂ.hpﬂhhrmﬂhghnhﬁhphmﬁu

b’ b

{¢) the nature of the personal data, in particular whether special categories of nal data are processed, pursuant to
Article 9, or whether personal data related to criminal convictions and oﬂPm es are processed, pursuant to Article
10;

(d) the possible consequences of the intended further processing for data subjects;

(¢) the existence of appropriate safeguards, which may include encryption or pseudonymisation.

Article 7
Conditions for consent

1. Whene procesing b based on consent, memmqmuﬁhmmuwmmmm
consented to processing of his or her personal data

L IF the data subject's consent s given in the conteat of a written declaration which abo concerns other matters, the
Eﬂ'mumtﬂu]]bu presented in 4 manner which s chearly distinguishable from the other matters, inan

Im steessible form, chear and language. [ such a declaration which constitutes
%mmmﬂh W.th RS "

1 The data hﬂhwIhmﬁmﬁﬂhhmhrMIllm}rﬂmﬂlcwilhﬁ'lmlﬂfmuhﬂ
not affecr the on consent before it withdrawal. Prior 1o giving consent, the data subject
Mhiﬁrﬁdﬁﬂlldﬂlhuwwmuhmml

-ﬁwﬁmm%hﬁu&d mmmﬂuﬂhﬁhntﬁrﬁmhﬂm:f&.:he
pﬂﬁmu 4 contract, including sion of a service, b conditional on consent to rocessing of pesonal
ﬁﬂdﬂ:hmm&uhﬂpﬂﬁmﬁﬁ:ﬁ that contract. 5

Anticle 8

Conditions applicable to child’s consent in relation to information society services

1. Where point (a) of Article 6(1) applies, in relation to the offer of information society services directly to a child,
the processing of the personal data of a child shall be lawful where the child is at least 16 years old. Where the child is
below the age of 16 years, such processing shall be lawful only if and to the extent that consent is given or authorised
by the holder of parental responsibility over the child.

Member States may provide by law for a lower age for those purposes provided that such lower age is not below 13
years.

2017 Global Legal Issues (II—1)
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L The conmroller shall make reasonable efforts 1o verify in such cases that consent is given or authorised by the
holder of patental responsibility aver the child, taking into consideration available technology.

3. Paragraph 1 shall nos affect the general contract low of Member States such as the rules on the validity, formation
or effect of 3 contract in relation to a child,

Article 9
Processing of special categories of personal data

1. Processing of personsl data revealing ﬂtlll o ethnic arigin, political opinions, religious or philosophical beliefs, or
trade union membership, and the of genetic duta, biometric data for the purpose of uniquely identifying a
natural person, data concerning health or concernimg @ natural person’s sex life or sexual orientation shall be
prohibited,

L Paragraph | shall not apply if one of the following applies:

{a) the data wibject has given explicit consent to the processing of those gersonal data for one or more specified
Lu:pumsl.l e except where Union or Member State law provide that the prohibition referred to in paragraph 1 may not
rl

data subject:

) processing Is necessary for the purposes of carrving out the obligations and exercising specific rights of the
controller or of the data subject in the field of emplovment and social security and social law in 3o far as
it i atthorised by Union or Member Saate law or a collective agreement pursisant to Member State law providing for
appropriate safepuards for the fiendamental rights and the interests of the data subject:

fc} processing is necessary the viral interests of the data subject or of another natral person where the data
Rt il o gl ncapabl of King sonsent

) procesing b5 carried out in the cowrse of it legitiniate activities with saficguards by a foundation,
Pmmhthuwmuﬂnunbfmpmﬁtbnd;%;pﬂrh] phﬂmnpm-ﬁmu'lkm?unlhlndnn
condition that the processing relates solely o the members or w former members of the nrm who
have regular contsct with it in connection with its purposes and that the personal data are not t'I'uI
body without the consent of the data subjects:

fe} processing relates 1o personal data which are manifestly made public by the data subjecy

i} procesing B necessary for the establishment, exercise or defence of legal claims or whenever courts are acting in
&wﬁuﬁmw " =

{#) processing is necessary for reasons of substantial public interest, on the basis of Union or Member State Law which

propertionate 1o the atm purued, respect the essence of the right to dats protection and provide for
mlubl:nd:pndﬂ:mmluulqgu:d&:ﬁlﬂlmunlrﬁmudﬂurh%umnfﬂu&uﬂbm

pmmigﬂmryﬁrthe of preventive or occupatianal medicing, for the assessment of the working

of the medical onibs, the provision of health or social care or meament or the managenent

Imlrhm mnndimﬁnmfhehu’anfuﬁunwmhsnwwurpmlmm
with u health und subject to the conditions and safeguands referred to in paragraph 3

{i) processing s necessary for reasons of public interest in the area of apainst serionus
: thrmmhlhhnf::lmﬂngﬂghuum:fqullh}'udufurnf care amad of medicinal
prexlucts: or medical devices, on the basis of Uni
necasres o safeguand the rights and freedoms of the dita subjecr, in particular funral secrecy:

E
%
g
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(i) processing is necessary for archiving purposes in the public interess, scientific or historical research purposes or
statistical purposes in wcconkince with Articke 89{1) based on Unbon or Member State biw which shall be propor-
tivridte to the aim punum]. respect the esence of the r.ixhl. tis dlata pnﬂnllun and pl:l!\.li-J: for sitable and s\.r!m.iﬁl.
measures to safeguand the fundamental rights and the interests of the data sbject,

3. Personal data refersed to in paragraph | may be processed for the purposes referred o in potnt () of paragraph 2
when these data are processed by or under the responsibility of & professtonal subjiect to e :IE]iRulinl'l of profesionl

secrecy under Union or Member State law or rules established by national competent bodies or by another person also
subject 1o an obligstion of seorecy under Unbon or Member State law or rizles established by nutbonal competent basdies,

4. Member States may maintain or introduce hurther conditions, including limitations, with regard 1o the processing
of genetic data, biometric data or data concerning lsealth.
Article 10
Processing of personal data relating to criminal convictions and offences

Processing of personal data relating to criminal convictions and offences or related security measures based on
Article 6(1) shall be carried out only under the control of official authority or when the processing is authorised by
Union or Member State law providing for appropriate safeguards for the rights and freedoms of data subjects. Any
comprehensive register of criminal convictions shall be kept only under the control of official authority.

Article 11

Processing which does not require identification

I. I the purposes for which a controller processes personal data do not or do no longer require the identification of
a data subject by the controller, the controller <hall mot be obliged to maintain, acquire or process additional
infermation in order o dentify the data subject for the sole purpose of complying with this Regulation.

2 Where, in cases refermed to in paragraph | of this Article, the controller is able to demonstrate that it is not in a
position to identify the data subject, the controller shall inform the data subject accordingly, if possible. In such cases,
Articles 15 to 20 shall not apply except where the data subject, for the purpose of exercising his or her rights under
those articles, provides additional infirmation enabling his or her identification.

CHAITTER 1N

Rights af the data subject

Section 1

Transparency and modalities
Article 12

Transparent information, c ication and modalities for the exercise of the rights of the data
subject

1. The controller shall take appropriate measures to provide any information referred to in Articles 13 and 14 and
any communication under Articles 15 to 22 and 34 relating to processing to the data subject in a concise, transparent,
intelligible and casily accessible form, using clear and plain language, in particular for any information addressed
specifically to a child. The information shall be provided in writing, or by other means, including, where appropriate, by
electronic means. When requested by the data subject, the information may be provided orally, provided that the
identity of the data subject is proven by other means,

2017 Global Legal Issues (II—1)
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2. The commmoller shall facilitare the exercise of data subjeat rights under Articles 15 to 22, In the cases referred
Article 11{2), the controller shall not refise to acr on the request of the data subject for Tis or Jer
wnaler Articles 15 to 22, unless the controller demonstrates that it i not in 4 position o identify the

g
g5

L

3. The controller shall provide information on action taken an 2 under Articles 15 10 22 to the data

withour undue delay and in any event within one month of receipt of the request. That period may be extended

further munths where necessary, taking into account the complexity and numiber of the requists. The contm

inform the data subject of any such extension within one month of receipt of the request, together with

MM,MMWWMWWMMMMEMM
mans . unless otherwise requested by the data subject,

7
£t

ek

provided

4
£y

4. the controller docs not take action on e request of the data subjece, the controller shall informs the data subject
without delay and at the latest within one month of receipt of the request of the reasons for not taking action and on

the puossibility of lodging a complaint with & supervisory authority and secking a judicial remedy.

5. Information provided under Articles 13 and 14 and any communication and any actions taken under Articles 15
to 22 and 34 shall be provided free of charge. Where requests from a data subject are manifestly unfounded or
cxcessive, in particular becaine of their repetitive character, the controller may either:

{a} eharge a reasonable fee taking into account the administrative costs of providing the information or communication
or the action roquested: or

) refuse to act on the request.

The contruller shall bear the burden of demonstrating the manifestly unfounded or excessive character of the request.

. “ﬂdunp:?:iﬁ bu.'l.!ﬁ'h'ILlﬂ:ﬂ!lhemnmﬂﬂhuﬂr:somb]edoubummunjnglheidenﬂxyofﬂmmma]
person making request refermed 1o in Articles 15 o 21, contraller may request the provision of sdditonal
information necessary to confirny the identity of the data subject,

7. muﬂmmnmbeptmﬂadmhunq;unmﬂhﬁr&lﬂﬂmdﬂ be provided in combination
with standardised icons in onder tn im an cas %Wﬁkﬂ%hﬂmnﬁrlmﬁﬂulmﬁw
of the intended processing, Where the icons are presented eleceronically they be

# The Commiission shall be empowered to adopt delepated acts in accordance with Article 92 for the purpose of
determining the information o be presented by the jcons and the procedures for providing standardised jcons.

Section 2

Information and access to personal data
Article 13
Information to be provided where personal data are collected from the data subject

1. Whese personal data relating 1o a data snbject are collected from the data subject, the controller shall, at the time
whien personal data are obtined, provide the data subject with all of the following information:

{a) the identity and the contact detatls of the controller and, where applicable, of the controller’s representative;
b} vhe contact details of the data protection officer. where applicable;

feb the purposes of the processing for which the personal data are intended as well as the legal basis for the processing;
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i) mﬁcpmwnhgh_buduqpoh'r:mdmhﬁu].lhthg!ﬂmthumuplmndhylﬁ:mﬂururhyn
party:

feh the recipients or categories of recipients of the personal data, if any;

il where applicalle, the fact thar the contraller intends to rranser personal data to a thind country o intcrnational

nlrldlh:mmuribmw:ufmldnqmqmm by the Commission, or in the case of tramsfers

Eﬂlnhmdﬁml? umm% wkﬂtnmudnapmglmmm‘n
safeguands and thie means by which 1o obtain a copy or where they have been made availab

L In addidon to the information referred 1w in paragraph 1, the conroller shall, at the tme when personal data are

obtained, provide the dora subject with the following further informiation necessary to ensure fair and transparent
processing:

{a) the period for which the personal data will be stored, or if teat is not possible, the criteria used 1o determine thar

i) the existence of the tight to request from the controller access o and rectification or erasure of personal data or
m:hﬂuq“nrﬂfpmhgmmhgthﬁhlﬂmwmuh}mmmdr‘uwﬂuhﬂ!}nmﬁu
po ;

fc) where the processing is based on {ah of Articke 6(1) or point (3} of Article 2], the existence of the right 1o
wh:lﬂwmm:umrmmm;ﬁ‘ hwﬁi‘nmw rocessinig based on comsent before it withdrawal;

i} the right to lodpe a complaint with @ supervisory authority:

fe} whether the provision of personal data is & staruory or contracnial requisenyent, or 4 requirenient nEcessary 1 efter
inte a contract, as well as whether the data subject s obliged to provide the personal data and of the
consequences of fallure to provide ssch dara:

i} the existence of antomated decbon-making, including profiling, referred to in Article 22(1) and (4) and, at least in
thise cases, meaningful information abowt the logic involved, & vl as the sgnificance and the
consequences of such processing for the data subject,

3. Where the controller intends to further process the personal data for a purpose other than that for which the
personal data were collected, the controller shall provide the data subject prior to that further processing with
information on that other purpose and with any rebevant further information as seferred 1o in paragraph 2.

4. Paragraphs 1, 2 and 3 shall not apply where and insofar as the dara subject already has the information.

Article 14
Information to be provided where personal data have not been obtained from the data subject

1. Where personal data have not been obtained from the data subject, the controller shall provide the data subject
with the following information:

fa) the identity and the contact details of the contrafler and, where applicable, of the controller’s representative;

i the contact details of the data protection officer, where applicable;

b the prrposes of the processing for which the personal data are intended as well as the legal basis for the processing:
i) the caregories of personal data concerned;

feb the reciptents or categorles of recipients of the persenal dara, if any;
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il where applicable, that the controller intends to transfer personal data 1o a recipient in a third country or intemat-
tomal organisation and the existence of absence of an adequacy decision by the Commission, or i the cse of
transfers referred toin Article 46 or 47, or the second subparagraph of Article 49{1), reference t the appropriate or
suitable safeguards and the means to obtain a copy of them or whene they have been made available.

L In addition to the information refeered o in paragraph 1, the controfler shall provide the data subject with the
fullowing mformation necessary to emsure fair and transparent processing in respect of the data subject:

fa) the period for which the personal data will be stored, or if that ix not possible, the criteria used to determine tha

i1} xmﬂ!:prmhbndmpuirltiﬂnfhrﬁ:hﬁ[l].ﬁ:kgﬂimhmm‘mﬂhyth:mﬂhnrh};
ied party:

fc} the existence of the right w0 request from the controller access 1o and rectification or erasure of personal data or

resttiction of provessing concerning the dam subject and 1o object 10 processing o well as the gt 0 daa

() where processing s based on paint (@) of Article 801) or point (2} of Article 9(2), the exivtence of the
withdraw consent at any time, without affecting the lawfulness of processing based on consent before jts wal;

fe} the right to lodge a complaint with a supervisory authority:
{fi from which soarce the personal data originate, and if applicable, whether it came from publichy scceible sources;

g dt:ﬂnmﬂlmnmddnckhwmﬁlg.hdudhgmﬂimrJMiuinN'Hd:]!l'llmd{-l]lnd at least in
those cases, maningful information abouwt the logic imvolved, a5 well as the significance and the envisaged
consequences of such processing for the data subject.

3 The controller shall prowide the information referred to in paragraphs 1 and 2:

{a} within a reasonable period after obtaining the data, but at the latest within one month, having regard 1o
d:cspndﬁc:mmu:uhwlﬂnhdum data are processed: i

) if the personal data are to be wsed for communication with the data subject. at the latest ar the time of the firse
communication to that data subject; or

fch if & disclisuse to another reciplent is envisaged. at the latest when the personal data are first disclosed,

4. Where the controller intends to forther process the personal data for 3 purpose other than that for which the
data were obtained, the controller shall provide the duta subject prioe to that further processing with
information on that other purpose and with any refevant further information as refermed 0 in parmgraph 2.

5. Paragrapis 1 to 4 shail not appiy where and imsofar as:
{a) the data subject already has the information;

MlheWimmmwmmwwhnrwmﬂuammdmhmh

processing for archi pur'm lic interest, scientific or h purposes or statistical

mulh]ulmhtl? diti ‘w'mfumdmhnnﬂftiﬂlmhnhudmuh do
ldﬁkﬁrﬂduhﬁdylnmﬂn impossible or seriously impakr the achlevement o th:th;lucﬂm

ntaﬁ.hm:humdwmmﬂuﬂuﬂm«ﬁmﬂmmmmmmmm
il Tegitimare interests, including making the information publicly availible: g

] Mn;wdkclmnhupruﬂ;Hdduwnhylﬂmurhhﬂﬁasmehwmwhbdnhmnnlhrhidﬁmud
which provides appropriate messumes 1o protect the data subject’s legitimate interests; or

i) where the personal data remuain confidential subject wbligation of professional secrecy ted by Linio
mﬂmmmhmimmammfxynﬂwﬂm. o wa by !
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Article 15
Right of access by the data subject

1. The data subjecy shall have the right o obtaln from the controller confirmation as to whether or not personal data
conceming him or her are being processed. and, whene that is the case, access to the personal data and the following
infisrmation:

{al
b

e

the purposes of the processing:

the categories of personal data concerned:

the recipients or categories of recipient 1o whom the personal data have been or will be disclosed, in particular
recipients in third countries or intermational organisations;

() where possible, the envisaged period for which the personal data will be stored, or, if not possible, the criteria used
1o determine that period:

e

the existence of the right to request from the comtroller rectification or erasure of personal data or restriction of
processing of personal dara concerning the data subject or to object to such processing;

if) the rght to lodge a complaint with a supervisory suthority;

{g) where the personal data are not collected from the data subject, any available information as to their source;

fhp the existence of autemated decrsbon-making. including profiling, referred to in Article 22(1) and (4) and, at least in
those cases, mesningful information sbowt the logic involved, as well as the significance and the envisaged

consequences of such processing for the data subject,

L Where personal dara are transferred o a thisd country or to an international organisation, the data subject shall
have the right to be informed of the approprizte safeguands pursuant to Article 46 relating to the transfer.

3. The controller shall provide a copy of the personal data undergoing processing. For any further copies requested
by the data subject, the controller may charge a reasonable fee based on administrative costs. Where the data subject
makes the request by electronic means, and unless otherwise requested by the data subject, the information shall be
provided in a commeonly used electronic form.

4. The right to obtain a copy referred to in paragraph 3 shall not adversely affect the rights and freedoms of others.
Section 3
Rectification and erasure
Article 16
Right to rectification

The data subject shall have the right to obtain from the controller withour undue delay the rectification of inaccurate
personal data concerning him or ber, Taking tnto account the purposes of the processing, the data subject shall have the
right to have incomplete personal data completed, inchsding by means of providing a supplementary statement.

Article 17
Right to erasure (‘right to be forgotten’)

1. The data subfect shall have the right te obrain from the controller the erasure of personal data concerning him or
her without undue delay and the controller shall have the obligation to erase personal data without undue delay where
ome of the following grounds applices:

{a the persomal data are no fenger necessary in relation 1o the purposes for which they were collected or otherwise
processed:
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b} the dara subject withdraws consent on which the is based according o poine (a) of Article 6{1), or
point fa) of Article 921, and where there i no other legal ground for the processing:

fh tlve data subject oljects to the procesing puraant to Articke 21{1) and there are no overriding legitimate grounds
for the processing, or the data subject ohjects to the processing pumuant 1o Article 21020 -

i) e persomal data have been unlawfully processed:;

fe} the persenal data have to be erased for compliance with o legal obligation in Unkon or Member State law to which
the controlier is subject;

if} the data have been collected in relation o the offer of information services referred 1o in
iy o

! Inel processing
data subject has requested the erasure by such controllers of any links to, or copy or replication of, those personal data.

3 Paragraphs 1 and 2 shall not apply to the extent that procesing is necesary:

fah for excreistig the right of freedom of expression and fnformation;

) for complisnce with a obligation which res processing by Uinion or Member State Law 1o which the
mlﬂrhﬂﬁtwhﬁ:mﬁ?ﬁudmunﬂmin public interest or in the exercise of official
authority visted in the contraller:

{eh Tor reasons of public interest in the ares of public health in sccordance with points (b and ([) of Articke 9(2) as well
an Article 9(%);

(d) for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in
accordance wit.h Article 89(1) in so far as the right referred to in paragraph 1 is likely to render impossible or
seriously impair the achievement of the objectives of that processing; or

(e) for the establishment, exercise or defence of legal claims.

Article 18
Right to restriction of processing

1. The data subject shall have the right to obtain from the controller restriction of processing where one of the
following applies:

{a) Mmr?uhhpumulhuhmmﬂh}:he&umﬁmﬁtapﬂwmmﬂhmwﬂhmmfyﬂn

) the i unluwdul and the data sibject opposes. the erasie of the personal data and requests the restriction
af their use instead;

fc) the controller no Jonger peeds the personal data for the purpeses of the procesing. bur are required by the
data subject for the establishment, exercise or defence of begal claims: ey "

the dama subjecr has objected 10 Armicle 21(1) pending the verification whether the legitima
m;mﬂmlﬂumﬁuﬂn‘ dﬁm:ﬁm e : *

3. has been restricted under paragraph 1, such personal data shall, with the exception of
r gﬂwdmnﬂm%mwhthddﬂhhm.mhw“mufwmnuwfur
Mﬂﬁdf#ﬂgﬁuﬂmmnlnrhp]pﬁmmhrmmmdmmmpubhhwdunwiunmd

a M State,
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% A dam subject who has obrained restriction of processing pursuant o paragraph 1 shall be informed by the
controfler before the restriction of processing s lifted,

Article 1%

Motification obligation regarding rectification of personal data or restriction of
o erusure ar

The controller shall communicate any recification or erasure of personal data or restriction of processing carried out in
acoordance with Articke Iﬁ.mﬂdu.-I?{I}wArﬂlswmhndpuntmwhmw&uhmbun

WmmmMNMMHmwﬁnmmﬂuﬂh the data subject
ansmit

those recinients if the data sublect requests it.

L Hiwee Teciplen ubpect Tequests It

Article 20
Right to data portability
1. The data subject shall have the right to receive the personal data concerning him or her, which he or she has

provided to a controller, in a structured, commonly used and machine-readable format and have the right to transmit
those data to another controller without hindrance from the controller to which the personal data have been provided,
where:

(a) the processing is based on consent pursuant to point (a) of Article 6(1) or point (a) of Article 9(2) or on a contract
pursuant to point (b) of Article 6(1); and
(b) the processing is carried out by automated means.

Z hmdmhhwhnmrwdmraWIymmpnagnph 1, the data subject shall have the right to
have the personal data rransmieted directly from one controller to another, where technically feasible.

3. The exercise of the right referred 1o in 1 af this Article shall be without prejudice to Article 17. That
right shall not apply to p necessary ¢ perfarmance of a task carried out in the public interest or in the
excreine of official authority in the controller,

4. The right referred 10 in paragraph 1 shall not adversely affect the rights and freedoms of others.
Section 4
Right to object and automated individual decision-making
Ariicle 21
Right to object

1. The data subject shall have the right to object, on grounds relating to his or her particular sicuation, at any time to
ar

her which is based on point (¢} or (i} of Anicle 8{1), inchiding profiling
noe Ih:m 9 data unless the controller demonstrates

L Where personal data are processed for direat marketing purposes, the data subjece shall have the right o object a
time to procesing of personal dats conceming him o her for such marketing, which includes profiling 1w the
:wmhhh_rdlﬂ 1o such direct marketing. a 44 SRS

3 Where the data subjec : For direct market the data shall be
ek t abjects o processing rect ing purposes, the personal shall no longer
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4. At the latest at the time of the first communication with the data subject, the right referred o in paragraphs 1 and
mhmw;mmblhmﬂmaﬁhcnhﬂmhmuﬂdulhpm&uﬂrﬂwﬁmw

In the comtest of the wse of information sociery

5. of services, and notwithstanding Dircctive 2002/58[EC, the data
subject may excreise his or her right to object by atomatod micans using technical spec

6. Where personal data are provessed for scientific or historical rescarch oses oF statistical purposes purssant to
Artiche 89(1 thc.ﬁusuhﬁn.rmgmnhdllhﬂlnmurhﬂmwmw ahall have the right o olsject to
processing of personal data concerning him or her, unless the processing s necessary for the performance of a sk
carried ot for rexsons of public interest.

Aricle 22
Automated individual decision-making, including profiling

1. The data subject shall have the right not to be subject to a decision based solely on automated processing,
inchuding profiling, which produces legal effects concerning him or her or similarly significantly affects him or her.

L Paragrapl | shall not apply if the decsbon:
{a) is mecessary for entering into. or performance of, a contract between the data subject and a data controller;

(B s authorised by Union or Member State law to which the controller is subject and which also lays down suitable
mmdigunlﬂndln subject’s rights and freedoms and legitimate interests; or

{¢) is based on the data subject’s explicit consent.

3. In the cases referred to in points (a) and (c) of paragraph 2, the dara ¢ ller shall impl itabl
to safeguard the data subject’s rights and and legitimate interests, at least the right to obtain human
intervention on the part of the controller, to express his or her point of view and to contest the decision.

4. Decisions referred to in paragraph 2 shall not be based on special categories of personal data referred to in
Article 9(1), unless point (a) or (g) of Article 9(2) applies and suitable measures to safeguard the data subject’s rights and
freedoms and legitimate interests are in place.

Section 5

Restrictions
Article 23
Restrictions

1. Union or Member State law to which the data controller or processor is subject may restrict by way of a legislative
measure the scope of the obligations and rights provided for in Articles 12 to 22 and Article 34, as ::I’l( as Article 5 in
so far as its provisions correspond to the rights and obligations provided for in Articles 12 to 22, when such a
restriction respects the essence of the fundamental rights and freedoms and is a necessary and proportionate measure in
a democratic society to safeguard:

(a) national security;
(b) defence;

{c) public security;

SSAY H R0 =22 B Olfr ST & AARE
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() the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal ties,
i ﬂuu!m:mmuddupmﬂm of threass 1o public security: _=

ather important objectives of general of the Union or of 2 Member particular an inportan
. mu:'mﬂcwm\:mhlmwﬂﬂ'ﬂlemn;rw?d M:m'bcr Sl"ue.ht'rudhg ﬁhuqﬁmm:
marters, public health and sodial securiny:
i the protection of judicial independence and judicial proceedings:
{g) the prevesmion, investigation, detection and proseoution of breaches of ethics for regulated professions;

function connecred, the ise of afficial a i
Rl sy ol e scasonaly o e in

i) the protection of the data subject or e rights and frecdoms of others:
{i} the enforcement of civil Liw claims.

.ﬁ In particular, any legislative measure referred o in paragraph 1 shall contain specific provisions at least, where
evant, as G

ta) the purposes of the processing o categaries of processing:
b} the categories of personal data:

) the scope of the restrictions introdweed:

) the safeguards 1o prevent abuse or unlawful access o transfer;
feh the specification of the contrller of categpoties of controllers;

{l) the storage periods and the spplicable safeguands raking into account the nature, scope and purposes of the
processing or categories of processing:

{g) the risks to the rights and freedoms of data subjects; and

(h) the right of data subjects to be informed about the restriction, unless that may be prejudicial to the purpose of the
restriction.

CHAPTER IV
Controller and processor
Section 1
General obligations
Article 24
Responsibility of the controller
1. Taking into account the nature, llmpe. corfitext st prirposes of processing as well as the risks of varying likelihood
and severity for the rights and freedoms of nameral persons, the cmtwller shall implement appropriate technical and

organisational measures to ensure and 1o be able 1o demonstrate that processing is performed in accordance with this
Hegulation. Those measures shall be reviewed and updated where necessary.

1 Where proportionate in relation o processing activities, the measures referred to in paragraph 1 shall include the
implementation of appropriate data profection policies by the controller.

1. Adherence to approved codes of conduct as referrad to in Article 40 or approved certification mechanisms as
referred fo in Article 42 may be used as an element by which to demonstrate compliance with the obligations of the
cotrofler.
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Article 25

[Mata protection by design and by default

2. The controller shall implement appropriate technical and organisational measures for ensuring that, by defaulr,
only personal data which are necessary for each specific purpose of the processing are processed. That obligation applies
to the amount of personal data collected, the extent of their processing, the period of their storage and their accessibility.
In particular, such measures shall ensure that by default personal data are not made accessible without the individual's
intervention to an indefinite number of natural persons.

3. An approved certification mechanism pursuant to Article 42 may be used as an element to demonstrate
compliance with the requirements set out in paragraphs 1 and 2 of this Article.
Article 26
Joint controllers

1. “&:f:mmmmohufﬂhdydmnﬁmd\cmnﬂﬂmu roessing, they <hall be joine

controlflers. They shall in a transparent manner determine respective responsibilities for compliance with the
obligations under il i parthoular as regards the exercising of the Insdlhd.utmbjut.lﬂthllr
mﬂﬂudmﬁm

Ihehhrmmmfnﬂmhﬁrﬁdﬁl!mdltz of an armungement between

L The arrangement referred to in paragraph | shall duly reflect the mespective mles n:lrda.ﬂmshhaufﬂuﬁcint
mﬂmv&mﬁe&nnﬁjm#w the arrangement shall be made available to the data subject.

of the terms of the arrngement referred to in paragraph 1, the data subject may exercise his or her
MWhmﬂwwmﬂmmm

Anticle 27
Representatives of controllers or processors not established in the Union
L. Where Article (21 applics, the sontroller o¢ the processor shall designate in writing a representative in the Union,

1 The obligation Lid dewn in parsgraph 1 of this Aricke shall not apply to:

{a) processing which s occasional. docs ot include, on a large scale, processing of special categories of data as referred
1o in Article #(1) or processing of data relating to criminal convictions and offences referred to in Article
10, and is unlikely o eosult in a risk to the rights and oms of natural persons, taking into account the nature,

context, scope and purposes of the proceising: or
b} a public authority or body.
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rative shall be established in one of the Member Stares where the data subjects. whose personal data
in relation to the offering of poods or services to them, or whaose behaviour is monitered, are,

4. The reprosentative shall be mandared by the controller or to be addressed in addition to or nstcad of
the controller or the processor by, in ni:uhrwp:-rbory:ulhnriiumdd:nm‘nhmnnlﬂ
mmhumdmmwmmw

5. The destgnation of a representative by the controller or processor shall be withour prejudice to legal actions which
comrld be initiated against the controller or the processor themselves.

Anicle 28

Frocessor

L Where processing is to be carried et on behalf of a controller, the controller shall use only processors providing
sufficient guarantees o implement appropriste technical and organisational measures in such a manner that processing
will maoet the requirements of this Regulatien and ensure the protection of the rights of the data subject.

L The processor shall not engage another processor without prior specific or general written authomanon of the
controfler. [ the case of general written authotisation, the processor shall inform the controller of any intended changes
concerning the addition or replacement of other provessors, thereby giving the controller the opportunity to object to

such changes.

3. Processing by 4 processor shall be wdh:mwnﬂmhﬂmurﬂwtﬁmwmmm ;
that is hinding on the processor with regard to the controller and that sets our the subject-marter and duration of the
processing, the nature and purpose of the udng,ﬂl:typcul' data andd categories of data subjects and the
wﬂyﬂmﬂﬂﬂﬁlﬁﬂ#m"ﬂhmmam sﬂnﬁmhpmludmﬂtpmr

{a) processes the hﬂmmimhmlhmhinwmwmmwmmh
of 1w & third country or an international organication, unless required o do so by Union or
Mm#er&mlwmﬁﬂ:hduwmumhﬁmhmhlmwi rovessor dhall inform the contralber of that

kgilmmdmmnlbd’mmmﬂug.uﬂmthﬂhﬂpmhlﬂhud!h on impertant grounds of public

{b) emsures that persons authorised o process the | data have committed themselves o confidentiality or are
tmdnlﬂnpprnprhm;nmynb]hnbud'tmm-kv i

feb takes all measires required pursuant to Aricle 32

W) respects the conditions referred to in paragraphs 2 and 4 for engaging another procesor

fe} raking into account the nature of the assists the controller by appropriate technical and organisational
measures, Insofar as this & possib Mﬂmufﬁ:mnﬂﬂ%nﬁﬁpﬂunmmﬂmmmh

mh&nnﬁjﬂn’;:ﬁmhﬂdmh{hmml

M M&nmnmﬂrlnemﬂugwmwhﬁmohmﬂmpumlmm 32 to 36 taking faro account
the nature of processing and the infermation available to

f) at the choice of the comroller, deletes o retrns all the personal data to the controller after the end of the provision
ismphésmmwpmmwmmwmunhumwﬂmmwmumﬁ

thh makes available to the controller 3l informatton necessary o demonstrate compliance with the obligations Lid
down in this Article and allow for and contribute o audits, incliding fspections, condiscred by the controller or
ancther auditor mandated by the controller,
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With regand 1o poine (h) of the fire subparagraph, the processor shall immediarely inform the conmoller if, in s
opinion, un instruction infringes this Regulation or other Union o Member State data protection provisions,

4. Where a processor engages another processor for canying owt specific processing activities on behalf of the
controfler, the same data protection obligations as set out in the contract or otler act between the contraller and
the provessor as referred 1o in para E!alﬂlhtqumduﬂlhumhupm Hlmwuhwlngﬂ
Eam”“ﬂ'm"“ﬁm et U g R ¥ thi Rl
measures in A manner anlngwj mext nq.llrn'mnuu
Rﬁm;bihhlemﬂu

fails to fulfil its data prosection obligations, the initial processor shall remain
g:lh: performance of that other processor's ob

5. Adherence of a processor to an appreved code of conduct as referred 1o in Article 40 or an
mnthmilmumfmdmmmﬂ:hﬂwnrhemndumnhnmhrmkhmdmmmu&mpwn
referved 1o in paragraphs 1 and 4 of this Arvicle.

6 Withour prejudice m an individual contract berween the conroller and the processor, the contrac or the other
fegal act referred to in paragraphs 3 and 4 of this Article may be based, in whole or in part, on standard contraciual
clanses referred to in paragrapls 7 and & of this Article, induding when they are part of 4 certification granted to the
controfler or processor paraesnt to Articles 42 and 43, '

7. The Commission may lay down standand contractisal clauses for the matters referned 10 in paragraph 3 and 4 of
this Articke and in accordance with the examination procedure referred 1o fn Aricle 93(2).

A supervisory autho t standard contractual clanses for the matters referred to in paragraph 3 and 4
uﬂhlhrﬁdurﬂlnmvddmc consistency mechanism referred o in Artide 63,

2 The contract of the other legal act referred to in paragraphs 3 and 4 shall be in writing, cluding in elecronic
.

10.  Without prejudice to Articles 82, 83 and 84, if a processor infringes this Regulation by determining the purposes
and means of processing, the processor shall be considered to be a controller in respect of that processing.
Article 29
Processing under the authority of the controller or processor

The processor and any person acting under the authority of the controller or of the processor, who has access to
personal data, shall not process those data except on instructions from the controller, unless required to do so by Union
or Member State law.

Article 30
Records of processing activities

1. Each contoller and, where applicable, the controller's representative, shall maintain a record of processing
activities under its responsibility. That record shall contain all of the following information:

(a) the name and contact details of the controller and, where applicable, the joint controller, the controller's representa-
tive and the data protection officer;

(b) the purposes of the processing;

{c) a description of the categories of data subjects and of the categories of personal data;
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i) the categorics of recipients to whom the personal data have been or will be dischosed inchuding recipients in thind
countries or intermational organisation;

{e) where applicable, transfers of personal data to a thind country or an international organisation, indoding the identifi-
cathn Mdﬂdwahmmi:}wnhﬂmudhﬂmmdm"fmdmhﬁlhmé
subparagraph of Article 49(1), the documentation of suitable safegnands;

i where possible, the envisaged time limits for erasare of the different categories of data;

where possible, a general descri of the technical and organisational sequrity measures refermed to in
whrﬁdﬁ:m}- g

L Esch processor and, where applicable, the processor's representative shall maintaln a recond of all categories of
pmeﬁngumﬂuﬂnwmmmuhemh,m:m %

fa} the name and contact detadls of the or processors and of cach controller on behalf of which the processor
is acting, and, where applicable, of the controllers or the processor's representative, amd the data protection officer;

(B the caregories of processing carriod owt on behalf of cach conroller:

feh where applicable, transfers of personal data o a thied country o an international ofganisation, including the identifi-
cation of that thind country or international organisation and. in the case of transfers referred 1o in the second
subparagraph of Article 49(1), the documentation of suitable safguands:

H}ﬁmrﬁh&awﬂd&ﬂﬂmﬁﬂnm}mﬁm&uwnﬂmﬂqmmm i

% The reconds referrod 1o in paragraphs 1 and 2 shall be in writing. including in cloctronic form.

4. The controller or the processor and, where applicable, the controlkers or the processor’s representative, shall make
the recond available to the supervisory authority on request,

5. The obligations referred to in paragraphs 1 and 2 shall not apply to an enterprise or an organisation employing
fewer than 250 persons unless the processing it carries out is likely to result in a risk to the rights and freedoms of
data subjects, the processing is not occasional, or the processing includes special categories of data as referred to in
Article 9(1) or personal data relating to criminal convictions and offences referred to in Article 10.

Article 31
Cooperation with the supervisory authority

The controller and the processor and, where applicable, their representatives, shall cooperate, on request, with the
supervisory authority in the performance of its tasks.

Section 2

Security of personal data
Article 32

Security of processing

1. Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes
of processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, the
controller and the processor shall implement appropriate technical and organisational measures to ensure a level of
security appropriate to the risk, including inter alia as appropriate:

{a) the pseudonymisation and encryption of personal data;
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) e abiliy to ensure the ongoing confidentlaliny, integrity, availabdliny and resilience of processing systems and
services;
the ab the availability and access dara in a rimely i the f a physical
Mmﬁitirhmu Iy an to personal na manner ¢ event of a ph or

i) a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measires for
emarring the seourity of the procesing.

z hm;Ihlwh:hddlmnm:hﬂhuhnmmﬂmhru“h:rﬂzlhun:cpmuuﬂh
ar t

mﬁmmhmmﬁmauhmmmmmm
personal dats transmitted, stored or otherwise processed
3 Aﬂimlﬂmlppmvdmd:ufmﬂmlumkndbmmﬂurinwwmﬁulhnm“
referred to fn Article 42 be used as an clement by which to demonstrate compliance with the requirements set out
Inpmm!phlnl'lhkm:z.
4. The comtroller and processor shall ke to ensure thar any namral person nn:lng the aurhor
controller ar the rwhuhsmnmmid- m pmn:u except on instructions the
conmtrofler. unless be or she ks required 1o do so by Union or bember Sure Law.

Ariicle 35

Maotification of a personal data breach to the supervisory authority

In the case of @ personal data breach, the controller shall without undue delay and, where feasible, not later than
72 hours after having become aware of i, the personal data breach to the supervisory authority competent in

mdmwithﬁnbdn!i unkess the personal breach is unlikely to result in a risk 1o the and freedoms of
matwral persons. Where the notification o the supervisory authority §s not made within 72 hours, it shall be
accompanied by reasons for the delay.

L The processor shall noaify the conmoller without undue delay after becoming aware of a personal data breach.

3. The notification referred 1o in paragraph 1 shall ar least:

{a) hq'ﬂu the nanire of the peﬂunll data breach including where ible, the categories and approximate number of
data subjects concerned and the categories and approximate number of personal data records concerned;

{b) communicate the name and contsct details of the data protection officer or other contact point where more
information can be obtained:

fc) deseribe the likely consequences of the personal data breach;

{d) describe the measures taken or proposed 0 be taken by the controller to address the personal data breach,
inchading, where appropriate, measures 1o mitigate its possible adverse effects,

4. Where, and in so far as, it is not possible o provide the information at the same time. the Information may be
provided in phases without undue further delay.

5. The controller shall document personal data breaches, compriving the facts relating 1o the personal data
brunh.lunﬁmmdfmmmﬂlll:iwuﬂ taken, That documentation shall enable te cupervisory authority o verify
compliance with this Article.
Anticle 34
Communication of a personal data breach o the data subject

L. When the personal dats breach is o result Inoa risk tor the rights and freodoms of nawral persons, the
mﬂnﬂlmmhﬁt&p&wﬂbmﬁwﬂw ta subject withoar wndue delay.
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The communscation 1o the data subjecr referred o in 1 of this Article shall describe in clear and platn
the mature of the data breach and contain at the information and mezsures referred 1o in
psings ), {c} and () of A (3

3 The comnmnication to the data subfect referred 1o in paragraph 1 shall not be mequired if any of the following

comditions are met:

{a} the conroller has implemented appropriate technical and organisational protection measures, and those medsure
were applied to the personal data affected by the persomal data breach, in particular those that render the personal
data uninreligible to any person who is aot awhorised o sccess i, sich as encryption;

ﬂ:}hmnﬂnhﬁmnﬁwmﬂﬁhmﬂmt&ﬂgbﬂmﬂnrﬂmuﬂﬁ“nlm
subjects referred o in paragraph 1 is no benger likely 1o materiabise:

(¢} it would involve disproportionate effort. In such a case, there shall instead be a public communication or similar
measure whereby the data subjects are informed in an equally effective manner.

4. If the controller has not already communicated the personal data breach to the data subject, the supervisory
authority, having considered the likelihood of the personal data breach resulting in a high risk, may require it to do so
or may decide that any of the conditions referred to in paragraph 3 are met.

Section 3

Data protection impact assessment and prior consultation
Article 35

Data protection impact assessment

1. Wbmqtyp:uf

3 A daw protection impact assessment referred to in paragrapl 1 shall in partioular be required in the case of:

{a} & systematic and extensive evaluation of | aspects rmmunuﬂ persons which is based on automated
are

processing, including and an decisions that produce legal effects concerning the natural
person of sinsilady affect the nawral person:

b} processing on a scale of special categories of data referrad 1o in Articke 9(1), or of personal daa relating to
mhf and offences referred to in Article 10: or

fc) a systematic monitoring of a publicly accesible area om a large scale

4. The supervisory suthority shall establish and make public a list of the kind of processing operations which are

to the requirement for a data profection impact assessmient pursuant to paragraph 1 The supervisory anthority
ﬁilm those lists to the Board referned 1o in Artich: 63,

5. The supervisory authority may also establish and muke public st of the kind of processing operations for which
oy dlata provtection impact sasesament is required. The supervisory authority shall communicate those lits o the Board.

b Prior 1o the ado of the lias referred 1o in 4 amd 5, the auth shall
w@hmmmm.mmwmﬂmmmmwmw tmies which ae
related 1o the ng of goods or services to data subjects of o the monltoring of their behaviowr in several
Member Srates, or may substantially affect the free movement of personal data within the Union,
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7. The assessment shall contain ar et

systenutic of the envisaged processing operations and the purposes of the processing, including, where
9 :pplh:nbh, mm mm:npwmhyﬂu:;tmﬂn :

i) an assesmwent of the necessity and proportionality of the processing operations in relation o the purposes:
) umrd@:rﬁhmhrﬁnﬂﬁwﬂmdﬁumﬁhﬂﬂnﬂmhmﬁ B amd

) the mexares envisaged 1o addrews the risks, including safeguands, security messsires and mechanisms o ensure the
nﬁ'mldmuﬁmdmmm:hmmp&:ﬂﬂhlhhkmﬂmmhnghmmthcrialmmd
Wuuﬂmmm' of data subjects and other persons concerned.

4 Complisnce with approved codes of conducr referred to in Aricle 40 by the relevant controllers or processors
shall be mmhemm:hm‘?ﬂuimpmdmopmmmommmﬁmmwmmknw
processors, in particular for the purposes of a data protection Impact assessment.

9. Where a the controdler shall seck the views of data subjects or their representatives om the intended
MMInihmﬂmulmﬂMpﬁhmmhmdme
operations.

14, \'ﬂmtpmmh‘pumuntmpuhﬂn}urk}ulhrﬂd:ﬂl!hnnhﬂhubintﬁmhwmhﬂ:{hwnrﬂw
MWMmMMWhMMWW#MWNWMM aperations
in and o dara profection impact asscssment has alresdy been carried our as part of 4 general fmpact assessment
in the context of the of that legal basis, paragraphs 1 to 7 shall not apply unbess Memiber States deem it to be

focessary to carry oat sucli an assessment prios o processing activities.

11 Where necessary, the controfler shall ot a review to assess if processing i performed in sccordance with
hﬂlpmﬂlmmwuhﬂﬁnﬁhnﬂpu“ﬁﬂmhﬂhmﬂgm

Article 36

1. The comtroller shall consult the supervisory authori roto procewsing where o data profection fmpact
mnln&:h:ﬂ:&!!hﬂhmﬂmthrpmﬁulg rnuhinlli@rifhlnﬂt*mo:ﬂfmmuhn
by the controller o mitigate the risk.

2. Where the authority i of the opinion that the intended processing referred 1o in paragraph 1 would
i i mm&mmphmmmhmmmgmm“mmmmm
sty authority shall, within period of up to eight weeks of receipt of the request for consiltation, provide written
to the controller and, where applicable to the processor, and may we any of its referred toin Article 58,

That period muy be extended by six weeks, taking into account the the inrended processing.
autharity shall inform the controller and, where applicable, the processor, of any such extension within one
ot m:ﬁﬂuihrnqunzhmhﬁhnwdwwithth:msmsfwmeddny.mmpeﬁodsmybe
suspended until the supervisory authorite has obiained information it has requested for the purposes of the
e,

% Wh::mmmdﬂrg the supervisory awthority pursuant to paragraph 1, the controller shall provide the supervisory
authority

{a} where applicable, the Tﬂw respomsbilities of the controller, joint controllers and processors involved in the
frrovessing, in partladar for processing within a groaep of undertakings;

) the parposes and means of the intended processing
fe) the mcasures and safeguards provided to protect the rights and freedoms of data subjects pursuant to this
Regulaticn;

) where applicable, the contace details of the data protection officer;

OH
3
0%
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feb the dara protecrion impact assessment provided for in Article 35; and
it any other information requested by the supervisory authority.
4. Member Stares shall consult the supervisory suthority during the preparation of a sal for a legislative

migasure o be adopted by 2 nathonal parliament, or of 2 regulatory measure based on such a legislative measure, which
relates to processing.

5. Notwithstanding paragraph |, Member State law may require controllers to consult with, and obtain prior author-
fsation from, the supervisory authority in relation to processing by a controller for the performance of a carried out
by the controller in the public imerest, including processing in relation to social protection and public health.

Scction 4

Data protection officer
Article 37
Designation of the data protection officer

1. The controller and the processor shall designate a data protection officer in any case where:
(a) the processing is carried out by a public authority or body, except for courts acting in their judicial capacity;

(b) the core activities of the controller or the processor consist of processing operations which, by virtue of their
nature, their scope andfor their purposes, require regular and systematic monitoring of data subjects on a large scale;
or

i a large scale of special categorics of

data pursuant mémmﬁummmmwm:mm:ﬂ el Hov i Article 10,

i
%

kS ! of the processor is a public suthoriny or body, 4 single data protection officer may be
dﬂ]gmd&rmﬂn:hmmwﬁgarbnﬁnhhmammhhﬂrmhmmmm

cases otlver than these referred o in paragraph 1, the controller or processor or assocations and other bodies

controllers or processors may o, where required by Unfon or Member Stae law shall,
designate o data protection officer. The data protection officer may act for such associations and other bodies
representing controllers or processors,

5. The data protection officer shall be designated on the basis of professional qualitics and, in particular, expert
knowledge of data protection law and practices and the ability 1w fulfil the tasks referred 10 in Article 39

6. The data protection officer may be a staff member of the controller or processor, or fulfil the tasks on the basis of

a service contract.
7. The controller or the processor shall publish the contact details of the data protection officer and communicate
them to the supervisory authority.
Article 38
Position of the data protection officer

1. The controller and the processor shall ensure that the data protection officer is involved, properly and in a timely
manner, in all issues which relate to the protection of personal data.
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L The comroller and processor shall support the data protestion officer in performing the wsks refered 10 in
Article 39 by providing resources necessary to carry out thase tasks and aceess to peronal data and processing
operations, and e maintain his or her expert knowbedge.

mmmmmmmmmwmmmwhw of the contraller

4. [ata subjeces may contact the dara officer with regard 1o all issues related 1o processing of their
personal data and o the exercise of their under this Regulation.

w

The data protection officer shall be bound by secrecy o confidentiality concerning the performance of his or her
mhinmu&xc%umwmmﬁ:rs“'ﬁm *

B, The dara provecrion officer may fulfil other rasks and duties. The controller or processor shall ensure that any such
tasks and duties do not result in 2 conflict of interests.

Anicle 39
Tasks of the data protection officer

1. The data protection officer shall have at least the folliwing tasks:

{a} to inform and advise the controller or the processor and the employees who carry out processing of their
obligations pursuant to this Regulation and 1w ather Unfon or Member State data protection provisions;

) 1o moniter with this Regulation, with ather Union or Member State data protection provisions and with
the policies of the controller or processor in relation to the protection of personal data, including the assignment of
responsibilities, awareness-rabsing and training of staff imobaod in procesing operations, and the related sudin

e} 1o provide advice where requested as repards the data protection impact assessment amd monitor s performance
pursuant o Article 35;

i} 1o cooperate with the supervisory authority;

fe} v act as the contact point for the authority on fsses relating to . including the
m]uunnm‘mdmﬁhﬂd: 36, and to consult, where appropriate, with mrﬂ'ﬁ‘mm}? peke

2. The data protection officer shall in the performance of his or her tasks have due regand 1o the risk asseciated with
processing operations, taking into account the nature, soope, comtext and purposss of processing.

Section 5
Codes of conduct and certification
Article 40
Codes of conduct

1. The Member Stanes, the supervisory authorities. the Board and the Commission shall encourage the drawing up of
codes of conduct intended o contribute to the proper application of this Regulation, taking account of the specific
featuncs aof the various proccsing secrors and the specific needs of micro, small and medium-sized enterprises.

1 Aswociations and other bodies representing categories of controllers or processors may prepare codes of conduct,
or amend or extend such codes, for the purpose of specifving the application of this Regulation, such as with regard to:

{a} fair and tramsparent processing:
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) the legitimate interests pursued by conrallers in specific contexts;
feh the collection of personal data;

W) the pseudonymisation of personal dara:

feb the information provided 1w the public and 1o data subjects;

i) the exereise of the rights of dara subjects:

{m the information toy, and the protection of, children, and the manner in which the consent of the holders of
parcntal “ower children is to be obrained:

{4} the measures and res referrod to i Artiches 24 and 25 and the measures to ensure security of processing
r'=l'=:t:'>lnuhM‘lkthm

(i) the notification of data breaches o supervisory suthorities and the comnwunication of such personal data
breaches to data ¢

(i) the rander of personal data po thind countries or international onganisations; or

ki out-of-court proceedings and other resolution procedures for resolving disputes berween controllers and data
aﬂuuﬁlhmdgm mtpﬁﬂmm&:rﬁhnulﬁu&?ﬁpmmﬁrﬁh??nﬂ?i

3. In addition w adberence by contollers or processors subject to this Regulation, codes of conducr approved

anullnplmphiuflﬂihﬂd:lndhlﬂn]mﬂllvﬂhﬁq mmmh?nfthhﬁm:kmﬂmh

Mmﬁmﬂm«pmdﬂmmnﬁmmmh rmmmmﬂ:h!mnrdwmprmﬁe

appropriste safeguands within the framework of personal data transfers 1o th intemational organisations

ufnrmg;: mmd Eg:ﬁ‘;':‘llﬂrsv;:lhg it o P.lpﬂ mﬂﬂﬂwﬂﬂh ul'l-gu.::ﬂ
commitments. via or other Instruments, o a

including with repand to the rights of data subjects. !

4. Amkdmﬂmﬂnﬂwmg::pﬂa:dﬁumdeﬁﬂmmm maﬂelh:hdy
referred toin Article 41(1) to carry out the mandatory monitoring of compliance with s provisions by the controllers
or processors which undertake 1o apply it without prejudice 1o the tasks and powers of supervisory
COmpetent pursuant to Article 55 or 56

5. Assoclations and other bodies referred 1o n paragraph 2 of this Artlcle which intend 1o prepare a code of conduc
or to amensd or extend an existing code shall submit the draft code, amendment or extension to the supervisory
aslority which i competent purstiant 1o Article 55, The supervisory ’hﬂduﬂpmﬂzmnpmmmth
hﬁnﬁ:lmﬂmmwmmmﬁﬂhﬂismaﬂ approwe that draft code, amendment or
extension if it finds that it provides sufficiens appropriate

6. Where the draft code, or amemdment or extension is approved in accondance with paragraph 5. and where the
cole of conduct concerned does not relate to processing activities in several Member States, the supervisory anthaority
shall register and publish the code,

7. Where a draft code of conduct relates activities in several Member States, the supervisory authority
Mhmmp:uupnnmnmﬁaﬂ:“ Iﬁm‘] the draft code, amemdment or extension, submit [ in
the procedure referred o in Article 63 1o the Board I'i. an itmnnwhﬁh:rﬂndnﬂmdl.

amendmsent o extension com whhﬂ:hﬂmhthmurhnﬂwalmnhn ton in paragraph 3 of this Arvicle,
provides Ippwmlrﬂmm

4. Where the opinion referred o in h 7 confirms that the draft code, amendment or extension

complics
with this Regulation, or, in the situation to in paragraph 3, provides appropriate safegnards, the Board shall
submir it opinion to the Commission,

% The Commission may, by way of implementing acts, decide that the approved code of conduct, amendment ar
extension submitted o it pursuant 10 paragraph & of this Aricle have general validity within the Union. Those
implementing acts shall be adopred i acoordance with the examination procedure secour in Article 932
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10, The Commissson shall ensere app publicity for the approved codes which have been decided as having
general validiey in accondance with 9.

11, The Board shall collate all approved codes of condust, amendments and extensions in a register and shall make
them publicly availsble by way of appropriate means,

Ariicle 41
Momitoring of approved codes of conduct
1. mnmpcqfudiwmﬂwmh of the competent supervisory authority under Articles 57 and 58, the
mositoring of l'llh conduct nuumtm Article 40 may be cartied ow by o body which has an
appropriate level u‘hﬁmmtﬁ: of the code and Is acoredited for that purpose by the

wwww

%@#h@arﬂ&nﬂhhpﬂmﬂﬂ may be socredited to monitor compliance with a code of conduct where that
A%

{a) demonstrated its independence and expertise in relation to the subject-matter of the code 10 the satisfaction of the
competent supervisory authority;

i) established procedures which allow it to asiess the digibility of controllers and processors concerned 1o the
code, to monitor thelr compliance with fts provisions and 1o periodically review its operation: ey

{c cstablished ures and structures to hamble ts about of the cosde or the manner in which
hmﬁgﬁhwhm!mmﬂmthMmdmn’nhﬂ'lmeprmdwnlnd
structures transparcnt 1o data subjects and the public; and

i) demonarated to the satisfaction of the competent supervisory authority that its tasks and duties do not resdt in a
conflict of interests.,

L. The pervisory authority shall submit the draft criteria for accredittion of a bedy as referred 1w in
paragraph 1 lArﬁdﬂnlhBﬂuﬂmmﬂhmﬁmwynwdunhﬂmhﬂdminArﬁd:ﬁL

4. Without prejudice to the tasks amd powers of the om b supervisory authority and the provisions of
mmlhﬁuuﬁ:ﬂmnwhl;ﬂﬁmmumbngmm I'Ih:lh:
action in caes of infringement of the code L
?ﬂtcmmlhrrr fi-wnli:mdnllu]ul'llnﬁfmllumm ludm of such

5. The competent supervisory authority shall revoke the scereditation of a body as referred to in parsgraph 1 thie
conditions for scereditason are not, or are no kenge, met or where actions taken by the body infringe this Regulation.

i, This Articke shall not apply to processing carried out by public authorities and bodies.

Article 42

Certification

establishment wcertification mechanisms and of data protection seals and marks, for
*mumu:llhg compliance with this Regulation of processing operations by controllers and processors.

MHWM#WMHM the Board and the Commission shall encourage, in particular at
the dara protection

purpose of

specific nesds of micro, small and mediumesizad enterprises shall be taken into account.
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L In addition o adherence by conrollers or prooessors subjear o this Regulation, dam protection certificarion
mdmmuz:-urmtﬂdpww i msh;r:hhhmhmhmh!ﬁdhmemmmﬂ
demumatrating exkstence rolﬂ'n: contrellers oF processors are nod subyect 1o this
Regulation pumsuant to Article 3 wi fon nal data tramsfers 1o thitd countries or mternational
mwhllhnsmduthllmrdmndmlnpmu{l}ul 4623, Such controllers or processors shall make binding
amd enfurceable commitments, via contraciual or other legally binding instroments, to apply these appropriate
safeguards, including with regard w the rights of data subjecrs,

1. The cerification shall be voluntary and available via @ progcss thar is rransparent.,

4. A certification peraent to thiv Article does not reduce the respomsibility of the controller or the processor for
complisnce with this Regulation and i withowr prejudice 1o the tasks and powers of the supervisory authorities which
are competent purnuant to Aricle 55 or 56,

5 ﬁ:%nmmmiaﬂmﬂhimw&wbudlelﬂfﬁmdminmkﬂmwm

aythaority, on criteria wom)| LT anl y [
m:&m&nudwmwm nmﬁmmm :nnppfnﬂdm hymrd. :bhnwrpmfmlm:
commin certification, the European Data Protection Seal.

6. The comtrofler or processor which submats its mthemﬂﬁuﬂmmmmmﬂd:ﬂumuﬁ-
cation bedy mefermed to in Article 43, or where a ble. ent supervisory authoreiy, with all infermation
mdmmmpmngmm“mymmnduul certification procedure,

7. Certification shall be sued to a controller or processor for a maximum period of three nd
ummd.undwﬂumcmdiﬁnm;armﬁudEmth:ﬁ:mrmqnﬁ:lnumﬁmmhmfmihn“ﬂlh

wuuhmuwm the boudics refirred o in Article 43 or by the competent supervisary antharity
the roquinerents for the certification are not or are no longer met o

8. The Board shall collate all certification mechanisms and data protection seals and marks in a register and shall
make them publicly available by any appropriate means.

Article 43
Certification bodies

1. Without prejudice to the tasks and powers of the competent supervisory authority under Articles 57 and 58,

certification bodies which have an appropriate level of expertise in relation to data protection shall, after informing the

supervisory authority in order to allow it to exercise its powers pursuant to point (h) of Article 58(2) where necessary,

ﬁu;ﬁ]‘:}d renew certification. Member States shall ensure that those certification bodies are accredited by one or both of
¢ following:

{a} the supervisory authority which is competent puraant 1o Aricle 35 or 56;

b} the national accreditation body named in mﬂm%ﬂ:}nhthuﬁﬂﬂu?ﬁﬂﬁﬂﬂhh&mpﬂnﬁﬁumu
and of the Councl (') in accordance with EN-ISOJIEC 17065/2012 and with the additional requirements established

b the supervisory authority which is competent pursuant to Articke 55 or 56,

EWWMmmmzmummummummwphmm

{a} demonstrated their independence and  cxpertise in relation to the subject-matter of the certification o the
satisfaction of the competent supervisory autharity:

i mmmrsmmamwmﬂmm F the Council of 9 July 2008 seating out the requisements for sccredi-
Mgol’puduluu upﬁhghd{uh&JuMNniW!!{Ean! 15,5, 2008,
p-10).
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b} wniderraken to respecr the criteria referred 1o in Article 42(3) and approved by the supervisory awthority which is
competent puraant to Article 55 or 36 or by the Board puriiant to Articke 63

{c) established procedures for the issuing. periodic review and withdrawal of data protection certification, seals and
mtarks;

) Mhdpuwﬂummdmummhnﬂcmmphhuahuﬂhﬂwunfﬁcwﬂﬂuhuahmﬁ
which the cerfification has been, or is being, implemented by ﬂ:mﬂ:wmmﬂmmhlhm
procedures and structures rransparent to data subjects and the public: and

feh hnnﬂnrl;;d.mtheuliiﬁsﬂmnf&:mmrmpnﬂwwnﬂmﬂry.ﬂmﬂmkuﬂumddmﬁdummﬂrh

ict of interests.

3. ﬁnmﬂuﬂuuﬁmﬂﬂ;nﬁmh&uurﬂmﬂtuhpﬁwutﬂlnfﬁhﬁﬂﬂnduﬂuh om the

hasis of criteria a by the mmhumpmm:mm:ﬁiwiﬁur the Raoard

Pt Sl 1B e mw“ catod I Regianion 50 N 74512008 4nd e cheal st desroe
Irements in N TaS[2008 and at

o embs vl oo 6 e ol

4. The cemification bodics referred o in paragraph 1 shall be reponsible for the proper asscssment leading to the
certification or the withdrmwal of such certification without prejodice to the responsibility of the controller or processor

for com with this Regulation, The accreditation shall be issued for a maximum perbod of five years and may be
mncﬂ%mmmmﬁpmﬁdwmdwmﬂulimbod:rmmh:mqumm-mmm%mﬁm

5. The centification bodies referred 1o in 1 shall provide the competent supervisory authorities with the
reasons for granting or withdrawing the . certification,

6. The requirements referred to in paregraph 3 of this Article and the criteria referred to in Article 42(5) shall be
made public by the anthority in an casily accessible form. The s v authorites shall abso ransmie
thewe requirements criteria to the Boand The Boand shall collate all certi i mechanisms and data protection
scals in 2 register and shall make them publicly available by any appropriate means.

7. Withour prejudice m Chaprer VIIL the comperent supervisory authority of the nationa] accredination shall
revoke an accreditation of a certification body t o paragraph | of this Article where the conditio the
mdhthnmmwmmhmﬂ.muawgmmmukmhﬂwﬂmwwmnm

8. The Commission shall be empowened to adopt “ﬂﬂltﬁ‘llﬂl‘liﬂmﬁﬂﬂi‘iﬂlﬁlﬁh?}iﬂr of
m%ﬁmﬁcmﬁmﬂmhuﬁmfﬁmmﬁr data protection certification mechanisms to in
Article 421},

9. The Commission may adopt implementing acts laying down technical standards for certification mechanisms and
data protection seals and marks, and mechanisms to promote and recognise those certification mechanisms, seals and
marks, Those implementing aces shall be adopted in sccordance with the examination procedure refermed to in

Transfers of persenal data to thind countries or international organisations

Article 44
General principle for transfers

Any transfer of personal data which are processing or are intended for processing after transfer to a third
CONETY Or to an intermational organisation take place only if, subject to the other provisions of this Regulation, the
comditions luid dewn i this Chapter are complied with by the controller and processor, including for onward transfers
of personal data from the thind cosmtry or an international organisation to another third country or to another internat-
ional organisation. Al provisions in this Chapter shall be applied in order to ensure that the level of protection of
natural persons guaranteed by this Regulation is not undermined.
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Article 45
Transfers on the basis of an adequacy decision

1. A tramsfer of personal data to a thind country or an international organisation may take place where the
Commission has dechled that the thind country, 4 terttory or one or more speciflod sectors within thar third couniry, or
the international arganisation i guestion emares an adequate kevel of protection. Such a transfer shall not require any
specific authorisation,

2 When assessing the adequacy of the level of proteciion, the Commission shall, in particular, take acoount of the
following elements:

{a) the rule of law, respect for human rights and fundamental frecdoms, relevant legislation, bath general and sectoral,
inchading concerning public sccurity, defence, national seoerity and criminal law and the sccess of public anhoritics
to peronal data, a5 well as the implementation of such legislation, da protection rules, profesional mubes and
seourity measares, mcluding miles for the onward transfer of personal data to another third coumtry or international
ofgznisation which are complied with in that country or international organisation, case-law, as well as effective and
enforceable data subject rights and cffective administrative and judicial redress for the data subjects whose personal
data are being transferred:

b

r—

the existence and effective functioning of one or maore independent supervisory anthoritics in the thind country or 1o
which an international organisation is subject, with responsibility for ensuring and enforcing compliance with the
data protection rules, incheding adequate enforcement powers, for assisting and advising the data subjects in
exercising thelr rights and for cooperation with the supervisory autharities of the Member States; and

b the intermational commitments the thind country or international organization concerned has enterod into, or other
obligations arising from legally binding conventivns or instruments as well as from its participation in multilateral

of regional systenis, in particular in relation to the protection of personal data

3. The Commission, after assessing the adequacy of the level of protection, may decide, by means of implementing
act, that & thind country, 4 territory or one or more specified sectors within 4 third country, or an international
organisation ensures an adequate level of protection within the meaning of paragraph 2 of this Article. The
implementing scr slull provide for & mechanism for & petiodic review, at least every four years, which shall take into
account all relevant developments in the thind umm'.rr or ivernationsl organisation, The impbementing act shall specify
its territorial and sectoral application and, where :pt':ablr. identify the supervisory authority or authorities referred 10
in point (b) of paragraph 2 of this Artiche, The implementing act shall be adopted in accordance with the examination
l'lTl.l.rL'IJIJI'I: referred fo in Amkle ‘!HZ}.

4. The Commission shall, on an onguing basis, monitor developments in thind countries and imermnational organ-
iwations that could affect the functioning of decisions adopted pursamnt o paragraph 3 of this Article and decisions
adopted on the basks of Amicle 25(6) of Directive 95/48/EC,

5.  The Commission shall, where available information reveals, in particular folbowing the review referred o in
paragraph 3 of this Article, thar a thded country, a territory or one ar more specified sectors within a thind country, or
an international organisation po longer ensures an adequate bevel of protection within the meaning 11F[;umgra|1h 2 of
this Article, to the extent nevessary, repeal, amend or suspend the decision referred 1 in paragraph 3 of this Article by
medns of implementing acts withoat retro-active effect, Those implementing acts shall be adopred in accordance with
the examination pnmcl!hn: referred o in Article 9321

O duly pustified imperative grounds of urgency, the Commission shall adopt immediately applicable implementing acts
in accordance with the procedure referned 1o in Article 93(3).

& The Commission shall enter into consultations with the third country or international organisation with a view to
remedying the situation giving rise to the deciston made pursuant to paragraph 5.

7. A decision pursuant o paragraph 3 of this Article b without prejudice to transfers of personal data to the third
country, o territory o ofc o more specificd sectors within that third country, or the international organisation in
question pursuant to Articles 46 o 49,

4 The Commission shall publish in the Offical foumal of the European Union and on its website a list of the third
conmitrics, territorics and specified sectors within a third country and international organisations for which it has decided
that an adequate level of protectbon is or is no longer ensured.
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4, Decisions adopred by the Commission on the basis of Article 256} of Directive 93/46/EC shall remain in force
ﬁ;ﬂdﬂluph!dﬂmpﬂhyifﬂﬂﬁﬂbﬂﬂﬁhﬂ%dhxﬂﬂﬁmﬁﬂipmm@h]uEﬂr%

Article 46

Transfers subject to appropriate safeguards

1. In the absence of a decision purviznt to Articke 45(3), a controfler or processor may transfer personal data tooa
third country or an international organisation only if the controfler or processor has provided appropriste safegaands,
andd on condition that enforceable data subject righes and effective kegal remedies for data subjects are available.

2. The appropriate safeguards referred to in paragraph 1 may be provided for, without requiring any specific authoris-
athon from a supervisory authoriey, by

{a) a legally binding and enforceable instrument between public authorities or bodies;
b} binding corporate rules in accondance with Articke 47:

fe} standard data protection claeses adopaed by the Commission in accordance with the examination procedure referred
10 in Arvicle 932

W) stancard data protoction clauses a th and the € rsuant to
i e nIurrtil:Iby m‘p:‘f;lnfyau ority approved by the Commission pu

feb an approved code of conduct purasant o Articde 40 mogether with binding and enforceable commitments of the
mmm“u‘ of processor in the thind contry 1o apply e appropriate safeguards, including as regards data subjects’

{fi an approved certification mechanism Iﬂﬁnunl 1o Article 42 together with binding and enforceable commitments of

the controller or processor in the 1 apply the appropriate safeguards, including as regards data
subjects’ rights.

L the authorisation from the competent supervisory authority, the appropriate safeguards referred to in
mnphlnwlkohpemuediar.hpuﬁmhz.w

{a} contractual clases between the controller or processor and the controller, processor or the recipient of the personal
data in the thind country or international organisation; or

bl provisions to be inserted into administrative armangements between public authorities or bodies which include
enforceable and effective data subject sighes.

4. The supervisory authority shall apply the consistency mechanism referred to in Article 63 in the cases referred to
in paragraph 3 of this Articke.

h%ﬂ a Member State or WEMMEMMMHNJMHH
remakn amended, replaced or repeal MECEsSATy, supervisory authority, Decisions
the Commision on the basis of Article 26(4) of Drective 95/ shall remain in force until amended, replaced or

repeabod, if nocesary, by a Commission Decisfon adepted in acoordance with paragraph 2 of this Aricle.

Article 47

Rinding corporate rules

1. The competemt supervisory authority shall approve binding corporate mles in accondance with the consistency
mechanism set out in Article 83, prowided that they:

binding and and are enforced by every member concerned of the of undertakings,
" m mnﬂhﬁmfmmmﬁq inchuding their emplovees: Fr .
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b} expressly confer enforocable rights on dara subjects with regard to the processing of their personal data; and
{c) fulfil the requirements Loid down in paragraph 2.
L The binding corperate rules referrad 1o in paragraph 1 shall specify at least:

{a) the structune and contact details of the group of undertakings, or group of enterprises engaged in a joint economic
activity and of each of its members:

) the data rramfers or ser of transfers, irbchiugﬂnumgorlu of personal data, the type of processing and its
purpases, the vpe of data subjects affected and the identification of the third country or countries in question;

fh their legally bindirg nature, both infernally and externally;

i) dulpﬂhﬁmdurmldm protection p lex, in particolar purpese limitation, dota minimisation, limited
storage periods, data quality, data pmhﬂiunhy ldb}ﬁﬁﬂhkﬂdhﬂlhpmmd
wﬂuumn&'pﬂwm measures o emanre data securty, and the requirements in respect of onward

fiot bovznid by the binding corporate rules:

feb the rights of data subjects in

the acceptance by the controller or ¢ established on the teritory of & Member State of lishility for
% bﬁdﬂdﬂw?hﬂngmpmnm mﬁtfmmimmlbhdhﬂuumﬂumr:ndﬁ;‘g
dnpmmrshlﬂbcumplﬁgmal in whole or in part, only if & proves that that member is not

Tow the information on the binding corporate miles, in pa referred fo in s {d}, i)
g mdﬂdmkmhhpwmirﬁnhumhﬁuhuddhmmnnﬂgu"mdu* pota

] d!mh_uflnydlupw&annﬂ‘mddﬂlld in accordarsce with Article 37 or any other person or entity in
charge of the monitoring compliance with the binding corporate miles within the group of undertakings, or group
ulmmwhuemﬂinihmmmm as well as monitoring raining and complatnr-handling:

iy e complaint procedures:

the mechanisms within the o group of riscs engagesd in 4 jolnt econemic activity for
L ensuring the verification nmplm m'ﬁ Hngiun;wpmm rules. Such mechanisns shall inchade data
progection audits und methods for ensuring comective actions to protect the rights of the data subject, Results
e it S e o b ot e b st gl o peshs i
a ar 23 in a joint economic

sctivity, and should be mmm:hmmﬂm

K the mechantsms for reporting and recording changes 1o the rules and reporting those chunges 1o the supervisory

i mechanism with the supervisory suthority 1o ensure compliance member of the of
m;gmnf nmpdinlldnlmmmqlnplrﬂghﬂwhmﬁer to the
supervisary ﬂrylhnruuhdvuﬂnmmnhhemmmufnﬂdmhpdmm

{m) the mechanisms for tu'rhemwntmpmmiulh any rements to which a member of
the group md:urg:r:ﬂa pofmm-prﬁunmd :mﬁﬁmwunﬁmmldﬂmm
wH:hmHh]ymhlw.lnduamhl adverse effect on the guarantees provided by the binding corporate miles: and

in) the appropriate data profection training o personnel having permanent or regular access to personal data,
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L The Commission may specify the formar and procedures for the exchange of information besween contmallers,
processors and authorities for b corporate riles within the meaning of this Article, Those
mmplementing acts hudupudhmdmu the examination procedure set out in Article 93(2).

Article 48
Transfers or disclosures not authorised by Union law

Any fudgment of a cowrt or tribunal and any decision of an sdminisrative suthority of o thind counery requiring a
comtrofler or to transfer or dischose personal data may only be recognised or enforceable in any manner if
based on an ml agreement, stch as o muroal begal assistance treaty, in force between the requesting third

country and the Union of @ Member State, withour prejudice to other grounds for transfer pursuant to this Chapter.

Article 49
Derogations for specific situations

1. In the absence of an sdequacy decison pursuant 1o Article 45(3), or of appropriate safeguards pursuant to
Article 46, including binding corporate rules. a transfer or a set of transfers of personal data to a third country or an in-
termational organisation shall take place only on one of the Bllowing conditions:

fa) the dara subjecr has exphicitly consented 1w the proposed transfer, after having been informed of the possible risks of
such transfers for the sirbject due to the absenee of an adequacy decision and appropriate safeguards;

k) the transfer is necessary for the perfirmance of 4 contract between the data subject and the controller or the
implementation of pre-contractual measures taken at the data subject’s request;

fcb the transfer is necessary for the condlusion or rmarwe of a contract concluded in the interest of the data subject
between the controlfler and another natural or person;

() the transfer is necessary for important reasons of public interest;
feb the transfer s necessary for the cuablishment, exercise or defence of legal claims;

i} the ransfer is necessary in order 1o 1 the vital interests of the data subject or of other persons, where the data
subject i3 physically o legally of giving consent;

{g) the wansfer is made from 4 register which sccording to Union or Member State law is intended to provide

information to the public and which is tis comsultation either by the public in general or by any person who

can demomnstrate @ legitimate intene, only 1o the extens that the conditions laid down by Union or
Huthﬂm'l-ml'nrmhrhn are fulfilled in the particular case.

Where a transfer could not be bused on 4 provision in Article 45 or 46, incheding the on binding corporare
rules, and none of the derogations for a specific sintation referred 10 i the frst ragraph of this paragraph is
applicable, a wransfer ro a third country or an imernational organisation may rake i the transfer & mot
repetitive. concerns only a limited nomber of dara sul nmwﬁrhmﬁmm@ﬁmu
Imuupumedbydumthwlﬁdlmm by the interests or rights and freedoms of the subject,
and the controdler has assessed all the circumstances surrounding the data transfer and has on the basis of that

: the protection of personal data. The controller shall inform the

E
th
E
1
:
'E
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1. Potnts a), (b} and i) of the fisss subparagraph of paragraph 1 and the second subparagraph thereof shall nor
o activities carried oot by public authoritiss in the exercive of their poblic powers. o

4. The interest referred 1w in mwnlﬂnﬂmumpmwhdpnmphldﬂlhnwﬁdhﬂm
Law or in dmmwm:fdmnuumm

5 hmmﬂumﬂmmsuuummhamwmﬁr thpmmrmifpuh‘klmmr.
expressly set limits to the specific categories of persomal data to 4 thisd country or an intermational
organisation. Member States slall notify such provisions to the Commisson.

6. The contmoller or processor shall decument the assessment as well as the suitable safepuards referred 1o in the
secomd subparagraph of parapraph 1 of this Article in the reconds referred o i Article 30,

Article 50
International cooperation for the protection of personal data

In relation to third countries and international ooganisations, the Commission and supervisory authorities shall take
approprisie steps fo:

{a) develop international cooperation mechanisms to facilitate the effective enforcement of legislation for the protection
of personal dara:

) provide intermational mumal asisanee in the enforcement of legislation for the protection of personal data,

through netification, imt referral, investigative assistance and information exchange, subject to

safeguards for the nd'pﬂmuldnuandoﬂ:erﬁmdamentalnghts and freedoms;

kjwrﬂ&mm&tﬂnﬁmhﬁmmmmmﬂumm international cooperation in the
enforcement of legislation for the protection of personal data;

(d) promote the exchange and documentation of personal data protection legislation and practice, including on jurisdic-
tional conflicts with third countries.

CHAPTER V1
Independent supervisory authorities
Section 1
Independent status
Article 51
Supervisory authority

L E:r.hmmhmtmmfﬂmuwwm]subkmmhmhn!pumhﬁrmlrmm
the application of this Regulation, in order to protect the fundamental rights oms of natural persons in relation
1o processing and o facilinate the free flow of personal data within the Unfon Psupervisory authosin.

1. Each supervisory authority shall comtribute to the consistent application of this Regulation throughout the Union,
For that purpose, the supervisory authodities shall cooperate with exch other and the Commision in socordance with
Chaprer VIL

1. Where marne than one supervisory: authority is established in a Member State, that Member St shall designate
ﬂl: authoriny which is to o those authoritics in the Board and shall set out the mechanism to ensire
lh:-nllnamhwmnwl the rules relating to the consistency mechanism referred o in Article 63,

4. Esch Member Stte shall nou udttﬂﬂw&uhnl}uprmﬂmuﬂuhwvdkhit 15 pursusnt 1o this
Chapter, by 25 May 2018 and, wﬁzndnhun_rwhqmmlm wor
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Arlicle 52
Independence

mh.:wmummmmmmmmhmpumhmmmw
in accordance with this Regulation.

L The member or members of cach lulh:dlyﬂuﬂ.hﬂh of their tasks and exercise of
their powers in acconlance with this mmﬁu from influence, whether direct or indirect, and

L Member or members of each supervisory authority shall refrain from any sction incompatible with their duties
nuﬂduﬂnm.ﬁuin;fhﬁ'mmufumu engage in any inconiparible ocoupation, whether gainful or ot

4. Easch Member State shall cnsure that cach supervisory amhority is provided with e human, technical and
ﬁ'l.lnd.llmmmhlﬂhmmmyhﬂu:ﬁcﬂnpﬂﬁrmmudmnhundmdh
m&&hmmmhmﬂwmthmmﬂmmdthWu participation in the

5. Each Member State shall envre thae each spervisory autharity chooses and has its own stafl which shall be
stabyject 1o the exclusive diroction of the member or members of the supervisory authosity concerned.

6. Each Member State shall ensure that cach autharity is subject to financial controd which does not
affect its independence and that it has separate, public an budgets, which may be pare of the overall state or nationsl
budger.

Anticle 51

General conditions for the members of the supervisory authority

1. Member States shall provide for each member of their supervisory authorities to be appointed by means of a
transparent procedure by:

— their parbiament:

— their pivernment:

= their head of State: or

— an independent body entrusted with the appoinement under Member State law.

Each member shall have the fications, experience and skills, in particular in the area of the protection of
mhmwmﬂmﬂﬁm

3. The duties of 2 member shall end in the event of the expiry of the term of office, resignation or compulsory
retirement, in accordance with the law of the Member State concerned.

4 Amﬂwﬂhdﬁmhﬁm&hmn[mﬁum&wndmmﬁthemmbermhnzﬂﬁﬂmsthzmndiﬁons
required for the performance of the
Article 54
Rules on the establishment of the supervisory authority
1. Each Member State shall provide by law for all of the following:
{a) the cstablishment of each supervisory authoriny:
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b he qualifications and eligibilicy conditions required o be appointed as member of cach supervisory autharity:

feb the rules and procedures for the appointment of the member or members of cach supervisory authoriny

W) the duration aof the term of the member or members of cach aunthoeiy of 1 less thun four years, excepe
for the first appointment after 24 May 2016, part of which may take place for a shorter period whene that is
necessary o protect the independence of the supervisory authority by means of 2 staggered appointment procedure:

te} whether and, if so. for how many terms the member or members of each supervisory authority is eligible for
reippalntment;

il the conditions governing the obligations of the member or members and stalf of cach supervisory awthority,
prohibitions on actions. sccupations and benefits incompatible therewith during and afier the term of office and
rules geverning the cowation of employment.

2. The member or members and the staff of each supervisory authority shall, in accordance with Union or Member

State law, be subject to a duty of professional secrecy both during and after their term of office, with regard to any

confidential information which has come to their knowledge in the course of the performance of their tasks or exercise

of their powers. During their term of office, that duty of professional secrecy shall in particular apply to reporting by
natural persons of infringements of this Regulation.

Section 2
Competence, tasks and powers
Article 55
Competence

1. Each supervisory autharity shall be competent for the performance of the tasks assigned to and the exercise of the
powers conferred on it in sccondance with this Regulation on the territory of its own Member State,

2 Where i carried out bf nh'lk authorities or private bodies acting on the basis of point (c) or (¢} of
Article 61}, the supervisory authority of the Member State concerned shall be competent. In such cases Article 56 does
nat apply.

3. Supervisory authorities shall not be competent to supervise processing operations of courts acting in their judicial
capacity.

Article 56

1. Witheut iee to Article 55, the supervisory authority of the main establishment or of the single establishment
of the controller or progessor shall be competent to act as lead supervisory autherity for the coss-border processing
carried oant by that controller or processor in sccordance with the procedure provided in Arricle 60,

2. By derogation from h 1, each supervisory authority shall be competent 1o handle a complaing with
it ar a possible infringement of this B bﬂ;.'ﬂﬂuwbjmmmuhmmbmm:mhﬁ:n:emhh_ Stare
uﬂduﬂl}aﬁnﬂﬁlﬂmﬁﬁﬁnﬂ%hiﬂﬂmﬁu!ﬂm

3. In the cases referred o in 2 af this Article, the supervisory authority shall inform the lead superviso
authority lﬂmiﬂqmmrmuﬂimmhipﬁddlmm#mmw ﬂlﬂ'mw{ﬁg
authority shall decide whether or mot it will handke the case in accondance with the procedure provided in Amicle 60,
into account whether or ot there is an establichment of the contoller or processor in the Member State of
the supervisery ahority informed it

i
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4. Where the lead supervisory authoriny decides o handle the case. the procedure provided in Article 60 shall apply,
ﬂnazrn-tmymmrruhl;dr the lead supervisory authority may submit to the bead s authority a
draft for a decision, The lead authority shall take utmost account of that draft when preparing the draft
decision referred o in Articke 60(3).

5. Mﬂwhﬂwmiamh decides nat to handle the case, the supervisory authoriny which informed the
bead supervisory authority shall nﬂu“ilth:mnrdlmmﬂrtﬂuilnﬂﬂ. 7

6. The lead authority shall be the sole interloaitor of the controller or processor for the cross-border
promﬁumw«pm

Article 57
Tasks

1. Without prejudice to other tasks set out under this Regulation, each supervisory authority shall on its territory:
{a) monitor and enforce the application of this Regulation;

{b) promote public awareness and understanding of the risks, rules, safeguards and rights in relation to processing.
Activities addressed specifically to children shall receive specific attention;

(¢) advise, in accordance with Member State law, the national parliament, the government, and other institutions and
bodies on legislative and administrative measures relating to the protection of natural persons’ rights and freedoms
with regard to processing:

i) promote the awareness of contrallers and processors af their obligations under this Regulation;

e} wpon request, provide information e any data subject concerning the exercise of their righes under this Regulation
and, if appropriate, cooperate with the supervisory authorities in other Member States to that end:

it handle complaints lesdped by a data subject, or by 4 bady, erganisation or association In sccondance with Article 80,
nndln-we.mMuwWﬂnmﬁmmr’dd&mﬁhmﬂin&mhmﬁmﬂm
progress and the outcome of the investigation within a reasonabbe period, in particular if further investigation or
courdination with enother supervisory suthority is necessary;

@) conperate with, including sharing information and provide munal swisance 1o, other superdsory authorities with
© aview to ensuring the comsistency of application and enforcement of this Regulation;

i conduct investigations on the application of this Regulation, inchiling on the basis of information recelved from
mwwwwﬂmwcaﬂnﬁm

{iy  monitor relevant developments, insofar as they have the protection of personal data, in particular the
Mmﬁhﬁnﬁmﬂmmﬁuhﬂmﬁm a:-gmmmlmm

) adope sandard contractiual clauses referred 1o b Article 28(8) and in polat (d) of Article 46029

k) establish and maintain a list in relation o the requirement for data protection impact assessment pursaant fo
Artiche 154

i give sdvice on the processing operations referred to i Article 36(2):

{m} the drawi of endes of condysct parsuant to Article 40{1) and provids an on and approve such
md&ﬂmndmttﬁ?mﬁewﬂhm*w mm:m.ﬂnidew.'iﬁ ot -

() encourzpe the establishment of data protection certification mechanisms and of data protection seals and marks

pursuant to Article 42(1), and approve the criteria of certification pursuant to Article 42(5):

{0} where applicable, carry out a periodic review of certifications isued in accordance with Articke 42{7):

OH
3
0%
oA
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{p) draft and publish the criteria for accreditation of a body for monitoring codes of conduct pursuant to Article 41
and of a certificarion body pursuant e Article 43;

=

conduct the scereditation of a body for menitoring codes of conduct pursuant to Article 41 and of a certification
baofy pursisant to Article 43

authorise conractual cliuses and provisions referred 1o in Article 46(3);

approve binding corporate rules pursuant 1o Article 47;
wontribute to the activitkes of the Boand;

T 2 7 8

m: intermal records of infringements of this Regulation and of measures taken in accordance with Article 58(2);

fv) fulfil any other tasks related to the protection of personal data,

2. Each ey anthority shall facilitare the submission of complaints referred to in point (f) of paragraph 1 by
MIEALTES as a complaint submission form which can also be completed electronically, without excluding other
mieans of commEmication.

The performance of the tasks of cach supervisory authority shall be free of charge for the data subject and, where
npplhhl:.ﬁwdudm protection officer.

4. Where requests are manifestly unfounded or excessive, in particular because of their repetitive character, the
supervisory authority may change a measonable foe basad on administrative costs, or refuse to act on the request. The
supervisory lml‘mit!ihﬂ bear the bunden of demonstrating the manifestly unfounded or excessive character of the
FEUCsE.

Aricle 58
Powers

1. Esch supervisory authority shall have all of the following investigative powers:

{a) 1o onder the controller and the processor, and, where applicable, the controller’s or the processor's representative to
prowide any informarion it requires for the performance of its tasks;

(B}t carry out investigations in the form of data profection audits;
feb v carry our a review om certifications wsued pursiant o Article 42(7);
) 1o notify the controller or the processor of an alleged infringement of this Regulation;

fe} o obtain, from the contraller and the processor, sccess 1o all personal data and e all infsrmation necessary far the
performance of its tasks;

i o obtain sccess 1o huu{ﬂ:umnﬂqmdﬂummmdudhgmn data processing ment
mdmhmwduu{o:’:?hunm“m&mpmmdmﬂ v e

L Each supervisory authosity shall have all of the following corrective powern:
{a} 1o issie warnings to 4 controfler ar that intended fikely to of
2, “ﬂun: a Processor nded processing operativns are fikely to infringe provisions

ﬂ:}mhmrhlndumlmnunnwipmﬁmmnﬂngmhwhﬁﬁmﬂpmﬂthh

e} to onder the controller or the processor o comply with the data subject’s requesis 1o cxercise his or her rights
puirsuant b this Regulation;
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i) o onder the conmmoller or processor hwnmp&mwlﬂ:ll’uprwlslmnf:hh
nthmn.nmapmmm.wmmmm“d

{e} to onder the controller to communicate a personal data breach i the data subject;

i o impose o temperary o definitive limitation inchiding 2 ban en prcessing:

@ o onder e roctification or erasure of personal data or restriction of processing pursuant to Articles 16, 17 and 18
and the netification of such actions o recipients 1o whom the peronal data have been disclosal pursuant to
Article 17(2) and Article 19;

i o withdraw a cenification or to onder the certification body W withdraw a cerntification issued pursuant to
Nﬁdu#inﬂﬂ or oo order the certification body not o issue cenification if the requirements for the cernifi-
catinn are nof or are no longer met;

fil 1o impose an adminisrative fine pursuant o Articke 83, in addition to, or instead of measures referred to in this

paragraph, depending on the circumstances of cach individual case:
(i to order the suspension of data flows to a recipient [ a thind country or to an international erganisation.
% Each supervisory authority shall have all of the following authorisation and advisory powers:
{a) o advise the comtroller in accordance with the prior consultation procedure referred to in Artide 16;

b mmnnwmmwmwmmmmmmmmm
I accordance with Hmﬁ:rsuhhwmdhmmhnsuﬂbndhuwnﬂalmhpﬁ&mwmrﬂnd

1o the protection of personal data:
i) 1o authorise processing referred 1o in Article 3605), if the law of the Member State requires such prior amhoristion:
) to dssue an opinion and spprove draft codes of conduct prrsiant to Article 40(5)
fe} to accredit certification bodies pursiant to Article 43
{f to lssue certifications and approve criteria of certification in accordance with Article 42(5);
i) to adopt standand data protection clanses referred 1o in Article 28(8) and in point {d) of Arricle 46(2):
{4} to authorise comractual clauses referred o in polnt a) of Arcle 4603
fit vo authorise administrative arrangements referred 1o in point () of Aricle 46(3);
) o approve binding corporate rules pursiant to Article 47,

4. Th::mn:nrdumuwmlmnﬁonﬂumwfmrynmmﬂymmluthhmﬂdnwib;.mﬁnm
m mmﬂmmmmum.mmmmwmmwm

5 MMMMMWMMMHHM:? ‘shall have the power to bring
Irlm:ppmpﬂ.lk O COMMTICNCE OF Cngage

Arnicle 59

Activity reports

Each supervisory awlrity shall draw up an annual report on its activities, which may include a list of types of
infringement notified and of measures taken in sccondance with Article 58(2). Those reports shall be transmitted
1o the mdmulpuﬂlm e government and other autherities as designated by Member State law. They shall be made
available to the public. 1o the Commission and to the Board,
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CHAPTER VII
Cooperation and consistency
Section 1

Cooperation
Article 60

Cooperation between the lead supervisory authority and the other supervisory authorities
concerned

1. The lead supervisory authority shall cooperate with the other supervisory authorities concerned in socordance
with this Article in an endeavour 1o reach consensus. The lead supervisory authority and the supervisory authorities
concertiod slall exchange all redevant information with cach other,

2 The lead supervisory authority may request at any time other sepervisory authorities concerned o mutia]

axsistance pursuant o Article 61 and may conduct joint operations pursuant to Article 62, in particular for carrying out

mwmhrmﬁnﬂglhmwmmmnnhmmmammwmwm
another State,

3 Th:lndmpwﬂmrmhmwmn.whhﬂ delay, communicate the relevant information on the matter to the
other supervisory authorithes concerned. It shall without delay submit o draft Jeclsion to the other supervisory
authorities concerned for their opinion and fake due acoount of their views,

4. Where any of the other supervisory suthorities concerned within a period of four weeks after having been
consulted in accordunce with paragraph 3 of this Article, 4 relevant and ressoned objection 1o the draft
decision, the lead supervisory anthority shall, if it does not follow the relevant and reasoned objection or is of the

¢
be subject to the procedure referred to in paragraph 4 within a period of two

. %mmn!thdhﬂﬁ&mlﬂhﬁummdhuﬂmdmhhﬁdﬂmmhmhndhfﬂw

bead authority within od refirred to in paragraphs 4 and 5, the lead supervisory authority and the
supervisory aut wﬁumcnu&shnﬁ&mﬂmhhmmrﬂﬁﬂmdmﬂdﬂ:hnmdﬁdhhauﬁbyl

7. The lead supervisory authoriry shall adopt and oty the decision 1o the main establishment or single
extablishment of the controller or processor, s the case may be and inform the other supervisory authorities concerned
andd the Board of the decision in question, including a summary of the redevant faces and grounds, The supervisory
awthority with which a complaint has been lodged shall inform the conplainant on the decision.

& derogation from 7, where is dismissed or rejected, th pﬂ-vlnuF— with which
the n:zlpl.lht s r:l..npt the d:chﬁp::‘mﬂﬁr it o I?:: mmpl.ll:n:tm hrunnd:{: conmrller

®

Where the lead ry authority and the antharities concerned tor disniiss or ris of
-mphhulndmnwﬂhrpmul'{hsc Ws:pm&chhnlhlﬂh ﬁwﬁhnfmthm;unf
the matter, The lead supervisory authority shall the decision for the part concerning actions in relation to the
comtrofler, shall notify it to the main establishment or single etablishment of the controller or processor on the

of Is Member State wmd shall inform Ib:mmph]mmil'nm[.whlu Ihmﬂ\hﬂylﬂl‘hﬂwﬁlﬁ:m Inant 3
adopt the decision for the part concerning dismissal and shall it to tha
mhhlnrnﬂﬂuuinfmnﬂ::mmuu:rwpmnmn

7

1o, Aﬁ:rbﬁumﬂﬁdulﬁthhhﬂlhhimmuﬁmpmmwph?ud?
tﬂmdulnhlhnmfmmmmummlm with the decision as P
activities in the context of all is establishments in the Union. The controller or proceso r!hlll notify the medsures

ukmror mmmminmwwmwmnmm other supervisary

i
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11 Where, in exceprional circumstances, o supervisory authority concerned has reasons to consider that there is an
mm need to act in order to protect the interests of data subjects, the urgency procedure referred to in Article 66 shall
app

12 The lead supervisory and the other supervisory authorities concerned shall supply the information
required under this Article g0 cach other by electronic means, using a standardised format,

Article 61
Mutual assistance

1. Supervisory authorities shall provide cach other with relevant information and mutual assistance in order to
I‘rlqﬂ:lnntu'-dq:pl;rdisR.quh‘l:hni'rllmrﬁsﬁmrmnu.uﬂﬂuﬂpmlnphwmm&ﬁrrﬂ'ﬁdﬂmmqnnﬂun
with ane another. Murual asistance shall cover, in particular, information reqiests and supervisory measures, such as
requests to carry out prior authoriations and consultations, inspections and investigations.,

2. Each shall take afl measres tor tova nfmm]'lcuu
"f’%"ma e e i v e L gl s o
pﬂﬂmhﬂh:mﬂvhn redevant information on the conduct of an investigation.

3. Reguests for assistance shall contain all the necessary information, including the e of amdl reasons for the
request. Information eochanged shall be used only for the purpose for which it was

4. The requested supervisory autharity shall not refuse to comply with the request unbeis:
{ab it is noe comperent for the subject-matter of the request or for the measures it s requested to execute; or

) compliance with the request would infringe this Regulation or Union or Member State Law to which the supervisory
nnhndtfm{dngthemq:ﬂkmbpm

supervisary shall inform the reg rrquulh:rﬁynfﬂnmlunr,uﬂucm
n'u:y" Wﬂﬁdﬂmmﬂhninmmmnﬂm ¢ request, The requested supervisory authority
TEASONS T € [l bt ph 4,
pﬂnrih for any refisal plv with 4 request pursuant to paragraph

b Hequested supervisory authorities shall, ruit. he information roquested by other supervisory
udimiﬁuhyduﬂmhmuﬁnglmdlrﬂ:d‘ ey L ™

Requested supervisory authorities shall not charge a fee for any action taken by them pusuant o a request for
mumllulnrn:. lulhnrl.tlurm;flgrunnruksln ﬁmﬁuﬂwfmq’uﬁupﬂhﬁuhiq
from the provision of mutual asistance in exceptional circumstances.

8. Where a supervisory awthority docs not provide the information referred to in paragraph 5 of this Article within
one month of the of another the may adogt a

e e o A e Rk k.t et
uu:tmdnﬂxﬂdeﬁﬁ{liduﬂbemmdmhmmdnqm:nnrggmhludingdncmﬁnmlwlmdmmt
o Article 66{2).

9. The Commission may, bmnn[hﬂmuummwmwwmﬁrmﬂmm
referred 1o in this Artide and the arrangements for the exchange of Iaformation by clectronic means between

-ﬂmmmhﬁmw.mm.mmmm the standandised formar
wadmmmwﬂumuw sceordance with the examination
1o in Article 93(2),
Article 62
Joint operations of supervisory authorities

1. The supervisory suthorities shall, where appropriate. conduct joint aperations inchuding joint investigations and
point enforcement measures in which members or staff of the supervisory authorities of odwer Member Stares are

T2H Y FHIR0F 22 EH ol ST &
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L
M'ﬁpﬂshmu%mhﬁh%mﬂﬂymhuﬁmﬂjmwm roaks, o

In accordance with Member State law, and with the seconding supervivory
authority's authorisation, confer powers, including investigative powers on the secomding supervisory authosity's
miemibers or stalf involved iﬂMﬂpuuﬂuua,nmﬁru:hhwnf‘g;Hmmdhmw

ts, allow the or o exercise their in in
e gwmmm i sy oot st
presence of or staff of the host authority. The
staff shall be aﬁj::tmlluhl:uhﬂur:llwdﬂw supsrvisory

6. Without preusdice to the excreise of i huv&-#mhﬂlhd%uiﬂaﬂdwllhlhtmqﬂm of paragraph 5. cach

Member State shall refrain, in the case for in I, from requesting reimbursement from another
Member Srate in rdldunlndlmqgrﬁfmdmhplﬂwrnw

7. Where a joint operation is intended and a supervisory muthwority does not, within one monti, comply with the
obligation laid down in the second sentence of paragraph 2 of this Anicle. the other supervisory authorities may adopt
a provisional measure on the territory of its Member State in sccordence with Artide 35. In that case, the urgens need
to act under Article 66(1) shall be presumed to be met and require an opinion or an urgent binding decision from the
Board pursuant to Article 66(2).

Section 2

Consistency
Article 6%
Consistency mechanism
In order to contribute to the consistent application of this Regulation throughout the Union, the supervisory suthorities

shall cooperate with each other and, where relevant, with the Commission, through the consistency mechanism as set
out in this Section,

Article 64

Opinion of the Board

1. The Hoard shall issue an opinion where @ com supervisory authority intends to adopt any of the measures
bedow, To that end, the competent supervisory authority shall communicate the draft decision to the Board, when it:

fab atms to adopt a list of the processing operations subject to the requi for a data protection impact nt
pursuang o Articke 35(4);

b} eoncerns a matter purazant o Article 40(7) whether a draft code of conduct or an amendment or extension to a
mdpul'mhn complice with this Regulation:
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{ch aims to approve the criteria for accreditation of 3 body pursuant o Article 4103 or a certification body puraant o
Anicle 43(3;

) aims to determine standard data protection clases referved 1o in point () of Article 46(2) and in Article 28(5):
fe} aims to anthorise contractual clauses referred to in point (a) of Article 4603 or
i} wims toapprove binding corporate rules within the meaning of Articke 47,

Any supervisory authority, the Chadr of the Board or the Commission may request that any matter of general
npphc:ﬂunorpmdmwﬂ‘l‘-mmmmﬂumhﬁmﬁdsuuhmmmwmawdwﬁhimmmw
opinkon, in partcular where o competent supervisory authority docs not comply with the obligations for mumal
assistance in accordance with Artick: 81 or for joint operations in accondance with Anicle 62,

3 hmwmwhwmild!.mmmmmwpﬁlhnnl matter submittesd 1o it

'r]urlh.uunul optnion on the same matter. That opinton shall be ped within eight weeks
simpke uummamenmmn may be extended by a fiother six weeks, taking into
account the com of the subject matter, Begarding the draft decision refered to in paragraph 1 crculated 1o the

members of the in accordance with paragraph 3, a member which has not objected within a reasonable
indicated by the Chair, shall be deemed 1o be in agreervent with the draft decision.

i

Supervisory authorities and the Comminsion shall, withoat undue delay. communicate by clectronic means to the
Bulrd.l.ﬁln;i!hndldhﬂdfwmllu,ulrnuﬁﬁlmliﬂ including as the case may be a summary of the facs, the
draft decision, e grounds which make the eactment of such mesure pecessiry, and the views of other supervisory

5. The Chair of the Board shall, without undue, delay inform by electronic means:

tah the members of the Board and the © ission of amy rel, information which has been commiumnicated w it

) mmummuhﬁlmnhmmhhmhs1md2.andll1=fmm-uhhtwfuhn

. Th:mmpenlmpm-hurymhwiyﬂuﬂmaduptnsdnﬁdmdmnhmdmmpmmph I within the period
refermed o in paragraph 3.

7. The supervisory authority referred o in paragraph 1 shall take utmost account of the opinton of the Boand and
shall, within two weeks after receiving the opinion, communicate to the Chair of the Board by mieans whetler
it will maintain or amend its dralt decision and, if any, dhe amended draft decision, using a standandised format.,

4 \th:;: mm?hﬁnm{ﬂ:fhhﬂﬁhﬂhﬁﬂhpﬁdﬂ:ﬁm&:
paragraph 7 it does not in to follow the opinion Howrd, in of in part, providing
le'lnutgrmmﬁ.&rmlciﬁ[l}duﬂ apply.

Article 65
Drispure resolution by the Board

1. In order fo ensere the correct and consistent application of this Regulation in individual cases, the Board shall
adopt a binding deciston in the following cases:

{a) where, in a case referred 1o in Article 60{4), a supervisory authority concerned has raised a relevant and reasoned
objection o a draft decision of the lead suthorite o the lead authority has rejected such an objection as being not
relevamt or reasoned, The binding decision shall concern all the matters which are the subject of the relevant and
reasoned objectbon, in partioular whether there is an infringement of this Regulation;
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) where there are conflicting views on which of the supervisory authorities concerned s competent for the matn
estublishment:

fe) where a competent supervisory authority does aot request the opinion of the Boand in the cases referrad o in
Article 64{1], or does not follow the opinion of the Board isaed under Article 64, In that case, any supervisory
authority concerned or the Commission may communicate the marter oo the Board.

1 The decision referred o in 1 shall be adopted within one month from the referral of the subject-matier
bylmd\-h'lhmmmyuhhmm of the Board That period may be extended by a further month on acosunt of
the comiplexity of the subject-matter. The decision referred toin h 1 shall be reasoned and addressed o the lead

supervisory autherity and all the supervisory authosities concerned and binding on them,

3 Wh:ulh:ﬂmdhubcmnmhhwldnpiﬂ:cﬁmﬁrhhﬁrp:ﬁud;mhrdmhpmﬁ!.l:hﬂdnﬁ
its decision within two weeks following the hnf:he#mdmmhm&mdmhpﬁhlh'am
majority of the members of the Board, Where the members of the Board are split. the decision aboprod by the
vote of its Chair,

4. The supervisory authorities concerned shall not adopt @ decision on the subjest matter submitted 1o the Roand
under paragraph 1 during the periods referred o in parsgraphs 2 and 3,

5. The Chair of the Board shall notify, witheut undue deday, the decision referned 1o in h]lﬂwn’
teereod. The decision shall be pu on the af the
tasard withour delay after the supervisory authority has notified the final decidon referned 1 in paragraph 6.

B The lead supervisory amhority or, as the cae be, the supervisary authority with which the complaing has
been Iodged shall adope its final decision on the basis ﬂtﬂucbhnrﬁmgmhp::?maﬁlufthhﬁnthﬁﬂm
undue delay and at the latest by one month after the Board has notified ity decsion. The lead auth of,
as the case may be, the sepervisory auhority with which the complaing has been lodiged, shall inform the Board of the
dute when its final decision i notified respectively 1o the controller or the processor and o the data subject. The final
mﬂmwmmoﬂmnﬂmumﬁdmdu&emuufmﬂ:ﬂ[?}{ﬂmﬂmm
final decision shall refer 1o the decision refermed ta in 1 of this Article and shall specify that the decision

in that will be published on the website of the Board in acoo paragraph 5 of this

H

Article 66

Urgency procedure

1. In exceptional circumstances, where a supervisory atthordty concerned considers that there i an urgent need ¢
lﬂ1nurdﬂmpromth:rﬁhhuﬂﬁuﬁnunfﬁuquhhﬂiirmmkywnfdmﬂm&mﬂu
m::hmm:m&mdwhauﬁchﬂ.ﬁgﬂﬂﬂ65@r2¢w¢;ﬂﬂmw»¢mm¢u.mmydm
prrovasional measures intended 1o produce effects on its own a specified period of validite which «
mmedmmmmmhmwmuﬁmm;mmmmmm"
for adupting them to the other supervisory autharities concemued, to the Boand and to the Commission.

I

3 Any supervisory authority may request an ungent opinion or an wgent binding decision. as e case may be, from
m!Mlewﬂmhunﬂuth micasiire in a sinuation where there is
urpeTit

£
;
%
i

4, de:uplicmﬁmhrﬁdrﬁlﬁhndhﬂd:ﬁﬂﬂ.nmuﬁy'lm;mmwmmdﬁmdwn;fn
£ Tiia LE] FHCH!
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Article 67
Exchange of information

The Commission may 3 lurpl:mlﬂiq g acts of stope in order to specify the arrangements for the exchange
of information by :hﬂm authorities, and between supervisory authorities and the Board,
in particular the standardised Ewmmimdwiuﬁrﬂdeﬂ

Those implermenting acts shall be adopied in accordance with the examination procedure referred to in Article 93(2).
Section 3
European data protection board
Aricle 68
Ewropean Data Protection Board

1. The European Data Protection Board ithe ‘Boand] is hereby established as a body of the Union and shall have legal
personality.

2. The Board shall be represented by its Chair,

3 The Boasd shall be composed of the bead of one supervisory authority of each Member State and of the Furopean
[ata Protection Supervisor, or their respective representatives,

4. Where in @ Member State more than one supervisory authority is responsible for monitoring the application of

the W“h:fi““ pursiant o this Regulation, 4 joint representative shall be appointed in accordance with that Member
State’s law. '

5. The Commission shall have the right to participate in the activities and meetings of the Board without voting
right. The Commission shall designate a representative. The Chair of the Board shall communicate to the Commission
the activities of the Board.

6. In the cases referred to in Article 65, the European Data Protection Supervisor shall have voting rights only on
decisions which concern principles and rules applicable to the Union institutions, bodies, offices and agencies which
correspond in substance to those of this Regulation.
Article 69
Independence

1. The Board shall act independently when performing its tasks or exercising its powers pursuant to Articles 70
and 71.

2 Without prejudice o requests by the Commission refierred to in point (b) of Article 70(1) and in Article 70(2), the
foand shall. i the performance of its tasks oe the exercise of its powers, neither seek nor take instructions from
anybody.

Article 70
Tasks of the Board

1. The Boand shall ensure the consistent application of this Regulation. To that end, the Board shall, on its own
tmitlative or, where relevant, a1 the request of the Commiission, in particular:

{a) monitor amd ensure the correcr application of tlks Regulation in the cases provided for in Articles 64 and 65
without prejusdice to the rasks of natkenal supervisory authorities;
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)

feh

i)

e

i

i

i

advise the Commdssion on any issue relared o the protection of personal data in the Union, inchading on any
propased amendment of this Regulation:

advise the Commission on the format and procedures for the exchange of information between controllers,
processars and supervisory authoritics for binding corporate rules;

issue guidelines, recommendations, and best practices on procedures for erasing links, coples or replications of
personal data from pﬁlﬂr;ﬂhb&mmml&m m'k;u referred toin Article 17(2K o

examine, on i own initative, on request of one of its members or on requeest of the Commisshon, any question
m:hmﬂw@mwmmm.mm:mmpmmumm

‘encourage consistent application of this Regulation:

issue guidebines, recommendations and bess in accordance with paint (¢} of this paragraph for further
spexifying the criteria and conditions for decl hased on profiling purant o Article 22(2k

iwsue guidelines, recommendations and best practices in acconlance with point (gf of this paragraph for establishing
the personal data breaches and determining the undue delsy referred to in Articke 331) and {2) and for the
particular circumstances in which a controller or a processor is reguired 10 notify the personal data breacls;

issue puideding, mcommendations and best in accordance with t {e) of this ph as to the
:irmmnmhw‘nkhlpmnmmmm?mmﬂlhawhﬂwlnﬁerﬁhu%ﬂh
natural persons referred o in Article 34{1).

ininte puidelines, recommendations and best practices in acconlance with point (g} of this paragraph for the purpose
of further wﬁﬂhdﬁh.ﬂmimﬁmndﬂﬁﬁ:hdmhnﬁzﬁmm}q
adhered to by controllers and bi corporate rules adhered 0 by procesons and on er
requirements to ensure the protection of personal data of the data subjects concerned referred 1o in Artice 47;

iwsne gridelines, recommendations and best ces in accordance with {e} of this paragraph for the
urmﬁfmmmhmmﬁﬁmmmummmmmmﬂmwm

draw up guidelines for supervisory authorities concerning the application of measures referred to in Article 58(1).
2) and {3) and the setting of administrative fines pursuant o Articke 53;

mﬂr;th:pm&dqﬂtﬂmﬂthgddﬂlhﬁ.mmmdlhmnﬂhﬂptuﬁ:ﬁmﬁnﬂmhpumw
and (i

{m) mmmmmmpmmmMmmmﬁmmﬂmnrmmwng

in)

P

commaon procedures for reparting by persons of nfringements

encourage the drawingup of codes of conduct and the esiablishment of data prosection certification mechanisms
and data protecthon sesls and marks purssant 1o Articles 40 and 42

pursuant 1o Artiche 54(2;

carry out the sccreditation of cenification bodies and its periodic review pursuant to Asticle 43 and maintain a
public register of accreditad bodies pursant to Article 43(8) and of the accredited controllers o processors.
established & thisd countries pursaiane o Article 427k

specify the requirements referred to in Article 43(3) with a view to the accreditation of certification bodies under
Article 42

fal  provide the Commission with an opinion on the certification requinements referred o in Article 438}

i) provide the Commission with an opinion on the icons referred o in Artide 12(7

{81 provide the Commission with an opinion for the asessment of the of the bevel of prosection in a4 thind

country of international organisation, incheding for the sscsment whether a thind country, a temitory or one ar
mvel:rcdﬂdstn‘mwlllhIhtﬂlhdmurﬂy,nrmﬂmnﬁmﬂmﬂﬂnﬂmnnhqnmmﬂmdﬂqum
Jewel

protection. To that end, the Commission shall the Board with all necessary documentation,
MﬁmmﬂdﬂwMIhmd&_dﬂ courtry, with regard ro that thind country, tereitory or
spesified sector, or with the international organisation,
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{1} issue opinkons on draft decisions of supervisory authorities purssant to the consistency mechanism referred 1w in
Artiche 64(1), on manters subminted pursuant to Article 64(2) and 1o isue binding decisions pursuant to Article 65,
inchading in cases referred to in Article 66

fu) mmmmhmmmmdmmmmm&mmmmm

the supervisory authoritics:
¥l promote common traini m:n&ﬁ.ﬁh reonned exchanges between the authorities and,
where appropriate, with authorithes of thind countries or with fntermari organisations:

mwmmammmunﬁummwmmmm
protection supervisory authoritics worldwide.

2] dssue opinions on codes of conduct drasn up at Union level pumsant o Article 40(9) and

v} maintain 4 publicly sccessible electronic register of decisions taken by supervisory authorities and courts on issues
handled in the consigency mechanism.

2 Where the Commission requests advice from the Board, it may indicate a time limit, taking into account the
urgency of the matter.

3. The Bosrd shall forwand its opinions, guidelines, recommendations, and best practices to the Commission and to
the committes referred o in Artiche 93 and make them public.

4 MMMMIWWIim ies and give them the opportunity to comment within a
reasonable period, The Board without prejudice 1o me 76, make the results of the consultation

publicly available.
Anticle 71
Reports

1. The Board shall drawapananmml report regarding the protection of natural persons with regard to processing in
the Union and, where relevant, in third countries and international organisations. The report shall be made public and
be transmitted to the European Parliament, to the Council and to the Commission.

2. The annual report shall include a review of the practical application of the guidelines, recommendations and best
practices referred to in point () of Article 70(1) as well as of the binding decisions referred to in Article 65.

Article 72

Procedure

1. The Board shall take decisions by a simple majority of its members, unless otherwise provided for in this
Regulation.

- Thhldlhullduﬁhm rulis of procedure by a two-thirds majority of its members and organise its own
operational arrangements,
Ariicle 73
Chair
1. The Board shall elect o chair and pwo deputy chairs from amongst its members by simple majority.

L The term of office of the Chair and of the depury chairs shall be five years and be renewable once.
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Article 74
Tasks of the Chair
1. The Chair shall have the following tasks:
{a} o convene the mectings of e Board and prepare its agenda;
) v matify decistons adopred by the Boand pursuant o Article 65 to the lead supervisory authority and the
supervisary authorities concerned;
{ch v ensure the perfurmance of the tasks of the Board, in particular in relation to the consistency mechanism
referred to in 63,
L The Board shall lay down the allocation of tasks between the Chair and the deputy chairs in its rules of procedure.

Article 75

Secretariat
1. The Hoard shall have a secretariat, which shall be provided by the European Data Protection Supervisor.
L The secretariar shall perform its tasks exclusively under the instructions of the Chair of the Board.

3. The stafi of the Thata Protection Supervisor involved in carrying out the tasks conferred on the Board by
this Hegulation shall be o separate reporting lines from the staff involved in carrying out tasks conferred on the
Eurapean Data Protectbon Supervisor.

4. %m.t?uprhu.ﬁu Board and the European Data Protection Supervisor shall establish and publish a
Memorandum of Understanding implementing this Article, determining the terms of their cooperation, and applicable
ts the staff of the European Data Protection Superdsor involved in carrying out the tasks conferred on the Board by this
Regulation.

5. The secretariat shall provide analvtical, sdministrative and logistical support to the Board.

6. The secretariat shall be responsible in particular fors

fa) the day-so-day busingss of the Board:

(b commiunication between the members of the Board, its Chair and the Commission;
fe) communication with other inditutions and the public

) the uwe of dectronic means for the intermal and external communication;

fe the transkation of relevant information:

il the preparation and follow-up of the meetings of the Board;

{g) the preparation, drafting and publication of opinions, decisions on the settlement of disputes between s i
authorites and other texts adopted by the Board. e Gl

Article 76

Confidential

1. The discussions of the Board shall be confidential where the Board deems it necessary, as provided for in its rules
of procedure,
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L Access o documents submited 1o members of the Board, experts and representatives of third parties shall be
poverned by Regulation (EC) No 10492001 of the European Parliament and of the Council (').

CHAPTER VIl

Remedies, Hability and penalties
Anicle 77
Right to lodge a complaint with a supervisory authority

1. Withour prejudice to any other administrative or judicial remedy, every data subject shall have the right to lodge a
complaint with a supervisory authority, in particular in the Member State of his or her habitual residence, place of work
or place of the alleged infringement if the data subject considers that the processing of personal data relating to him or
her infringes this Regulation.

2. The supervisory authority with which the complaint has been lodged shall inform the complainant on the progress
and the outcome of the complaint including the possibility of a judicial remedy pursuant to Article 78.

Article 78
Right to an effective judicial remedy against a supervisory authority

1. Without prejudice to any other administrative or non-judicial remedy, each natural or legal person shall have the
right to an effective judicial remedy against a legally binding decision of a supervisory authority concerning them.

2 Without prejudice to any oaber administrative or non-judicial remedy, each data subject shall have the right to a an
effective judicial remedy where the supervisory authority which is competent pursuant to Articles 55 and 56 does not
handle a compliint or does oot infarm the data subject within three months on the progress or outcome of the
complaint lodged purssant w Article 77,

% Proceedings against a supervisory authority shall be brought before the courts of the Member State where the
stupervisary authority is established,

4. Where proceedings are broughe againg a decision of a supervisory authority which was preceded by an opinion or
a dechsbon of the Boand in the consistency mechanism. the supervisory authority shall forward that opinion or decision
v thee oot

Article 79
Right to an effective judicial remedy against a controller ar processor

1. Without prejudice to any available administrative or nonsjudicial remedy, inchuding the right o lodge a complaine
with a supervisory authority pirsuant o Artce 77, cach data subject shall have the riglt to an effective judicial remedy
where he or she comsiders that his or her rights under this Regulation have been infringed as a resule of the processing
of liis or her personal data in non-compliance with this Regulation.

1 Proceedings against a controller of a procesor shall be browght before the courts of the Member State where the
comtrofler or processor Jas an establishment. Allernatively, such proceedings may be brought before the courts of the
Member State where the data subjeor has his or ber habliual residence, unless the comtroller or processor is a public
authority of o Member State acting in the exercise of its public powers.

('} Regulation (EC) Mo 1049/2001 of the Europesn Parfiament ard of the Council of 3 May 64 reganding public access to European
Parllament, Councll and Commbsdon documents (0] L 145, 31,5, 30600, p. 43,

sS5dd & #HE0r =222 M ol 52 %
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Aricle 80
Representation of data subjects

1. The data subject shall have the right to mandate a not-for-profit . organisation or asociation which has been
pmpu'hmnn{ruudlnmﬁhhﬁlmhhmﬁmmm_m&mluﬂupﬂ
interest, and is active in the ficld of the protection of data 1 rights and freedoms with regard to the progection
their data 1o loddige the complaint on his or her behalf, 0 exerclse the referred m in

i o exereise the right o receive compensation ne to in Article 82 on his or her belualf
where provided for by Member State law,

L Member States may provide diat any body, organisation or assoclation relerred 1o in 1 of this Article. in-
&mﬂm&ﬁldmnﬁ:ﬁmm.mr@rmhdy.inﬂmumbﬂm,l int with the su ¥
i i o Article 77 and 1o exercise the rights referred to in Articles 78 and 79 if it
comsbiders that the rights of & data subject under this Regulation have been infringed as a result of the processing.

:
:
§
%

Article 81
Susidison ol i

1. Where a competent court of 4 Member Stane has information on proceedings, concerning the same subject matter
as regards processing by the same controller or processor, that are pending in a court in another Member State, it shall
comtact that court in the other Member State to confirm the existence of such proceedings.

1 Where proceedings coneerning the same subject matter as regards processing of the same controller or processor
are pending in a court in another Member State, any competent court other than the court first seized may suspend its
proceedings.

3. Where those procecdings are pending a1 fist instance, any court other than the court first seized may also, on the
application of one of the parties, dechine jurisdiction if the court first seized has jurisdiction over the actions in question
and irs law permits the consolidation thereof,

Article 82

Right 1o compenzation and liability

person who has suffersd material or nosematerial damage as a result of an infringement of this Regulation
the right o receive compensation from the controfler or processor for the damage suffered.

-
]

I

F comtroller fvolvad in processing shall be lable for the damage caused by processing which infringes this
m-ﬂmﬂpm«Mh%&hhdﬂmﬂﬂmﬂWWnﬁm&WMHhﬂmmmﬂm

tions of this Regulation specifically directed to procesors or where it has acted outside or contrary to Lowfial
instructions of the contmller.

H

3. A controller or progessor shall be exernpt from liability under paragraph 2 if it proves that it is not in any way
responsible for the event glving rise to the damage.

ko i sty s s ol gl g S e o it
ane, u k4 i r processing,
Wammmuwmgﬁmmhmwmmmmw data
et

5. Where a comtroller or processor has, in accondance with ph 4, full compensation for the damage
El.lﬂ'nwd.Mmhurmrrﬂhmmdimhmmuﬁdn}ﬂuﬂmurpn‘::wnmiq
the same processing that part of the compemsation corresponding to their part of responsibiling the damage, in
aconrdance with the conditions sct out in paragraph 2.

2017 Global Legal Issues (II—1)
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# Court proceedings for exerc the right 1o receive compensation shall be brought before the courts competent
under the law of the Member State referred to in Artide 79(2).

Article 83
Gieneral conditions for imposing administrative fines

1. Esch supervisory awhority shall ensure thar the tmposition of administrative fines pursuant to this Article in
respect of infringements of this Regulation referred to in paragraphs 4, 5 and 6 shall in each individual case be effective,
proportionate and dissuasive.

2 Adminlstrative fincs M&pﬂlﬂrgm the circumistances of cach individual case, be imposed in addition to, or
instead of, measures referrad to in points ja) 1o (b and ) of Article 58(2). When deciding whether to impose an
administrative fine and deciding on the amount d' the administrative fine in each individual case due regard shall be
given to the following:

{a} the nature, and duration of the t taking into account the nature scope or of the
processing mn well as the number of data subjects affected and the level of damage mﬂ‘mdpm?m ;

b} the imentional or neglipent charcter of the infringenent;
feh any acthon taken by the controller o7 processor B mitigate the damage suffered by data subjects;

) the degree of sespansibiliny of the controller or processor taking into account technical and organisational measures
by them pursuant to Articles 25 and 12

fe) any rebevant previms infringements by the controller or processor;

it the of tion with the supervisory authority, in order to remedy the infringement and mitigate the
b shirs e oF Bt T

) the categories of persosal dasa affected by the infringement;

) the manner in which the infringement bocame known w the supervisory authority, in particular whether, and if so
to what extent, the controller or processor notified the Infringement;

{iy where measures referred o in Articke 38[2) have previously been ordered against the controller or processor
concernesd with regard 1o the same subject-matter, compliance with those measures;

{ii adherence to approved codes of conduct puruant e Article 40 or approved certification mechanisms pursuant to
Article 42: and

N;nlhﬂ‘ or mitigating factor applicable o the circumstances: of the case, such as financial benefits

directly or indirecthy, the infringement.

3. I a comroller or processor or negligently, for the sme or linked npnmim!.hﬁ'lm
mlpﬂu\rﬂnﬂtfﬂllslhpkﬂm.lﬁtmlr of the administrative fine shall not the amemmt spec
for the gravess infringement,

of the following provisions shall, in sccondance with paragraph 2, be subject 1o administrative fines
wpm]bﬂnﬂmm«hﬁdﬁem&ﬂmmﬂuﬂﬂmwwi'ﬂd mul'wﬁ-!wﬂelmulmufrhr
preceding financial year, whichever & higher:

fa) Mﬂmﬂw:muuhmm:mrwmmmhan.ﬁlu‘!-hnd-l-!mﬁﬂ:
{b) the obligations of the certification bedy puraant to Artides 42 and 43
fe) e obligations of the moniworing body pursiant w0 Article 4174).

SSAY H R0 =22 B Olfr ST & AARE
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5. Infringements of the following provisions shafl, in accordance with parsgraph 2, be subject o administrative fines
up to 20000 000 ELTR. of in the case of an undertaking, up to 4 % of the total worldwide anmsal mrmaover of the

preceding finandal year, whichever b higher:
{a) the basic principles lor processing, including condisians for consent, pursuant to Articles 5. 6, 7 and 9:
b} the data subjects’ rghts pursiant 1o Articles 12 10 22:

feh the transfers of peronal data 1o a recipient in 3 thind country or an ntemational organisation pursuant go
Articles 44 1o 4%

i} any obligations pursuant i Member State law adopred under Chaprer 1X;
] Ew:m?lmﬁthmmdumdwwmwmhnml processing ¢ suspension of data flows

VG ST Vs g parsiani o Atiile 38(1) or filure o privide sooess in v
e i

pﬂamﬂlhmadﬂbr spervisory aut seferred
with pargra) ufthbhtkl:.h:mbjnﬂmldmhtﬂnm:mup 20 000 000 EUR, or in the case of an
undertaking, up to 4lnﬂhlnu1midwﬁemudmmuhhpmudhgﬂumddyﬂnuhﬂuvuhhlﬂm

?

M

Withaut prefudice to the corrective powers of « authorities pursiant o Article 58(2), cach

Member Stage down the rules om whether and 1o extent administrative fines be imposcd on public
mmmmmuﬂmmmumwm ' e pu

4 The cxercise by the of it umder thiv Article shall be I o rate
o A e o o
process.

9 Mhlﬁmdh%%%mmﬁmwmmm”hwﬂﬂ
in such a muanner that the fine is initiated by the competent supervisory authority and imposed by competent
corerts, while ensuring that those lepal remedies are effective and have an equivalent effect to the administrative fines

Article 24

Penalties
1. Member States shall lay down the niles on p-mﬂrlal le o infringements of this Regulation in
particular for infringements which are not su pﬂ:hnmrmmhs;,mmhu.n
mmmmmmﬁnﬂwy“m%mﬂﬁuﬂuﬂ fective, proportionate and dissuasive,

2. Each Member Sate shafl notify to the Commission the provisions of its law which it adopts pursuant to
paragraph 1, by 25 May 2018 and, without delay, any subsequent amendment affecting them.

CHAPTER IX
Provisions relating to specific processing situations
Article 85
Processing and freedom of expression and information

1. Member States shall by law reconcile the right to the protection of personal data pursuant to this Regulation with
the right to freedom of expression and information, including processing for journalistic purposes and the purposes of
academic, artistic or literary expression.

126 2017 Global Legal Issues (II—1)



L119/84 =] Official Joairnal of the Furopean Union 452016

L For processing carried our for journalistic purposes or the purpose of scademic antistic or liiemry expression,
Member States shall provide for exemptions or desogations. from Chapter 11 {principles), Chapter 01 {rights of the data
subject), Chapter 1V dcontroller and processor), Chapter V transfer of personal data to thind countries or international
organizations), Chapter VI {independent supervisory authorities), Chapter VIl jcooperation and consistency) and
Chapier 1% (spesific data processing sinsations) if they are necessary to reconcile the right o the protection of personal
data with the freedom of expression and informuation,

1 Easch Member Stte shall notify to the Commission the provisions of s law which it has adopted pussatant 1o
paragraph 2 and, withow delay, any subsequent amendment law or amendment affecting them,

Anticle 86
Processing and public access to official documents

Personal data in official documents held by a public suthority or a public body or a private body for the performance of
a task carried out in the public interest may be disclosed by the authority or bady in accordance with Union or Member
Srate law 1o which the public authosity or body is subject in order to reconcile public access to official documents with
the right o the protection of personal data pursuant to this Regulation.

Anticle 87
Processing of the national identification number

Memiber States may further determine the specific condittons for the processing of a national identification number or
amy oaher identifier of general application. In that case the national identification number or any other identifier of
general application shall be usel only under appropriate safeguards for the rights and freedoms of the data subject
pursieant o this Regulation,

Article 88
Processing in the context of employment

1. Member States may, by law or by collective agreements, provide for more specific rules to ensure the protection of
the rights and fresdoms in respect of the processing of mek:em pcﬂnmlwdm in the employment context, in
particular for the purposes of the recruitment, the pesformance of the contract of employment, including discharge of
obligations laid down by law or hr:' collective agreements, management, planning and oeganisation of work, equality and
diversity in the workplace, health and safety ar work, protection of emplover's or customer's property and fir the
purpeses of the exercise and enjoyment. on an individuwal or collective basis, of rights and benefiss related 0
emtiplosment, and for the purpose of the termination of e emplovment relatfonship.

B

These mules shall inclade suitable and specific measures to safeguard the data subject’s human dignity, legitimate

Emtereare andd fundamensl rln.1|.r¢ uwr1|. msrtioular penard i the transnarency of nn\.'\—:club the rranefer o masnnal dais
ERICICSIS and Iundamanis rs, i PEMRCUST RIS (2 L3 tansparnicy & pr wp wala

within a group of und:ruiclnwi of & group of emerprises engaged in a joint economic acnwry and monitoring systems
iH the work place.

L Eaxch Member State shall notify 1o the Commision those provisions of its law which it adopts pursuant to
paragraph 1. by 25 May 2018 and, without delay, any subsequent amendment affecting them.

Anicle 89

Saleguards and derogations relating to processing for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes

l.  Processing for archiving purposes in the public interest, scientific or historical research purposes or statistical
. shall be subject to appropriate safeguands, in sccordance with this Regulation, for the rights and freedoms of
the data subject, Thise safegueards shall ensure that technical and organisational measures are in place in particular in

ZTYY U IR0 22 X 0% S 2
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order 1o ensure respest for the iple of data minimisation. Those measures may include prowdon
that those purposes can be ful Mhﬂulmm.wwthmmmhﬁﬂhdb:‘ﬁmhu;m
dogs et permit or o loager permits the identification of data subjects, those purposes shall in thae

L Where personal data are processed for sciemific or historical rescarch pusposes or staristical purposes, Union or
mesau-hw may provide for demogations from the rights referred o in Articles 15, 16, lﬂlnd!lml.jndh:ﬂ'l:
mdhhumdnﬁpmﬂ:ufnrdmhw‘. 1 this Article in so far as such rights are likely 1o render

Wwwmmm the apecific purposes, and such derogations are secessary for e
ment of those purposcs.

3 Where data are processed for archiving purposes in the public intercst, Union or Member State liw may
provide for from the rights referred 1o in Artickes 15, 16, 18, 19, 20 and 21 ect to the conditions and
sa referred 1o in paragraph 1 of this Article in so far as ssch rights are likely to impossible or

impair the achievement of the specific purposss, and such derogations are necessary for the fulfilment of those

ErpOsLs,

4. Where processing referred o in paragraphs 2 and # serves at the same time another purpose, the derogations shall
apply only to processing for the purposes referred 1o in those paragraphs.

Article 90
Obligations of secrecy

1. Member States muay rules o set aut the powers of the supervisory authorities laid down in points (¢)
and () of Article 38{1) in mhmmmhdhwpmmommatms?lgem,undﬂUmmmMemberSmrehwnr
Mnuuuhhdbérﬁ competent bodies, to an obligation of professional secrecy or other equivalent obligations
of secrecy where is mecessary and proportionate to reconcle the right of the protection of personal data with the
ohligation of secrecy, Those rules shall apply enly with regard to personal data which the controller or processor has
received as a result of or has obtained in an activity covered by that obligation of secrecy.

2 Each Member Stare shall notify to the Commisston the rules adopted pursuant to paragraph 1, by 25 May 2018
anl, withoawt delay, any subsoquent amendment affecting them.
Article 91
Existing data protection rules of churches and religious associations

‘; Wla'nm in a Member State, churches and religious amciauons or communities apply, atththt time of entry into
ree of this Regulaton, comprehensive rules relating 1o rotection of natural persons with regard to processing,
sech rules may continue to apply, provided that they are bmugll')n into line with this Regulation.

2. Churches and religious associations which apply comprehensive rules in accordance with paragraph 1 of this
Article shall be subject to the supervision of an independent supervisory authority, which may be specific, provided that
it fulfils the conditions laid down in Chapter VI of this Regulation.

CHAFTER X
Delegated acts and implementing acts
Article 92
Exercise of the delegation

1. The power to adopt delegated acts is conferred on the Commission subject to the conditions laid down in this
Article. '

2017 Global Legal Issues (II—1)
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2 The delegation of power referred o in Article 12(8) and Arvicle 4 38) shall be conferred on the Commission for
od of E‘m:‘hﬁ}'mlﬁ.

e
pmﬂmﬁmmmﬂdelﬁﬁmdﬂrﬂdeﬂl&}mhmwumrmmd
in

1 The delegation of
%ﬁhmw&hcuﬂnhmdmduﬂwtmmdmlh
that ummmmwmmummummﬂn lhrt'mn{,hlmwu

a later date specified therein, I shall nos affecr the validity of any delegated acs In foece,

«hMmunmnmmummmmmmummmmwmmmm
tor the Conencil,

A delegated act pursuant to Article 12(8) and Articke 43(8} shall cnter into force oaly if no objection has
bm:mﬂidheiﬂm European Parliament or the Council within a perind of three months of notification of thas
act to the European Parliament and the Council or if, before the expiry of that period, the European Parliament and the
Council have both informed the Commission that they will not object. That period shall be extended by three months at
the initiative of the European Parliament or of the Council.

Article 93
Committee procedure

1. The Commission shall be assisted by a committee. That committee shall be a committee within the meaning of

Regulation (EU) No 182/2011.
2. Where reference is made to this paragraph, Article 5 of Regulation (EU) No 1822011 shall apply.

3. Where reference is made to this paragraph, Article 8 of Regulation (EU) No 182/2011, in conjunction with
Article 5 thercof, shall apply.

CHAPTER XI
Final provisions
Article 94
Repeal of Directive 95/46[EC
1. Directive 95/46/EC is repealed with effect from 25 May 2018.

References to the repealed Directive shall be construed as references to this Regulation. References to the Working

Party on the Frotection of Individuals with 1o the Processing of Personal Data established by Article 29 of
Directive 95/46/EC shall be construed as e the European Data Protection Board established by this
Regulation.
Ariicle 95
Helationship with Directive 2002{58[EC
This Regulation shall pot impose additional obligations on 1 or legal in relation to processing in
comnection with the provision of icly electronic communications services in public communication

networks in the Union in relation o matters for which they are subject to specific obligations with the same objective
set ol in Directive 2002 58[EC,

SSAY H R0 =22 B Olfr ST & AARE
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Aricle 96

Relationship with previeusly concluded Agreements
Intermational ents involving the transfer of personal data to third countries or international organisations which
were concluded by Member States prior o 24 20146, and which comply with Union law as applicable prior to that
dare. shall remain in force until amended, or revoked.
Aricle 97

Commission reports

1. 25 2020 and four thereafter, the Commission shall submit a report on the evalwation and
mbﬂﬁﬁmummmla?mmmadM1hmle&thhk

I

In the context of the evalisations and reviews referred to in paragraph 1, the Commission shall examine, in
particular, the application and functioning of:

{a) ter V on the transfer of pemonal data to third countries or international organiations with particular regard o
g;iﬂlﬁ Kgmmﬁrﬂd:lsmulﬂihhﬂhﬂmmdd:ddmnldupﬁdmth:bed;nfﬁrﬁ:hﬂ{ﬂ
Directive §5/46/

B Clapter VIl on cooperation and consistency,
3 For the purpose of paragraph 1, the Commission may request information from Member States and supervisory

4. In carrying out the evaluations and reviews referred to in paragraphs 1 and 2, the Commission shall take into
account the positions and findings of the European Parliament. of the Council, and of other relevant bodies or sources.

5. The Commission shall, if necessary, submit appropriate proposals to amend this Regulation, in particular taking
into account of dewlopmum in information technology and in the light of the state of progress in the information
society.

Article 98

Review of other Union legal acts on data protection

The Commission shall, if approprtate. submit legisiative proposals with a view to amending otier Union legal acts on

the protection of personal data, in order to ensure uniform and consistent protection of natural persons with regard to
processing. This shall in pamcular concern the rules relating to the gen:tecdon of natural persons with regard to
processing by Union institutions, bodies, offices and agencies and on the ovement of such data.
Article 99
Entry into force and application

1. This Regulation shall enter into force on the twentieth day following that of its publication in the Official Journal of
the Furopean Union.

2. ltshall apply from 25 May 2018.

2017 Global Legal Issues (II—1)
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This Regulation shall be binding in its entirety and directly applicable in all Member States.

[one at Brosseds, 27 April 2016,
For the European Parliament For the Council
The President The President
M. SCHULZ. J.A. HENNIS-PLASSCHAERT
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1) WTO, The Results of the Uruguay Round of Multilateral Trade Negotiations: The Legal Texts, 462-463
(1994).

2) WTO, S/L/64 (dated on Dec. 17, 1998).
3) WTO, S/L/63 (dated on Dec. 15, 1998).
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ARor, ol At 7] A 4 RaSel Bt ARKES AR sl

o

A& 7H ZlololA A oz 3o o] GolPd Aor HojXrh thi, 7|sRd
g AL oE 84 vle] B Zlo] FEEL,

thE-2.2 WPDROA ] SlifAo] SA14 118-29] E2 k= Y2 E(basic principles) ]|
Tt =009 A A FltAlel tigh o2 47 73] &, e d(necessity),
WA (transparency), Es/d(equivalency), =A|FE=(international standards)<
HOR =07} o]FolA] ghal, o] FollAE o HAlet F4d olfr7t B4 ofpEA
t}2o]Fth () =4 (transparency) > A2 FAIE QAL 7|12 IS H3lel=
Aol A AH|A Al gk oS 7T /PSS B =S4l Sro] E Wt
oh e} o8] Aa/dS AarstaL Ar|Afe] glo] BHQTE FAIE st Fagh
o] Hrk 20118 iAo 29E ARl wEH ZF 3leaS Welad 9 dA,

AARA W G 223 /e R e YHOR AGHE 2Nk BE o5 £

=

r r

ofN

4) WTO, S/WPPS/M/25 (dated on March 5, 1999).
5) WTO, S/W/PDR/W/45 (dated on Apri 14, 2011).
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T FA AEE A B ARpTE Sl A FarsfoR Strhal FAshHAl 1Rt
ol 2EE S AR eR F7|Rit F3E7F SRR A4S vE e F8f 3
JAHnecessity test)= =W+A17}
A& for FolE AlgtstAY Fgo] e
AoloiM= ofy Hue 84S dHsy] 9%k 7l Wt A=A =uistAlZE
Arlaeof disf 2 a3t Aol HX| s BASH] %t Sul-tAlY =A1A AAE
Qgh A o dlolet & 4= Qlrt, T, "Hag HAF el BstolA= 1egt
a4 A FEe A VIES SUEAl el ZFAAHOE & ARIA 9] of
£ O|FA] FokaL Qlek, (iii) $573 YA AHIAEHAL &)=l A]
Ae Lo F=F AR (iv) SRl WEste] 7]sEEo]
QE I, W A EEo] EASHAY I o] iRt A9 T1Eek = A EEo] =7t
S4E D% o] At gAY FAAS FE Al9fstile A= VeREs
Aeretol Slol et wARES st s gt
ot 2001 =uiafAl o 29E vk o] % oof gt =o7F Al&Eo] 2l Qlal,
20179 39 14-17Y 7+ Y SIAIRIARHWPDR) Z Au]20]ALs] §]ojof A 17t
=Wl R @S A7) s WTO SldE 2R E ] lids|dat B 7]E#E0]
ol St FHo] HojX= oy E=R By 9%k Aof Wit 47 A4t B

M Alte =27 A¥old.

HHE Unro] o] §3F 4 YL shof Pk, () WA

D>~

il
x
ol

o

-

i}
3
fo
o

o

o

bl

n
Qri,
H
at)
D)
Y
e
o,

3. GATS ZLitHIZIZEEO|Me] M|AFHHEIHY =2 sl

oz = 2016 99 23YUA} Communication®)2 E3f “AH] AT A3 A (Trade
Facilitation Agreement for Services: TFS &4 2] 212 Aot6lit) = CommunicationS
WTO WAIZAYHWPDR) 3|HEo)A SJgtElo], 20174 3¥ 14-17Y 7 WPDRY}

A B|20fALS] D] o A e =)= Rl

6) S/WPDR/WS5b, 27 Sept. 2016.
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(1) TFSEY =% Hi8d & 3717

A= T2 AQtA of] WEH A AE U D A Aol glo] Adstale F71sh=
HISS AARI), 2ejuh ARIARS Ae 2R =7 AT 57 U] 9 (behind—
the—border barriers) “12|al Hx}A o] ZJHate] Qlal, o]i= A A Q] AH|AF A9
s Adsh=d Foli7b = Sk, of2fgh Holl= B3] A AlAl 471 E AR
FEAAE0] AH[AFAoA s = Qe FEE ARIsL les A1AgT

olel ¥ WTO 3|50l 9f3f 20144

)
il
9
[\
(@)
=
-3
r\"
ik
kol
it)
o
12
e
ﬂ‘l |
s
il
o
3
=

jaV)

o
@

TRAS) BHL 4B ofF, ¥ 2 FHUNL BE
s A157] 915t Alolch, TFAS} nib = A AR e gloliE
P07} ZARI ol TFSEAE AulARo] ot B 4 2 WPH Fgom

WA= 7HEe s 7HA & ¢ 7] diZolt TRSHAS Aujafo o) 413t

1

WAL M o)l E 71, YA (transparency), {FASHFAA}(streamlining procedures)

4 W& A7 (eliminating bottlenecks) & ThFojof & Zolt}y 3 A|Qtel= TFS
HHo] 4 Wel WE AMATHUAL ol AulARelo] G nlAE JU5)
ZH7] ==t(Least Developed Countries: LDCs)of thet ERHalar x| o] o -of 3t

EZgsfor & o, olgZ T 7leAldy AT Ade AT olves

44
o

S
Utk @AY AR 1S 47 M| AaEE A Kol HE oK cross—cutting)

olfr7t & AofA, thE dF AL 3 T 54 34 482 sk Stk

7) S/WPDR/WS55, 27 Sept. 2016, p.1.
8) S/WPDR/WS55, 27 Sept. 2016, pp.1-2.
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TFS WAl ERElolof T FAHL A B, WA BE FgAle] A slolor &

ol%2A (1) FAdloler] A3 W FAANILE B EFF PR FE W olF, (i)

=

ol ©AlIA L oA AR 1%, (vi) AMB|AEEARSTEHS AlA
ojofA|7|2F Aol TRt FARet 7IRE, (viD) AB|A Fgol HiRk 2A|, R, 85 B Ve
ol Higt 4, (viid) A== B Rl digk S¥sial 1EE i, (ix) A=A
FAE Ao

o= B4 FEPAN B FASS THPAEE AN 2E, ) 2 1w

sl HE 1 AH|20) Qe 3g e A%t 147 AEY AfEE oY
HEORE AR, (i) R 29 Brste] ef=ofA ] o Bl WP H| A9 ofFof 282
<737 B§ w3 (cross border insurance portability) 5= E3%F R E AH|A FF9)
S5 7R, Y AHIL, A, WF 52 o8] lste] thE w7l d=skalat
= AmfRbol| gt viRA e Sk Z2 YA A= A, AAFE 7Rk (kasts)
el e 2 AR, (i) B= 33} wredsto] A FAe] S vt St
Efsto] e 3 Au|A FHo] d¥e) i
BE 3 Mula FERke] FitE e el Wit fES AR (iv) BE 49 HEsto]
A A= 9 AT dARe] ZhAastet BE 4 ofk: FhE|ale)of sk a1-8-517F B /A
ol glo] EekE F HE 4 Au|A] I S T2)AL A = S s A,
FrR/8a, AFEE g9 84, ARREA 7]ofel HedE 225 0] =Anls FEAtelA
oA Eolels 2aohA] (et BASH] fisto] of5 2150l et = SAlRIth
Lo QE AHL TFAS np AR & #ojZ] TFS AL WTO HE 3|9 glo]
AB|aTA o] Vs dE AR SHiAIA & Aofetal el ol WE odEe
T2 S AR OR UE 7 e 525 Es] A8l TFS @4 7ildell oigt st

A7t a78e dFain,

i

(single window clearance)¥} 22 22| &

rr
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. ZUFR 80l B3t 22 S5 2

AuEgit I9d, vl=e] Rt FXE AH|AFY A (Trade in Services
Agreement: TiSA) @47 2016\ 24 g2 APe E|E I FASHAEH
(Trans—Pacific Strategic Economic Partnership Agreement: TPPEA) 12|11 T
UAl FHE HAYASFFGEAFHAE A (Transatlantic  Partnership Trade and
Investment Agreement: TTIP) FA oA =uifAlet BlE HElSo] APEAY
=He & Aol AUle=Ht offolA = o5 WS AWEIA gl

HAro] =oltfalel ““UtA| (domestic regulation)@] 7Hd3t skl WTO GATS
M= AR AE skaL A ofysitt. thAl, GATS A6 13ollM= A=
Of&3t Fofof| glo] w7t ot “AH| AR o] FEFS nA= UHHH O R HEE= nE
Z2"2haL AFBEL GATS Al6% 4ollM= Ul-HAlE Hoh FA- o= A e 77 At
NeEE W Welads BAE 2 e A,

1. TISAgYOIM] LM =2 &

ol

WTO &% £ 2000 =1t 7{2d 22 AR Ee/lodith(DDA)

FAe] o ok DDA Aul2 B4l Gl AAS ol EehHAl, WIO 5

il

AR AT 210 5lof| Ao TR 7SR LA E “Really Good Friends of Services @f
2= 16705 2E0] Aujai AR2lE 918 WTO GATSh= 9| AfR|AFd gy
241517] $Jsto] 20119 2 Aete] mOlE o, of mele wsn B2 FEstelch
o]F A9 HE4azh "ARARAYPA(TISA) FAol 2013d 4 Aol 34

18 2 A TR0 Hot S5 24
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MAE AT, 2016 7]% SEluEts Zgste] 2478 WTO 9] Hrlstal it
TiSAGARS -2 395 AH 2016 69 7|5 TISA - (core—text) I} 17700 o=

- Z2o] ud Al 7R @ BHEE Akl ot
2016\ T w|=o] ERE tfF e T4l o] Aol THE AEjoltt,

TiSAOIA =WA] &2 TiSA EE(Core—text)de] =Ui+A Zgat Hr
YA LA (Annex on Domestic Regulation: DRE-EA) A FA3ICE TiSA=
A FolofA] FAIAR W8S 7T 4= el DRESAS =8 = A 271 5H4,
= A = g, Y A, AHIARS G 229 A, ATA, 3EHE
A3, AR olFEA HaA ARt HA}
AH| TS TRAFEAS Aate] vh of, iAo tiet A AR} BA 4 Q7RI
712, HAF 7] 5, AAEA B9, AR A 93] R, A9 Al s
A7 A2, A 717 W ARAE, R

7t Y, Jl&wE A Ao EuA, o7t o) 2wy 5o meksla o,

o
ok
o
ox,
oj

)

)

k)
ro,
iy
1o
o
il
s

1o
>
oX!
o
17
2
oft
Y
—H
i
2]
ox!
10
_24_1’
A

2. TPPRIRS| FHIYRY HE(0| T2 LIZ10

BEjo] |, LAME, AZFEE, u)lE, 53 #2 #Ed wo]Alol WA,
Ak}, Q= 5 127) S} Folste] 201549 109 EFAE T, 20161 29 AHE TPPEA
otoll= =UlfAlet Bske] 114 YA (Regulatory Coherence) HE|(A257) 7} L gHE o]

Q= v} 29 Y82 avskd ooyt gt

(1) H2ofa FHI=X[Q FHo| Y He
HA BG4 Al £ (covered regulatory measure)®h = Apof| whe} 7} A=)

9) (ORAOF B! CHOIZ) R2|Lt2}, 2=, TR &3, I7|AR o5, FEUE; (O|F) 0=, 4T, HAIZ, TAER|TY,

IH{0r SSH(0F TR, 2|, M=fl0], RF00 (78 2 &) EU, 2914, 290], O0IS2E, H7| O|AA S

10) 2 W82 SATh AAYAtZ FHofolo] HEet HiE/ JRUHAEY “mU-2f 2Nz SSYZAL &
GHAAE G7(2017)2 MEEoIH HdotRgs eol=tt

OII
Flﬂ
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ATt 54l 2AE Wkl Al 23] (regulatory measure)t & @A 28 ti/dol
He 2E AREL BEsto] 1A BellA mYSIIAL oA o= Fasof she gk o
& ok 1) oo 2 A8 i oA 2219 jejeh wRistel Aol
7} galato] AlalA), Ela Fg WA B @A drEaRyE 19 oo zp=tol

oo
i)
fr
BN
ir‘
mlm

=}
r (]

Hg W A 2N WS Ak Ak, G o A 2X9 WIS BT )
AR A WS BASE AL BER dof Stk A1

i“
.
rlo
=1
>
N
Y
)
E
_\}L
_\3
e
iy
(i
1
_>fl_'4
o)
il
1o
s
BN
o
tlo
‘1 0
)
o
rlr
A
=

L St 4] Qrko] S8 4 9he- Qs ofe] wek 2 BArR e Aol
Hg i A 2ol that Enel
w3ttt o]& 95ty ZF PAlES =7 e 5% 24 7]¥H(national or central

r o
—
_>|‘1_'4
-
N
o
HE
sy
m
N
rio

ﬁ
ol
R
W
2
)
H

fu

coordinating body)& A¥ % A= A& AESF 19

ES BE PAES et AR iz U Se] 4 A AR e B AR, Al
239 zpolg AT ARl e vE 4 ke AS AT 28y A S0l
) AU 1Al 229 ko] @A A|25. 534 MW AR o3 o HAlE
olol RFEA b= B ARl Fetehe A=E 25| floke]

ot A8 i) A ZXE AESHL, 185 AES 7|22 $F Hi19Hrecommendation)2

’“-IJ

o

& 2y

i

i

)

AT 58, (i) A ZE(overlap and duplication)& TFelalal B4 7ol B3tx|eh=
Qo] WAehA] HLs =] FA 7t =9jet 28 Akt 58, (i) AAARJI A S
Qlsto] FISES AXT 5 T2 (iv) HES A4 24, AAA A A figt
e ARt ZEja Aol AuE Aol wAUZ gt 2o wAARRe] thsf

11) TPPRIE M25.1%.
12) TPPRIE HM[25.3%.
13) TPPEE H|26.4% 1

oo
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SMH R B 58S 7P Q1AL wpebA 2 A o Ak wiF U Eel it

A S0 =+ e 2AE 2Hdsfior Aok

W)
]
0=
H
1
:lJ
rH
ogt
(@)
Q
D
@
o
o
o
2
«Q
c
Q9
o
<
Y
Q
Q
o
D
@
10
>
o

A, BE PARS BE 24 9% AN 212 10ksHe BeIA AE A6
g A EAS AR T, T RA} o gAEe] AR AAA 9% B AU 5
7ok A G 71%S Zukhehd B A BRI A Wk A gHs A
%% B7hregulatory impact assessment)& AASHES Felaor dleh. A I
B HSR 9T M) Sfstel TR AAE ZRT S Uk B4, PAS
AR, ARH, B3, WA, AL g Holrt EHT FAH AL e 5
% QIABIAA, PAFO] AAISH: A 9T Bl () A1) 42 % jelef oht
P Aokl B Bk, () U )t A AR % F0H A

J

olAlste] W glAm W BujAake] odk(distributive impacts) 5 Z2]9|

(e]

gacs
i
i

N

).
filo
ol
ra

2
i)
iul
rlr
pau)
tlo
.

SlEhe ERehe Aarse tieke Wt el Fste Aabsa

E:)
i
rlr
=
ﬁ

oA A, (i) 28t 4 11 vl dE 12|al gaa weE]e) Vsl itk A=E
sgbsto] Adeld dioto] AR B25 agom GARt AES WY 279 41
a2]al (iv) 54 A 713e] HdH(authorities), $Y(mandate) E AW (resource) 2]
He ol A o=l Iet, Ve, BA R VI AR 5 7P e 5 = Sl VIE
JHLO) o Foll B3t 8AE EE ofof Fh16) AA, BA=2 1Al SF B7HE AAE

o, At FAZF Sl mA= A GRS e ¢ ATk D A, 2 GASS
YR 227h 7|eA] AREE TR QlaL, o] ofsfstal A&5tr] flaf vl MR Ae]
Aasithe AMS sk, Alat 28t A 225 BolsHl 7|&ste 34, B,

71, AR, 47 olafat 4 LEE ok Fhh1e) thalA, 7 PARS Aato] ik

14) TPPRIE HM[25.4% 2
15) TPPEH X[25.52% 1
16) TPPEH X[26.6% 2
17) TPPEH H[25.6% 3
18) TPPEH XM[26.6% 4%

oo oot oo Qak
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el weh, B A Gl A G oA A ZHo] B Auol the] H
RsRES oha, U 7Rse 49 o AuE ereliel Ao} k19 ojaiA, 2}
GAS B GAES] A B DL Ifstol B Al T AAE HEY] 915t
aksto] oagh B A 2ol that 44, 1has), By E- HX7 Bagh A o] R E
Agalof Gk, ol 9Ia) 2 YARo] A usieka ek AZFE 12S T g oy
A 225 AEsol FEE20) QA 2 PAFE AT AT A Yol FF 12749
ool FEL AOE P S BE A ohy A 230 dhat old] FAZ
s GAkol AWekttn 2FstE AFe) Wik FAT FHSH PHOR ATor
FIek2) olgia, 2t WA A5 el WA HAE GolA He iy A 2AE
71313 v, B A5 A 7|Bo] The YAk 1A 22 @ 2418, A9A 2 s)e
TolAe] BRE WA ARS N AS Fejstor et

3) AL E3

GAS 4 PAe] AR diEER E A28 91 el (Committee on Regulatory
Coherence: 9{H2)E HHTT fledsl= & A2 o3 9 &-gu ¥sld AlRke it

AYsls 2 oA A= At 9 2 dA] v Bolld 28 Al Ay deE
=

N

rr
S~

el
o
I}

o

ol
2
4
Al
it
fd
|
T
I
N
r ~|
1o
m {
o]
A
=
L)
ol
Eox
m {
&
e
o)
fu
N
i
m
N
52
1
Jhu
-
il
N
r ~|
ilfy
A=)

A3t Y3 A FEol ek YYFe] AT 7IEr B FEEoA =9 &<
OJUAME|Hof 17} 7F &5 AFsial 28eh =89 Ao} FES WA s Bt
2y FAES oHE FAS] o] Q1S Al Al27 5= (A=H  contact point]) o] THE

& A9 ol Hatol HEE AlFsl] flste] ARAE AFshaL A, fldsl=

19) TPPEH XH[26.6% 53
20) TPP{E H[25.52% 62
21) TPPEE Hi25.5% 72k
22) TPP{E H[25.52% 8%

MHlAROI T t=o| 515 2 BT TR0 HEt S5 2

&
ox
=
HI
A=

joERlY / 2/

151



152

2 A HadERE 149 oo 22]al I o]Fof= Hadt Ffof Ittt £
3= 2 A FEe v SA5] 915k o]ALS](Commission)of & 2] 114

Madshr] 17t g & AR oFE Hshe By sl 2 el ol Hel

ftlo

-

Az B HE A3 B HAUS) Altge] o

o] 4
ARt lAYS fAjo] Bk =y AR W =y e Ropo] A AR

ox
10

4) Olsh&tAIXIe| o

U3l = FA=o ofs AR H(Interested Persons)7t Al A/ 4t

ARetel #el 2de & o Qe 7SS ASKHR Algsly] 9ot AEe HAYSES

e
re
)

i

HAlof] A2 FA, 7 A= H2 TA Al T FAES] 2 FH R olF
ojgy Al thste] 7]ttt ERF & Fo o
A25.4x(E # AR 22 9 wFYD)el wE AtE A8 i - 240l it

o
do
o
e
ok
ftlo
N,
>
EL
I
£
N
=2
rlr

AAlsHES e, (i) AlRbe 28 a4 2217F A|25. 522 (34

2]
4% 3l 59ol| W 2JE|AL o] = QS HA, (iv) A Ok g RAIE A25. 523 A

23) TPPRIE H|25.6% 1&-74.
24) TPPEE H25.8%.
25) TPPE H[25.9& 1¢L.
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2R gAY off)o] whE HE TI2]al (v) A|25. 52(HY K AR o)
ef E=qjo] ol dEle A8 i Al A0l det FEE FA=e dE FAE FF
At o) AlE S& Edddlor k26 AA|, 4 "ARS A25.9% 2849 FA
EZfsto] o]l FA| o]%- s Fal=o] HY 2AET & A= olFs] B 2 Fe
e Ml sl Hetaat AR 2RSS §5 AN TledhD YA,
Asle 2 A9 old ¥l 29 HelE Ak 1 o, Alige] wE BA=Y $AIE
HES o= e}, 123t HE Fofl FA=SS d TA=2] 419 54 Sl disto]

AoslAL} =ofat 4= gich. $)eUsls Tofat BAlo] Bk AR U =015 A25 T(E)e

i

roi

< Ales Alga] flate] A B g@Y S| 7|9E SRlah] st 7|22A o8
2= 9]t} 28)
6) &2

7ot 71ef W E S5 12al (v) FARO| Efske 7Er B2 9 4= Qlrt 29
Uo7} mE A=t 1A AREe| et A=E 7F o] SHE 4= Q7] HeiA=

FAEOE ZF FA O] 1A 2271 Sl HaE o] o] 8- (centrally available) = 1A
B w|ojof - Q1glict 30)

26) TPPE H[25.9& 2
27) TPP{E H[25.9& 3
28) TPPE H[25.9& 4%
29) TPPEE M25.7% 1
30) TPPEE M25.7% 2

Ml AR =o| 515 9l BTN 70 Bet S5 24
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3. TTIPRHO|AMS EUNIQH B2 FE]

]

A AAEL] EUS u]=- 2013W TTIPEARS 7Alete] zl8dato] ghoLt o] oA
20169 ¥ £ gl 2 ol FAto] ALA Fha Alefolct, TTIPRACIA B
YA BHske] A8 (Good Regulatory Practices) HEE A|QHs}3 =4},

2o Yee A a2,

L
1__

L PA=ES F93 FAE FAske 712 w2 I 20 723 347839

=85S eAsl] 98, B A 9E L plo] it PARES] 359 Ae(shared

2. o] A oHe = FA] v gl F¥= VIAA| obeith:

(a) BATS] B A9 & 3 2ol met 3R] 2xE @] A 449
A e A At A g7 Z1Rke] mEh AA §lo] il 2AE A, A4, A8
de.

(b) Af=ro] & oA, olzdd Ad=E7E 2 o] G, <At
TEohe BAY A s A8E deed)

_1>4'

b3

[e)
A

31) TPPRE H[25.10%.
32) TPPRE H[25.11%.

33) EUOI CiatiM=, JIefst ES2 EU 7ISEA0A 22t OtLEt EU 7S M289%0] M2t AEE w8 &
INESI S| f_>_‘|-a|5| ZiE LSBT
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3. o] A2 EUSt vzl tisf ofuke Rttt

ool HAAL a) "5l Wl (regulatory acts)’ = UHHA HE7FsAdol Sl BHE
ofmjgtet 34 A Felet o,

EUS HiaiAl= i, EU 7]szof #2890 uteh e fisf Al 43 A3: i,
BU 7)%5%0F 429029k A|291%0] uhat 717 919] 9 |5 9]

ol tieiA= i, (o] o) A5zl wdsto]) nl= 2s]|e] HAlo] Alket HMEST
%9H(Draft bills introduced by Members of Congress in Congress (with respect
to Article 5 of this chapter); ii, B|=* S§E7} nj=k &3]0 A|QFgE HESE %2k i,
HE F= S old, allA, 8] AsHAY, 224, Ax), #4 81 A3k},
Uta] 2-g7ks /A A mEls s 71 A (agency statements)

o] FH9] A& tdo] Hi= oW ARRtel| thaAlte b) “5#Al] Bi(regulatory authorities) 2
Cthee omigtet. i EUCl s EU H3i9fds]; i, vl=oll thsii= SUH EollA

TS AT 5 e e Fxo2A4 A4 A9E & 5 e AR 51 B3

(2) L5 ZL(Internal coordination)

ZF GAbS B A S S5 3 HH o2 By g, ol ARl g,
a3t B4 9 A P99 AFH 7Hretrospective evaluations)S Zgel= i 28
A2} E= AAE FAIst o i,

(3) TMl Zxtof| cHst MH(Description of Regulatory Processes)

Zb FAS ARt 5ol Al el Ao thdt A (input) S A& ¢ UEE
5|-8-5t= A8 7t AR, 8 Be AAE 233 A AHE N 2 HET X9

A=) Aekat Al A3 8 AAo] ga Aol ghEolA] ol FHselES slojol
gk,

p

34) 20t F=fo| ob7| floiM, JHE ARl B EolE HRs =X MEEX Bl

of gt 2 BUHTH T BE S5 24
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(4) =7| MHE(Early information)

1 7} ARRE Hagh 1] 18] AF] FQ) 2099 A W99 BES thFl7 o &
Ps LS slofof et
2. GBI U AYH F0 74 Belel thal 2 AL TRk 7 2ol A2lE

ojsEARIee] Fel W et FA} il Fav| o] vl HAA G ok, Aol

o|27|71A 8] A Aol e HHE tiFolAl o8 7hsdHES shofof gt

(5) olsHEAIXt EHel

1T WIS FHIE ), 2 A Ate] Zi7e] 4at AN E uiet e A9l
sfofof g,

a. o Aolel EL WOloAE S7(nput) S AET TeH2 7151S 28 glo] A,

b. AReiel = Hel, Eis ep whato] AH4le) ofojo] Ausi R e A2

B OEE 3 9] Awe] e gasks AL 5183 99, e Aze A

Bl Bt SE AAFEE Algshe Al B9 20 = Fo 249 3F

3. 4 PARE Aol Rt o, MRS Hou R Ee A P

H=o| a3t HE A|9slal(except to the extent necessary to protect confidential
information or withhold personal data or inappropriate content), tEo|A ©]&
7Fedtes shojof i),

4, At B 2F0| oA FLP0E FEY off 7 FAS F O xR Atol tigh
Ae UsolAl o8 7Fsstes dtojof gt

35) 2 AR FHYRL TR A S Fofsict
36) St B3| 317] SIaHA, 0[2f3t O U0 TaiLt 22 Al7||(contemporaneous) MRS B7H8 S5 O[22
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(7) Al &k "WIHRegulatory Impact Assessment)

17} Ak AR 34 Aele] s, A=) Apael FAT Axjel uhe, g
H7he AAE o=g skl Gt
2. Aao] T A A BIE AN Yo, 7 A 3,
o, AlCkEl A Wle) BaA W A WL SHEShIAL She BA) ATt Fako
gt e,
b, WO A A910] BAS A 4 Qs A Aa T 1A L uFAA
qetGrAE = AS Eol st 2AL

c. 3 tigtol ©7] 9 714 Abg], A, el vl A dFF w7 3 o=

ofl,

4, Aol o Al S B7F] ANk & WollA, Al T el AEArRel,
OE ofH 51 FollAk, ofl AFdES BTt et
a. wAHCR grold A dE EAeke] Al
b, BNy GAo] S LT ARl Hisf 1Al AHE E=ASERAY =AU Aol e
A, gtAlel Hdeke B AR el diRt .
c. =AY 2
5. Al FF B7He Aife =ol= Al B At B HF A A=

Exol vl 3%

MHlAROI T t=o| 515 2 BT TR0 HEt S5 2
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6. AES AR L4 g WPHE U A AW olje}, AR
9 xjo] v)A|k R WAl ) Aste] Balel Tt o] § TRe B FA W Ao
dok AR WRES EAstolof Gt

(8) AFE=H7HRetrospective Evaluation)

17 g A0 Bol B AY)H AFHAE A 97 Axjel AAS

2. 7F WARE ABE ALE7te] T A0 meka AR F95 Fxlstolof Tt
3. 7 WAL BE AFHvte] ABE tiFol olf e slefof et

(9) THIEE 22|E S HIo|E{H|0]A38)

4. gAMLl =HHE A2 =2l iiE, 7t A A AARE

(1) MUlARSAHOIMS IUAA 72 =2 HiE R 29

1) WTO GATSOIMQ]| ZLiHAISl #& HiE H 22

GATS ZHEo| A= <2712 A2 EHE(national policy objectives)S FEA17]7] $J5to]
A7) ek QE Ho| AHlE Fas Ak, Al AIE =YE Qe Sl
SUAl HehS AR TRRl w7F AAERERE 28R BT 5oy AR
Aol 54 Au|zof theh FHl o] 87, 4, wE H BAA A ), APFAHL:

bl e e o B o M R B e R Bl i R L v - RS P e s S P L Bl

37) O FHO| Wt HILFHO| Wt 2510 efelE #HS &40t0{0f
KIATHO Ol Ho8h= FEO| 2ot 2 SA=RS| BRA| &fX[5t0{0

38) Al LIS HMIAISIOf QUK| ORLISHCY.

sE Ié |'O|OEH H||:||x-|E HS |:|I
F ottt
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W] QAT PAE ZX|7F | Ao B2 Q3 A (unnecessary barriers to trade

in services)o| EX| YEF HASHZ| 3t F&& £HT AS 956hH, I3

AL &) Glof (a) AHIAS BT A2 9 a2 Aol a Eist /)50
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A uEElA Qi R vIShe B
FES AT 4 b WE 2HE PSR /REe] AT YL wA Y
ofslaAIR R ofsl RS AR W AG WS SI% AR BAE 1k gle]
Aol 2AAE7} ohElo] Qe vhee] S7bt 2he FUHA ARk BeidaL 53
FuAo| A =g A Ei A A Eolt 290l glo £ Ao
O <laf ofste] AFot A AT TR B FAATE TR o] 2
B97h AR e Apdolt WL opAlol-ejHe W] F7HES] 1A 4 U Aw
8] Thpstol of Ao} FREL Aold 1Al $4E9IE 71 4= Qi w54 1A
o5l tal the AEE WY 4 et
T olg B Al@usin AwAQl dolee| /&3 FAE ALt
ALY Al glo] AFHE adg sjufste, FUBAS DA 91 o] 7bsd
P mvbAel gRoR F59 4 =S dhe, Ao AuE 2ash: AEAo) g

5 ES 239 o e BAsH ol glo] FEH o]l AL} Rt o} Rk

ne)
o
JV
il
d

o
Ol
Fr[:‘
ox
s
l
N
rrr
1o
o)
=
By
S
1o

ﬁ
Mo
H1
Y
2
)
2
=
N
4o
o
e
rui4
ot
=1
)
ol
rE
=2
)
ot
o
o
i
El
r |
glr‘
i
i)
BN
of
o,
rlr
:\‘.1:
r -
o>
tlo

©
i)
o)
:I:‘;
oﬁ
E
A
A

ox

11

F
—3
g
vl

el

ox,

O
3
=
=t
Y

ne
5=

o
i)
i
10
1
jinss
filo
A
)
ofr
ol
2
k=l

ol obAlo} HjTeF X ollA] BESI= A= 7Sl TPP B|9k oA e, A
8T o3 AR Al e EAToRs YRS 7o) Hole Hrh U%ew

39) https://medium.com/the-trans—pacific-partnership/regulatory—-coherence-6672076f307a#.g9ptcnmls
40) https://medium.com/the~-trans—pacific-partnership/regulatory—coherence-6672076f307a#.g9ptcnmls
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RBLHOR W5 o|F B oF 7o) Folut RS EAsl] $I%t Ao] 78 2

ol%ieF. 40
o] Aol TPP AU HEOIAE () GAT 7 45 2 Aol 79 Fof )
bl Frhe E7sks Eweld A YTHL Bokol B ©Re A ALshn

Fohs A9 RS L oS flsto] Al 2219] FiEe] qlof olsfAR =R E <
A% wi e T8Ade JATH A o)t
Haol s YAl AEsittal she aEolld 4 dA=e] Al e
(regulatory priorities)E& RISt o|Hgh LA E AHstr] flste] A 2XE
THSL AFY 7 FA] FHI 3 A 524 S A AP S84
A A AERITE D) H=ol, TPP 1Al did JEA Y] 4] L= A8 gt
A=A (1) 24 2 AR G2 B v7YSE, () Y 25 A #Y(Core Good
Regulatory Practices: GRP)] A9, (iii) +Al L/ 91e] A, (v) olsiaAAS]
e, (v) ol FA, (vi) Foll tish 1g3teh oleh e Al25%e] FaAd Al dedeldt
U AR =52 GAe S| st AARAE 718, A, S8, old H HEs=
ol A, Z2lal Jeet AH Bae WAL A £ 3 BA, GA A 18
S| 3 HARAQ oA 2 Al B3 (good regulatory practices: GRP) 2]

o8-8 oJujgiet 4

(2) TPP TFHILEE HE{Q| Tt

TPPEANA A& =Y A4 dad FE= A77T 2 A dgkel sui-tAl=
A=Al o W FApol|o] R e Haslolr] flste] HoR YA
AoA B A GER stole Al 24 A I dAE FA 9 W 2Ae
sfjslr] fIt gH 71E o] 24T Bl 71 et 92l w7y S(mechanism

=

41) https://ustr.gov/tpp/outlines—of-TPP.
42) TPPEN X|25.2% 23t 7}2h 015,
43) TPPEN H|256.2% 28t LECIS

44) TPPRIN H|25.2% 13
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for effective interagency consultation)2 $~He A1} A4 HHF AP (Core Good
Regulatory Practices)9] A%< P4, 55|, 59t watstol Aok 2¢ it 4
z22)o gtk Al ¥ H7Hregulatory impact assessment)E AAS A, FAI7F
BiolT AAs UUHES HAT A, Aibo] AT FAZA] chet ol Y

71 AtAEA O disiM e Bl 227F 1 = HA4E 2AdE]

o2 Al A BAS] ot AR FAE e dEy 22 AR d3E 83
Zoleks Hol FEnh 49 vk, oAl A HE7FTPP GAES] B, o, =
gehg B, S7IbE, A AR 9 L gre] S AR IR Al ddtele 9=
U= A2 otk
o TR PAE 1H] A ARl A Al LB R AR, olde] 4] |
=A @Eoll Hisf sk e FEE.
oje} go] ofsjAAA o HhY 7|gjel HEeo] XY AR E |22 ddE
A A b 24 Ee At HAEARE otAo-B S Aol A &5l= TPP
W= 719 A EL, 3788t d5 7t 71BlE whee] Fll ol vl S8%t
847F € Zlojuk, i, A G e £ B EAeE wE AR A olrEs
o Alo] ot TPP A7i=gol 1HAIE 7HEsle ARkl Eak UA Aladls
o= sh= e e o7t Qle 46 E3H TPP 1A dabd ME7E 24 7=
A Al FAeE ek, olHd Aol HiAs] s Aol sl
Teele 2215 Al AR deke Alskal ol w+total, Fal HE7H &5

my] A B AFAL FAkshed) Fofa Ao Sl

45) USTR, The Trans—Pacific Partnership: Detailed Summary of U.S. Objectives(0|o} ‘USTR 2015’), 2015, p.34.
46) https://medium.com/the-trans—pacific-partnership/regulatory—coherence-6672076f307a#.g9ptcnmls
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(3) TPP 2 TTIPOIMS| ZLHTA TFR(SHTFRITIS TS0l CHEH T7H 2 AN

A 1994 ©]% APEC, OECD 53} -2 <A 7]|FLof| A Al Eaof oisf 18]l
APEC-OECD &5 3]0 A= Hr} & EofA FANF | Taff ZA| 4 =0 2514
g AL AUy FAE 7k Aolat 7]F, 71etd E A AR <l LT} Exjo)

3 ° =

At
)2 = BAA oeke Fo|a, fAE 55 9 A &9

547 B3 AELS 23

HS = HL = —11_01'—]—

J19F3l7] 9J8k Aolgiet. ol gl <t TPPL TTIP Aol A2l e 14|28 (GRP)S
T A A WA A el Tt 189 =S FX5ks H A= 7Y W Bl
ol =7k AUHAIZE 2= BAA IS SolAY AASH ] gt Aolzte HollA
Zpol7k Sk, &, GRPE 3R UiiA] & =219 X w7 o] Z|x 7)Aol thet
SOREE BRE o] HTo RAYH Pl 7EdAE 2T Sl Al Ak
e s e leks Fo] FEHETE o= GATSS} FTAOA Q] BRI} &5
oleJof] Mu|AFAE sgtslA H A 71Ut TAE ek A A ARl U7
EA = AHIAA A AR R B YepbA] ¢k S Q7] wioltt
THE 02 TPP @4 1A Y E oAl i A (GRP) S22 4 A1 D938 71,
TFARE 37 2 AF 55 FHEsHHA olgtolle 24 W HEAAL, oS uARFY] o],
A L 3], o) FAl, FAYE IF HE R IS 2 st 5 g dish
T7ggtet, ool thal EUZF TTIP @AdellA Aokt M) AlQte] o= i =&
AA A, FAER ] Higt A, 271 AR Al AR AL ofsEAIRReke] H e,
71& Al Higt oA =9, FASFE7E A ARETE FAR R glolE oA
T5 5 TPP 1Al B EALY vFdt AAE Eakskal qlo] AMAY Al G 9
oh2 BHolgt B 4w 9jr} o9} Zro] TTPL TTIP AR E& APECO|L} OECDS}
2 AT =ooll A Ao 4 a4aE HH AR Zol7t el ole
GRPY] A8 A= FAE Zo] olzt Y% non—exhaustive listZ2A] o|aflo] &
Zolw, wheha] RSt AL A 847 dubEA] 71 4k, ok, () A
= SAlA Y] AR wek 9 FE (i) A At ol glo] FlitAlg =S 7he] Wi
27 (i) (A& #o] #4 5) A FF 7k (v) T84, (v) A4 =Y DAlA 9]

(= @ 5[Q)) o] TAAS] Ho(F= o] B F= Zo]) Zo] GRPY HAI L A(core

x
o
>
1

=l
0E
mir
1o
o
Olor
>{ 0

) 2URA FB0 Bt S8 24

163

Okl

1L
o

F

Helhet /

{o&k

y
ox
E
HI
=)

Ally / 2/

i
=]

{0



elements) 24| A+ o] BApo] % GRPo| Tk A =9

g}, ahep

Zolet.
TIIPEAIAE EUZF AN A se oleld] FA@WE L T
OlE|T QAL TTIP FAIHLUE o] ohet BU Aok 2 Sw4 9 8% o] 5 GRPe)
THALS mYste] sk olek. Belshy, AN Ve A
Cooperation) F1E9] AT Aok Aol @ 4 lck, M AFE 2be] FAHH S
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(&£ 1) COMMUNICATION FROM INDIA
CONCEPT NOTE FOR AN INITIATIVE ON TRADE FACILITATION IN SERVICES

S

'-:9 WORLD TRADE S/WPDR/W/55

ORGANIZATION
H—J/
27 September 2016
{16-5137) Page: 1/2
Working Party on Domestic Regulation Original: English

COMMUNICATION FROM INDIA

CONCEPT NOTE FOR AN INITIATIVE ON TRADE FACILITATION IN SERVICES

The following communication from the delegation of India, dated 23 September 2016, is being
circulated to the Members of the Working Party on Domestic Regulation.

1 BACKGROUND AND MOTIVATION

1.1. Services occupy a significant and growing share of domestic and international transactions.
However, trade flows in services remain subject to numerous border and behind-the-border
barriers as well as procedural bottlenecks, which are impediments to the realization of the full
potential of services trade. These impediments particularly limit the benefits of trade in services
especially for small and medium enterprises and small exporters worldwide.

1.2. The Trade Facilitation Agreement ("TFA"), adopted by WTO Members in 2014, was a
significant milestone in relation to trade in goods. Its overall purpose is to expedite the movement,
release and clearance of goods as well as co-operation on customs compliance issues. Like the
TFA, there is need for a counterpart agreement in services, an Agreement on Trade Facilitation in
Services ("TFS Agreement"), which can result in reduction of transaction costs associated with
unnecessary regulatory and administrative burden on trade in services. The TFS Agreement will
address the key issues that are pertinent to facilitating trade in services, such as transparency,
streamlining procedures, and eliminating bottlenecks.

1.3. The scope of the proposed TFS Agreement would encompass measures by Members affecting
trade in services across all modes of supply.

1.4. Importantly, the TFS Agreement, as in the case of the TFA, will also contain provisions for
special and differential treatment for developing countries and LDCs and address related |ssues of
technical assistance and support for capacity building.

2 ILLUSTRATIVE ELEMENTS OF A TFS AGREEMENT

2.1. The TFS Agreement could be based on the TFA in goods, with suitable modification and
adaptation to the services context, as required.

2.2, Some of the issues would be cross-cutting issues relevant for all modes of supply of services,
and athers would be specific to each mode of supply,

2.3. An illustrative list of such elements is provided below:
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2.1 CROSS-CUTTING ISSUES

# Publication and availability of information, including automation and international electronic
exchange of trade data.

= Transparency In application of all measures of general application affecting trade in services.

= Ensuring administration of measures affecting trade in services in a reasonable, objective
and impartial manner.

= Consultations and cooperation among relevant authorities.
« Opportunities to comment before entry into force of measures affecting trade in services.

= Procedures and timelines for consideration of applications from service suppliers, as well as
for appeal and review,

« Disciplines on taxes, fees, charges and other levies on supply of services.
= Special and Differential Treatment for developing country Members and LDCs.
« Institutional arrangements.

2,2 MODE-SPECIFIC ISSUES

Mode 1:

=« Facilitation of free flow of data across borders for ensuring meaningful supply of Mode 1
services,

Maode 2;

= Facilitation of supply of Mode 2 services, including through cross border insurance portability
for avalling of medical or tourist related services in a foreign country.

s« Endeavour to streamline temporary entry formalities, such as visa processing fees,
procedures and timelines for consumers seeking entry into another country to avail of
services (such as medical services, education services, tourism, etc.).

Mode 3:

+ Facilitation of supply of Mode 3 services, including through measures such as single window
clearance for setting up commercial presence.

+ Disciplines on charges applicable on Mode 3 service suppliers, in order to ensure that these
do not unfairly disadvantage foreign service suppliers.

Mode 4:

= Facilitation of supply of Mode 4 services through simplification of procedures for temporary
entry and stay, and clarity in respect of work permits and visas as relevant for the
categories of the Mode 4 commitments.

# Disciplines on measures relating o  taxation, fees/charges, discriminatory salary
requirements, social security contributions in relation to temporary entry, etc. in order to
ensure that these do not unfairly disadvantage foreign service suppliers.

3 CONCLUDING COMMENTS

India firmly believes that like the TFA, a well-structured TFS will significantly enhance the potential
for trade in services for all Members. This concept requires careful deliberation in order to enable
the development of a framawork that can effectively address the main concerns of all Members.
India looks forward to comments and suggestions from all Members on this critical concept and to
developing the elaments for the same.
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(88 2) TPP CHAPTER 25 REGULATORY COHERENCE

CHAPTER 25

REGULATORY COHERENCE

Article 25.1: Definitions
For the purposes of this Chapter:

covered regulatory measure means the regulatory measure determined by each
Party to be subject to this Chapter in accordance with Article 25.3 (Scope of
Covered Regulatory Measures); and

regulatory measure means a measure of general application related to any matter
covered by this Agreement adopted by regulatory agencies with which
compliance is mandatory.

Article 25.2: General Provisions

1. For the purposes of this Chapter, regulatory coherence refers to the use of
good regulatory practices in the process of planning, designing, issuing,
implementing and reviewing regulatory measures in order to facilitate
achievement of domestic policy objectives, and in efforts across governments to
enhance regulatory cooperation in order to further those objectives and promote
international trade and investment, economic growth and employment.

2. The Parties affirm the importance of®
(a) sustaining and enhancing the benefits of this Agreement through
regulatory coherence in terms of facilitating increased trade in
goods and services and increased investment between the Parties;
(b) each Party’s sovereign right to identify its regulatory priorities and
establish and implement regulatory measures to address these
priorities, at the levels that the Party considers appropriate;

(c) the role that regulation plays in achieving public policy objectives;

(d) taking into account input from interested persons in the
development of regulatory measures; and

(e) developing regulatory cooperation and capacity building between
the Parties.

25—1
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Article 25.3: Scope of Covered Regulatory Measures

Each Party shall promptly, and no later than one year after the date of
entry into force of this Agreement for that Party, determine and make publicly
available the scope of its covered regulatory measures. In determining the scope
of covered regulatory measures, each Party should aim to achieve significant
coverage.

Article 25.4: Coordination and Review Processes or Mechanisms

1. The Parties recognise that regulatory coherence can be facilitated through
domestic mechanisms that increase interagency consultation and coordination
associated with processes for developing regulatory measures. Accordingly, each
Party shall endeavour to ensure that it has processes or mechanisms to facilitate
the effective interagency coordination and review of proposed covered regulatory
measures. Each Party should consider establishing and maintaining a national or
central coordinating body for this purpose.

2, The Parties recognise that while the processes or mechanisms referred to
in paragraph 1 may vary between Parties depending on their respective
circumstances (including differences in levels of development and political and
institutional structures), they should generally have as overarching characteristics
the ability to:

(a) review proposed covered regulatory measures to determine the
extent to which the development of such measures adheres to good
regulatory practices, which may include but are not limited to those
set out in Article 25.5 (Implementation of Core Good Regulatory
Practices), and make recommendations based on that review;

(b) strengthen consultation and coordination among domestic agencies
so as to identify potential overlap and duplication and to prevent
the creation of inconsistent requirements across agencies;

(c) make recommendations for systemic regulatory improvements; and

(d) publicly report on regulatory measures reviewed, any proposals for
systemic regulatory improvements, and any updates on changes to

the processes and mechanisms referred to in paragraph 1.

Each Party should generally produce documents that include descriptions of those
processes or mechanisms and that can be made available to the public.
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Article 25.5: Implementation of Core Good Regulatory Practices

1. To assist in designing a measure to best achieve the Party’s objective, each
Party should generally encourage relevant regulatory agencies, consistent with its
laws and regulations, to conduct regulatory impact assessments when developing
proposed covered regulatory measures that exceed a threshold of economic
impact, or other regulatory impact, where appropriate, as established by the Party.
Regulatory impact assessments may encompass a range of procedures to
determine possible impacts.

2. Recognising that differences in the Parties’ institutional, social, cultural,
legal and developmental circumstances may result in specific regulatory
approaches, regulatory impact assessments conducted by a Party should, among
other things:

(a) assess the need for a regulatory proposal, including a description of
the nature and significance of the problem;

(b) examine feasible alternatives, including, to the extent feasible and
consistent with laws and regulations, their costs and benefits, such
as risks involved as well as distributive impacts, recognising that
some costs and benefits are difficult to quantify and monetise;

(c) explain the grounds for concluding that the selected alternative
achieves the policy objectives in an efficient manner, including, if
appropriate, reference to the costs and benefits and the potential for
managing risks; and

(d) rely on the best reasonably obtainable existing information
including relevant scientific, technical, economic or other
information, within the boundaries of the authorities, mandates and
resources of the particular regulatory agency.

3. When conducting regulatory impact assessments, a Party may take into
consideration the potential impact of the proposed regulation on SMEs.
4. Each Party should ensure that new covered regulatory measures are plainly

written and are clear, concise, well organised and easy to understand, recognising
that some measures address technical issues and that relevant expertise may be
needed to understand and apply them.

5. Subject to its laws and regulations, each Party should ensure that relevant
regulatory agencies provide public access to information on new covered
regulatory measures and, where practicable, make this information available
online.

25-3
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6. Each Party should review, at intervals it deems appropriate, its covered
regulatory measures to determine whether specific regulatory measures it has
implemented should be modified, streamlined, expanded or repealed so as to
make the Party’s regulatory regime more effective in achieving the Party’s policy
objectives.

T Each Party should, in a manner it deems appropriate, and consistent with
its laws and regulations, provide annual public notice of any covered regulatory
measure that it reasonably expects its regulatory agencies to issue within the
following 12-month period.

8. To the extent appropriate and consistent with its law, each Party should
encourage its relevant regulatory agencies to consider regulatory measures in
other Parties, as well as relevant developments in international, regional and other
fora when planning covered regulatory measures.

Article 25.6: Committee on Regulatory Coherence

I The Parties hereby establish a Committee on Regulatory Coherence
(Committee), composed of government representatives of the Parties.

2. The Committee shall consider issues associated with the implementation
and operation of this Chapter. The Committee shall also consider identifying
future priorities, including potential sectoral initiatives and cooperative activities,
involving issues covered by this Chapter and issues related to regulatory
coherence covered by other Chapters of this Agreement.

3. In identifying future priorities, the Committee shall take into account the
activities of other committees, working groups and any other subsidiary body
established under this Agreement and shall coordinate with them in order to avoid
duplication of activities.

4. The Committee shall ensure that its work on regulatory cooperation offers
value in addition to initiatives underway in other relevant fora and avoids
undermining or duplicating such efforts.

5. Each Party shall designate and notify a contact point to provide
information, on request by another Party, regarding the implementation of this
Chapter in accordance with Article 27.5 (Contact Points).

6. The Committee shall meet within one year of the date of entry into force
of this Agreement, and thereafter as necessary.

7 At least once every five years after the date of entry into force of this
Agreement, the Committee shall consider developments in the area of good
regulatory practices and in best practices in maintaining processes or mechanisms
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referred to in Article 25.4.1 (Coordination and Review Processes or Mechanisms),
as well as the Parties’ experiences in implementing this Chapter with a view
towards considering whether to make recommendations to the Commission for
improving the provisions of this Chapter so as to further enhance the benefits of
this Agreement.

Article 25.7: Cooperation

1. The Parties shall cooperate in order to facilitate the implementation of this
Chapter and to maximise the benefits arising from it. Cooperation activities shall
take into consideration each Party’s needs, and may include:

(a) information exchanges, dialogues or meetings with other Parties;

(b) information exchanges, dialogues or meetings with interested
persons, including with SMEs, of other Parties;

(c) training programmes, seminars and other relevant assistance;

(d) strengthening cooperation and other relevant activities between
regulatory agencies; and

(e) other activities that Parties may agree.

2. The Parties further recognise that cooperation between Parties on
regulatory matters can be enhanced through, among other things, ensuring that
each Party’s regulatory measures are centrally available.

Article 25.8: Engagement with Interested Persons

The Committee shall establish appropriate mechanisms to provide
continuing opportunities for interested persons of the Parties to provide input on
matters relevant to enhancing regulatory coherence.

Article 25.9: Notification of Implementation

1. For the purposes of transparency, and to serve as a basis for cooperation
and capacity building activities under this Chapter, each Party shall submit a
notification of implementation to the Committee through the contact points
designated pursuant to Article 27.5 (Contact Points) within two years of the date
of entry into force of this Agreement for that Party and at least once every four
years thereafter.

25-5
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2. In its initial notification, each Party shall describe the steps that it has
taken since the date of entry into force of this Agreement for that Party, and the
steps that it plans to take to implement this Chapter, including those to:

(a) establish processes or mechanisms to facilitate effective
interagency coordination and review of proposed covered
regulatory measures in accordance with Article 25.4 (Coordination
and Review Processes or Mechanisms);

(b) encourage relevant regulatory agencies to conduct regulatory
impact assessments in accordance with Article 25.5.1
(Implementation of Core Good Regulatory Practices) and Article
25.5.2;

(c) ensure that covered regulatory measures are written and made
available in accordance with Article 25.5.4 (Implementation of
Core Good Regulatory Practices) and Article 25.5.5;

(d) review its covered regulatory measures in accordance with Article
25.5.6 (Implementation of Core Good Regulatory Practices); and

(e) provide information to the public in its annual notice of prospective
covered regulatory measures in accordance with Article 25.5.7
(Implementation of Core Regulatory Practices).

3. In subsequent notifications, each Party shall describe the steps, including
those set out in paragraph 2, that it has taken since the previous notification, and
those that it plans to take to implement this Chapter, and to improve its adherence
to it.

4. In its consideration of issues associated with the implementation and
operation of this Chapter, the Committee may review notifications made by a
Party pursuant to paragraph 1. During that review, Parties may ask questions or
discuss specific aspects of that Party’s notification. The Committee may use its
feview and discussion of a notification as a basis for identifying opportunities for
assistance and cooperative activities to provide assistance in accordance with

Article 25.7 (Cooperation).

Article 25.10: Relation to Other Chapters

In the event of any inconsistency between this Chapter and another
Chapter of this Agreement, the other Chapter shall prevail to the extent of the
inconsistency.
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Article 25.11: Non-Application of Dispute Settlement

No Party shall have recourse to dispute settlement under Chapter 28
(Dispute Settlement) for any matter arising under this Chapter.

25—7

174 2017 Global Legal Issues (1)



(K2 2) TTIP— EU proposal for Chapter: Good Regulatory Practices

This TEXTUAL PROPOSAL is the European Union's proposal for legal text on "Good Regulatory
Practices" in TTIP. It was tabled for discussion with the US and made public on 21 March 2016. The

actual text in the final agreement will be a result of negotiations between the EU and US.

TTIP- EU proposal for Chapter: Good Regulatory Practices

Article 1 - General Provisions

1. The Parties reaffirm their shared commitment to good regulatory principles and practices
to achieve public policy objectives based on a high level of protection, while facilitating

trade and investment.

2. Nothing in this Chapter shall affect the rights of each Party to:

(a) adopt, maintain and apply measures without delay, in accordance with deadlines under
its respective regulatory or administrative procedures, to achieve its public policy
objectives, in accordance with its regulatory framework and principles;

(b) apply its fundamental principles governing decision-making in its jurisdiction, for
example in the areas of risk assessment and risk management.'

3. This Chapter shall only impose obligations on the European Union and the United States.

Article 2 - Definitions
For the purposes of this Chapter:
a) “regulatory acts’ means acts of general applicability®:

for the EU:

i. proposed Regulations and Directives submitted for adoption pursuant to
Article 289 of the Treaty on the Functioning of the European Union;

ii. Delegated and Implementing acts pursuant to Articles 290 and 291,
respectively of that Treaty.

for the US:

i. Draft bills introduced by Members of Congress in Congress (with respect to
Article 5 of this chapter)

! For the EU, such principles include those established in the Treaty on the Functioning of the European Union
as well as in Regulations and Directives adopted pursuant to Article 289 of the Treaty on the Functioning of the

European Union.
? For greater certainty, this does not apply to measures addressed to individual natural or legal persons.

EU-US TTIP Negotiations
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This TEXTUAL PROPOSAL is the European Union's proposal for legal text on "Good Regulatory
Practices" in TTIP. It was tabled for discussion with the US and made public on 21 March 2016. The
actual text in the final agreement will be a result of negotiations between the EU and US.

ii. Draft bills proposed by the US Administration to Congress

iii. agency statements of general applicability and future effect designed to
implement, interpret, or prescribe law or policy or describing the organisation,
procedure, or practice requirements of an agency;

in respect to any matter covered by this Agreement.
b) “regulatory authorities” means:
i. for the EU, the European Commission;

ii. for the US, any rule-making authority at the central level of government,
including any Executive Branch or independent agency that develops
regulatory acts.

Article 3 — Internal coordination

Each Party shall maintain internal coordination processes or mechanisms in order to foster
good regulatory practices, including transparent planning, stakeholder consultation, impact
assessments and retrospective evaluations of regulatory acts.

Article 4 - Description of Regulatory Processes

Each Party shall make publicly available a description of the processes and mechanisms
employed by its regulatory authorities to develop and to review regulatory acts, including the
applicable guidelines, rules or procedures which allow the public to provide input to the
development of regulatory acts.

Article 5 — Early information

1. Each Party shall make publicly available at least once a year a list of planned major’
regulatory acts. Such list shall provide information on the scope and objectives of the
regulatory acts.

2. For planned major regulatory acts undergoing impact assessment each Party shall
make publicly available, as early as possible, information on planning and timing
leading to their adoption, including on planned stakeholder consultations and potential
for significant impacts on trade, investment and on small and medium sized
enterprises (SMEs).

? Regulatory authorities of each Party define "major” regulatory acts.

EU-US TTIP Negotiations
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This TEXTUAL PROPOSAL is the European Union's proposal for legal text on "Good Regulatory
Practices" in TTIP. It was tabled for discussion with the US and made public on 21 March 2016. The
actual text in the final agreement will be a result of negotiations between the EU and US.

Article 6 — Stakeholder Consultations

1. When preparing regulatory acts, each Party shall, in accordance with its respective rules
and procedures:

a. offer a reasonable opportunity for anynatural or legal person, on a non-
discriminatory basis, to provide input;

b. publish either draft regulatory acts or consultation documents that provide
sufficient details about a possible new regulatory act to allow natural or legal
persons and the other Party to assess whether and how their interests might be
significantly affected;

c. consider the contributions received.

2. Each Party should make use of electronic means of communication and seek to use
dedicated single access web portals, where possible.

3. Each Party shall make publicly available any comments it receives, except to the extent
necessary to protect confidential information or withhold personal data or inappropriate
content.

4. In publishing a proposed or final regulatory act' each Party shall endeavor to provide a
publicly available explanation of the results of the consultation process.

Article 7 - Feedback on the existing regulatory framework

Each Party shall offer the opportunity for any natural or legal person to submit views to the
relevant regulatory authority on improvements to existing regulatory frameworks, including
whether a regulatory framework has become ineffective at protecting health, environment,
welfare, safety or other public policy objectives, or suggestions for simplification and burden
reduction.

“For greater certainty, this obligation may be met by publication of a separaic but contemporancous document.

EU-US TTIP Negotiations
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This TEXTUAL PROPOSAL is the European Union's proposal for legal text on "Good Regulatory
Practices" in TTIP. it was tabled for discussion with the US and made public on 21 March 2016. The
actual text in the final agreement will be a result of negotiations between the EU and US.

Article 8 — Regulatory Impact Assessment

1.

Each Party affirms its intention to carry out, in accordance with its respective rules
and procedures, a regulatory impact assessment for planned regulatory acts.

When carrying out a regulatory impact assessment in accordance with paragraph 1,
each Party shall ensure that it:

a. considers the need for the proposed regulatory act and the nature and the
significance of the problem the regulatory act is intended to address;

b. examines feasible regulatory and non-regulatory alternatives (including the
option of not regulating), if any, that would achieve the objective of the
regulatory act;

c. assesses potential short and long term social, economic, and environmental
impacts of such alternatives and the anticipated costs and benefits
(quantitative, qualitative, or both, recognising that some costs and benefits are
difficult to quantify).

When carrying out a regulatory impact assessment in accordance with paragraph 1,
special attention shall be given to the impact of the regulatory act in development
on SMEs.

Within the overall framework of their regulatory impact assessments in accordance
with paragraph 1, the regulatory authority shall, among other aspects, assess how
the options under consideration:

relate to relevant internationally agreed regulatory documents”;

b. take account of the regulatory approaches of the other Party, when the other
Party has adopted or is planning to adopt regulatory acts on the same matter®;

c. have an impact on international trade or investment.

o

The findings of regulatory impact assessments shall be published no later than the
proposed or final regulatory acts.

The Parties shall promote the exchangz of information on available relevant
evidence and data, on their practices in assessing impacts on international trade or

* For greater certainty, only regulatory documents adopted by international bodies or fora in which both Parties'
regulatory authorities participate and to which they have agreed can be considered as "internationally agreed
regulatory documenis” for the purposes of this provision.

¢ For greater certainty, this is an obligation for regulatory authorities to examine the approaches of the other
Party on their merits, but not 1o a particular result.

EU-US TTIP Negotiations
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This TEXTUAL PROPOSAL is the European Union's proposal for legal text on "Good Regulatory
Practices" in TTIP. It was tabled for discussion with the U5 and made public on 21 March 2016. The
actual text in the final agreement will be a result of negotiations between the EU and US.

investment, as well as on the methodology and economic assumptions applied in
regulatory policy analysis’.

Article 9 — Retrospective Evaluation

1. Each Party shall maintain procedures or mechanisms to promote periodic retrospective
evaluations of regulatory frameworks.

2. The Parties shall promote the exchange of experience and share information on
planned retrospective evaluations.

3. Each Party shall make publicly available the results of any such retrospective
evaluations.

|Article 10 Placeholder for a provision on Regulatory repository]
Article 11 — Non-application of dispute settlement

Chapter XX (Dispute Settlement) does not apply to this Chapter.

Ak

’ Any exchange of information needs 1o respect the rules to be agreed on the exchange of confidential
information and needs to be consistent with each Party's legal framework as to confidential information and
information protected by intellectual property righis.

EU-US TTIP Negotiations
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> Ao Qlstel WS AL ASel ol o S ] $istel 7t

YolHg AT 4 U7}

1

> dlojgof] gt Aol H5t AW Fos HAN] FA4] 942 = uE
71
4909 % 9 e askl) Aa dgel A
> OJA} AR BEA|Z(decision tree)E ZEsto] dlolg A AH W AUg|eE
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AR Tgtdo) e FAIE Y8t A7 (Guidelines for the Regulation of Computerized
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> Foke AbEel e 919 Wel: AEReld FEAF 7w o8 AgSAY

Ei ARSI QS0RM WAT 4 9l SIS ARl wet detd 4 gk g

i} pIE PolEi A 7 ol el Hort S AREelA dake v

otk wheby QlERold] TEIE /|WE @ dolE AHgOw se] WA 4

Sl 9T o] 52 wmale] Hloje) ALES] WS Bs| 511, @ glolg AHgel
948 445 vlel sterste] Pelstolol G,

rr

> gt H AR e TR B golA o] FojA| = HiolE e wd

Ul " SA ¥E Estelor & #RE opdel, dRbF e R £gE SEARE

Fotolof gty @A Aol vl whEstE o], o2 =7t w7 WyE

o] FojR= AEFO| A Fo-go] oEdt Ho] AEE=A| o FE sk Aol 44
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HEAe A8ote] d=Fofd Fo85y ddd golgE Eastojof it

ok
F

=
gl:l
>
18
n

(Lh) Hlolg Y 7=g ¢
golg Aee] Hagte] |2 255 etolit thawt e Aol A
> THgo.zAe] Mol HlolE AL wd) ZRAEO] 27] WA ofi 3k Ao
aefstolof & AL oet QlEFola FEEEY 4 Al AR Lagt

SEAelaL WA el Aoy, dlolg Holo] 4+ Aol whet 2 whA|ofA] | 4ghe]

7IE= Agotol Addsial Brrd 4 Qe wHd o] ghEEoof gtk

> YR H(bright line) 7% W & E(red button) TS QlwFold] LEIE 7|k

dole & wjZsir vy Has2A o 7|23 543 MdS Al=sh] Aol s8=e
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S79) thafe] H ARSI H1A RS Trefslel 4o AAE Eeishe el 11
ApolA] Zhagh HA nret Aol whe 5 L] AFSOLE HHE ek Sof t=ejsjgiry
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A $1ZHUN, United Nations) 4F6}9] 3% H7d 3 AW hejel wedst A 71<1
AA R A7) E(WHO, World Health Organization)= 2016 %0| ‘AlZotdo] 13t 93

AHUA 0] AR (Risk Communication Applied to Food Safety Handbook) 2

wEstgrh, WHOL Wl H3eks AEe) obol Bet BAZF 35 BA% Mdss
WHolehs e sl AFekHo] VI STl WAT A9 TF Bl Bl

M= A FA7E Fsteiok sk AruAlClA BAE S| AAISHAL e 53] WHO=

AFE] FAAC) o] Fo] Bkslelx| 1 o|e} thite] WHIG HAE W FAREO] FEHL

QL ARollA] AREQRAS] Tt Aeix|x] ek A2 9] Sio] WAE 7RsHo] it

e AL, 98 ARUARIRY J12 AF @ 18 A4S A3 st gint,
2. MEQHH0|| 2Hst & FRFLI0[M2)

(1) AlZorol 25t 93! HARLIAOIMS| Ho| U ZeX

[

(7h AlZero st /@ HRLAHOIMES Ho|

URHAQ] 1A T A7t AEY) Bt M e AEE=, AEes ZHY

» A3 H7Krisk assessment): HALAE A4 = A 0 & Hrlslo] EAS Hdsh=t]

AgEE Z2AAE onjgi

2) World Health Organization, Risk Communication Applied to Food Safety Handbook (2016)2| LiES HH,
QOF5t Z{0|Ct,
e A
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> ]F 2] (risk management): A® 7Hs3et A ZAE Hrlstal Adesto], AAgh
FEOR Hosk=d et SAlE sk AS et

» 1 AfFryAelA(risk communication): §19 B7AL, 1 WA}, AH|A} 7]E
ol TAR Atololl 29 U ST} AH Qiof et YHO; S wikehE A
ofmjgict,

—_

918 ARUAI AL SIHEAY] Baalel PHRLR, Aol Auo] 723 BLHe

S, olSIAAE Aolel 4 olshE Sustel, AW BBl A g

i

O

(Lh AlZero| 2t /I8 HRLAOIMNS 524

A=, L eEl) Hlee}
Jie= AFARE(food chain) FRtO] A AAE= FHZA A, A8AE2 A5
ARt A5 7Fed Tl weh SERiint. wiebA AlEqbdel w't o 7 ruAlolde]
A OR o|FoAH, thah g2 Arge] JiAdE Aotk

> AREY SR

SN

> A% 3 2 A ALEO i AEe Al

2y

> (5= E—J A S 75)3) /\].EPE_o] N—o]-7]. M%:_ g g}yg
> (1A el aag TR AREe) AukEel s
(CH AlZotxof B3t 913 HBLIA 0N 28
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BARFEO] olsle} tiste] Fxlo] Baaloleh. EAF Ao ofste] YRS WAL G
u]A 4 ol Ahel B AR, o|E Sof A, 714, NGO, e, A7, nlge} ol
OIHUAREHY AAEL Edto] 91 ARUAC|MY B SAo] Dozt At

Hug 4w, ARUACINY Fa thiAktarget audience)ol T ola|E W = olr.
dela, FORE QT R, AEO] AR AU BuhE i Al ABSHA Bl

AL TS NGO 5 917 ARUACIHo] B3] BER sha gl Fa fhaASo] aw

sh= HAAE dEsts A2 A ArudAelde] ave Sisteteiof

(2h) EorEQl S

|]0|I

AwL#0140] o2 OlF

Quka oz VAl §1F ARUARIHe] olele ol g ket et

> ARUAo o] WE XS slolst 150] 9@el], e, ARUAlH 87
52 spofstolof Gk A

Eobdol) Tt $lat T AR 2 olefat 9IRS B Welshs Ywe] Hiat

&3 fA|stolof Gk 7

> 2aHAAo] oft]o] EAISAL Q=R thstel el ojelat BIUAS Fol7] Yt
w=2g sfofof Gt 3

v
1>

o
i
f
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3k AFQkAo] ek ARE ATSHE of2 el @ 71 Ao]o] S AR A

> sk Alo] A ARUA HES slefof stk 4
> ARUACIAY e|wala] ke ATkE HAskstolof Stk A

(Oh) H=doll chEt 21Ale] ZH
AP w3t 9 AwuAloldE AR fletdAe 1R F DAOIA et

AU (risk perception)= ST YA 54, 717, ALl diTh AlEe] =

ofnlgteh. ojugt $RA0) 9ol ATE mde Aste] AEo
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olefh ol ol Al ofsEARtet F0 hRHE Thelstar AREQPo) Bt S1d AR VAl
gl olefat AlgEo] Hold 4 Q=S Selshs slo] M Faslt

(2) YU FHEL|HO|MO| =
(b BE A 7|20l chst Az
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2017 Global Legal Issues (II—1)



1. UN OCHA

» Building Data Responsibility into Humanitarian Action, OCHA Policy and
Studies Series (May 2016).

» Leaving No One Behind: Humanitarian Effectiveness in the Age of the
Sustainable Development Goals, OCHA Policy and Studies Series (2016).

» Understanding the Climate—Conflict Nexus from a Humanitarian Perspective:

A New Quantitative Approach,OCHA Policy and Studies Series (May 2016).

2. WHO

(Ageing)
» Global Strategy and Action Plan on Ageing and Health (2016—2020) (2016).

{Ebola Virus)

» Clinical Care for Survivors of Ebola Virus Disease (2016).

(Food Satety)

» Evaluation of Certain Food Additives: Eighty—Second Report of the Joint
FAO/WHO Expert Committee on Food Additives (2016).

» Evaluation of Certain Veterinary Drug Residues in Food: Eighty—First Report
of the Joint FAO/WHO Expert Committee on Food Additives (2016).

» Risk Communication Applied to Food Safety Handbook (2016).

» Safety Evaluation of Certain Food Additives and Contaminants (2016).
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{Gender)

» A Tool for Strengthening Gender—Sensitive National HIV and Sexual Reproductive
Health (SRH) Monitoring and Evaluation Systems (2016).

» Strategy on Women's Health and Well-Being in the WHO European Region
(2016).

{Gender, Equity and Human Rights)
» A Foundation to Address Equity Gender and Human Rights in the 2030 Agenda:

Progress in 2014—-2015 (2016),

(HIV/AIDS)
» Guideline Updates on HIV and Infant Feeding (2016).

{Indoor Air Pollution)

» Burning Opportunity: Clean Household Energy for Health, Sustainable

Development, and Wellbeing of Women and Children (2016),

{Injuries, Traffic)

» Drug and Road Safety (2016).

» Post—Crush Response:. Supporting Those Affected by Road Traffic Crashes
(2016),

» Road Safety Mass Media Campaigns: A Toolkit (2016).

{International Programme on Chemical Safety)

» The Public Health Impact of Chemicals: Knowns and Unknowns (2016).

{lonizing Radiation)
» Communicating Radiation Risks in Paediatric Imaging: Information to Support

Healthcare Discussions about Benefit and Risk (2016).

2017 Global Legal Issues (II—1)



{Leprosy)

» Global Leprosy Strategy 2016—2020: Accelerating towards a Leprosy—Free
World (2016).

» Global Leprosy Strategy 2016—2020: Accelerating towards a Leprosy—Free

World Operation Manual (2016).

{Maternal)

» Caring for Newborns and Children in the Community: Facilitator Guideliens

for Conducting a Planning Workshop (2016).

{Mental Health)
» Group Interpersonal Therapy (IPT) for Depression (2016).
» mhGAP Intervention Guide for Mental, Neurological and Substance Use Disorders

in Non—Specialized Health Settings, Version 2.0 (2016).

{Nutrition)

» Toxicological Evaluation of Certain Veterinary Drug Residues in Food (2016).

» WHO Guideline: Daily Iron Supplementation in Adult Women and Adolescent
Girls (2016).

» WHO Guidelines: Daily Iron Supplementation in Infants and Children (2016).

» WHO Guideline: Fortification of Maize Flour and Corn Meal with Vitamins
and Minerals (2016).

» WHO Guideline: Iron Supplementation in Postpartum Women (2016).

» WHO Guideline: Use of Multiple Micronutrient Powders for Point—of—Use
Fortification of Foods Consumed by Infants and Young Children Aged 6—23

Months and Children Aged 2—12 Years (2016).

=2
e
1
fol
HO
[a}
0%
i
i)
e
iy
my
]
ng
0z
Al

227

oo
_i

001
o

H

E

{oERHl /

{032l

HL
!
—
=
re
-




228

» WHO Guideline: Use of Multiple Micronutrient Powders for Point—of—Use

Fortification of Foods Consumed by Pregnant Women (2016).

(Rabies)

» Moves to Consign Rabies to History (2016).

(Sexual and Reproductive Health)

» Child, Early and Forced Marriage Legislation in 37 Asia—Pacific Countries (2016),

» Companion of Choice During Labour and Childbirth for Improved Quality of
Care (2016).

» Selected Practice Recommendations for Contraceptive Use, Third Edition (2016).

» WHO Recommendations on Antenatal Care for a Positive Pregnancy Experience
(2016).,

» WHO Guidelines on the Management of Health Complications from Female

Genital Mutilation (2016).

(Zika Virus)
» Screening, Assessment and Management of Neonates and Infants with
Complications Associated with Zika Virus Exposure in Utero (2016),

» WHO Guideline: Infant Feeding in Areas of Zika Virus Transmission (2016).
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