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Abstract

I . Background and Purpose

[] Background of the Study

O Recently, Information and Communication conversion has been paid
much attention in order to find a new growth engine and to
attempt the revival of established industries through Information and

Communication technology-centered conversion among industries

O According to "Internet New Business Promotion Plan, announced by
the Ministry of Science, ICT and Future Planning June 5th 2013,
Internet of things, Cloud Computing, Big Data, and Future Internet

was chosen as the four key industries to lead creative economy.

O Current laws need to be improved since they are impediments to

Information and Communication conversion invigoration

[] Purpose of the Study

O Intend to analyze weakness and to prepare an improvement plan
for the promotion of Information and Communication conversion
invigoration under "Special Act on Information and Communi-

cation Promotion and Conversion Invigoration Etc.,

O With focus on internet of things, Smart Work, Cloud Computing,
and Big Data, 4 leading key technology areas for the groundwork of

Information and Communication conversion, Intend to analyze insti-



tutional weaknesses which have became impediments to the
invigoration of Information and communication conversion, and to
propose a legislative improvement plan for the invigoration of Infor-

mation and Communication conversion

II. Main Contents

[] Significance of the Enactment of "Special Act on Information
and Communication Promotion and Conversion Invigoration Etc,

and Improvement Plan

O Background and Significance of the Enactment of ICT Special Act

- Since Korea’s IT industry is the pivotal for the growth of the
national economy and a key industry, this study is significant in
that it aims to develop the national economy and to promote the
convergence among industries through the enactment of "Special
Act on Information and Communication Promotion and Conversion

Invigoration Etc, (hereinafter referred to as ICT Special Act).

O  Limits of ICT Special Act

- The effectiveness is doubtable because the strategic committee and
the invigoration promotion team prescribed in the ICT Special
Act has no binding power. They may only make recommendation

under the Act.

- The ICT Special Act has been preparing institutional measure for
the promotion of the introduction of various new conversion-type

service through temporary permit, but in case that such temporary



permit expires, follow-up measures concerning user protection are

imperfect.

O Reform Plan of the ICT Special Act

- In order to perform the function of a control tower across govern-
mental agencies for IT promotion in accordance to the legislative
purpose of the ICT Special Act, it requires to award a binding
power of a certain level to the strategic committee and the

invigoration promotion team.

- It needs to prepare follow-up measures for the protection of users.
One of such measures is to compensate or to provide same
service to existing users by a new business entity which takes
over the contract under the same condition When a temporary
permit expires according to prompt treatment procedure under the
ICT Special Act.

[ ] Internet of Things Related Current Policies and Legislative Reform Plan

O Internet of Things related policies

- Korea Communication Commission announced "Master Plan for
the establishment of foundation for Machine to Machine, October
2009, set up policies for the establishment of foundation and the
promotion for Machine to Machine, and proposed a plan to

prepare related laws.

- Currently, policies are at a standstill with no advancement being
made because of the conflict of interests among Korea Communi-
cation Commission struggling for the enactment of this Act and

other government agencies like the Ministry of Trade, Industry and



Energy, and the Ministry of Land, Infrastructure and Transport.

Contents and Issues of Current Laws related to Internet of Things

The service of Internet of Things which intermediates communi-
cation between people and things does not include in the concept
of electronic communication service which intermediate communi-
cation among persons under the Telecommunication Business Act.
Therefore the issue is that regulations under the Telecommuni-

cation Business Act concerning user protection cannot be applied.

In case that the service of a certain Internet of things directly
collects and supplies locational information of an individual, it
applies to the locational information business under the subsection
6 of the Article 2 of Law on the Protection and Use of Location
Information, and Internet of things supplier has a difficulty in
obtaining the permit for locational information business according

to the subsection 1 of the Article 5 of the Act.

Since the ICT Special Act does not provide separate regulates for
the promotion of Internet of things, and production, distribution
and mass use of the information of things, it needs to reinforce

legal measures for promoting Internet of things.

Legislative Reform Plan for Invigoration of Internet of Things

It needs to expand the concept of telecommunication service in
order to include Internet of Things intermediating communications

between people and things or communication among things.

It needs to revise the subsection 1 of the Article 5 of Law on

the Protection and Use of Location Information and to remove



barriers to entry so as for Internet of things service supplier to

start locational information business without obtaining permit.

- It needs to include a separate regulation for the ‘promotion of the
production, distribution, and mass use of the information of

things’ in the ICT Special Act.

[ ] Smart Work Related Current Policies and Legislative Reform Plan

O Smart Work Related Current Policies

- Korea Communications Commission announced "Smart Work
Invigoration Plan,aiming to have 30% of workers do

Smart-Work by 2015 January 6th 2011.

O Needs for Legislative Enactment Related to Smart Work in Private

Sector

- In case of Public Smart Work, the basis for implementation was
made through Electronic Government Act and the enactment and
revision of related regulations. In case of private sector, laws to
invigorate Smart Work has not been made, and therefore it needs

to prepare such laws.

O Legislative Plan for the Invigoration of SmarWork in Private Sector

- It needs to certify the quality of Smart Work service as well as
to standardize technology and service of Smart Work in order to

guarantee the quality of Smart Work.

- It needs to prepare the standard for the protection of information
for the provision of Smart Work service, and especially needs to

establish protective measures in technological, physical and



managerial aspects in compliance to such standard for the

protection of information.

- It needs to prepare measures for discrimination against Smart
Workers, measures for health protection, and measures for the

protection of privacy.

[ ] Policy Conditions and Improvement Plan Regarding Legislation

on Cloud Computing

O Policy Conditions for Cloud Computing

- Korea Communications Commission, Ministry of Public Admini-
stration and Security (which is currently Ministry of Security and
Public Administration), and Ministry of Knowledge Economy
established "Government-wide Comprehensive Plan for Forstering
Cloud Computing,in December 2009, and Korea Communications
Commission and other relevant Ministries conjunctively announced
MIntensification Strategy for Proliferation and Competitiveness of

Cloud Computing, in May 2011.

- Korea Communications Commission submitted Act on Develop-
ment of Cloud Computing and User Protection(plan) (Cloud
Computing Development Act(plan)) on October 16, 2013.

O Contents and Drawbacks of Cloud Computing Development Act

- Even though the Bill imposes duties of the businesses for the
protection of the users regarding infringement accidents, information
leakage, or information usage, it is anticipated that the Bill’s weak
sanction methods will make the performance of such duty (of the

Act) is virtually difficult.



- Pursuant to this Bill, the Minister of Science, ICT and Future
Planning does not have any authority to coerce the businesses on
Cloud Service Level Agreement, but the Minister can only suggest

on it.

O Improvement Plan for Legislation on Fostering Cloud Computing

- It is determined to be necessary to impose sanctions up to the level
of sanctions of Act on Promotion, etc. of Utilization of Information
System (Information System Act) in cases of infringement accidents,

information leakage, or information usage.

- In order to entice the businesses to comply with the Cloud Service
Level Agreement, it is determined to be necessary to publicize
whether the businesses are complying with the standards when

entering into service contract with their users.

[ ] Improvement Plan for Policy Conditions and Legislation on

Big Data

O Current Policy Conditions on Big Data

- On November 28, 2012, Ministry of Education and Science Tech-
nology, Ministry of Public Administration and Security (which is
currently Ministry of Security and Pulic Administration), Ministry of
Knowlege and Economy, Korea Communications Commission, and
National Science and Technology Commission announced their plan
to foster Big Data through"Big Data Master Plan for Realization of

Smart Nation,.



III. Expected Effect

[] This study is expected to provide legal groundwork for IT conversion
by suggesting a reform plan in legal and institutional aspects related
to the ICT Special Act, Internet of Things, Smart Work, Cloud Com-
puting and Big data, and to remove institutional obstacles to IT

conversion.

» Key Words : IT conversion, ICT Special Act, Internet of Things,

Smart Work, Cloud Computing, Big Data
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< EU TFAIEA3(2002/21/EC) A2%2] B8] 20 Ao >

Article 2(A|22) Definitions(% )
For the purposes of this Directive(®] A3 <2] &4 & 93l):

For the purposes of this Directive:

(a) ‘electronic communications network’ means transmission systems and, where
applicable, switching or routing equipment and other resources which permit the
conveyance of signals by wire, by radio, by optical or by other electromagnetic
means, including satellite networks, fixed (circuit-and packet-switched, including
Internet) and mobile terrestrial networks, electricity cable systems, to the extent
that they are used for the purpose of transmitting signals, networks used for
radio and television broadcasting, and cable television networks, irrespective of
the type of information conveyed
(A7 AFAI TS 4“1 s, A& 7heek A% ulSH(switching)
LS 7:‘i(routing) el 2Ejal f§A, gre, #e we vE AR

aol Sl3lol HEE ATHE AT HIAE A6} AUE SAola),

Agele xnu dejgl BoAglo]l A5 Age] BHom AlgHE
Fo2 Bue, WU U oz

S = WEYoR ARSI T,
WA, TARIEINS E£dsto] 3= ag]a w7l wg ) g oo
& A, A7) AClEASEAA L EERI;

(c) ‘electronic communications service’ means a service normally provided for
remuneration which consists wholly or mainly in the conveyance of signals on
electronic communications networks, including telecommunications services and
transmission services in networks used for broadcasting, but exclude services
providing, or exercising editorial control over, content transmitted using
electronic communications networks and services; it does not include information
society services, as defined in Article 1 of Directive 98/34/EC, which do not
consist wholly or mainly in the conveyance of signals on electronic

communications networks

ATV R AV B A AR B FaURst AE A
2 o7t AwmHoR e BHom AFHE Mu2E ofugh
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.
'L HEE

-

51&) Sy A AT, 2012, 344,
205) M- ¥l - v - 9 7] 3k E-H =, 544,
206) o], kel =, 539
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gk ARl - ol &S AT F UEE g AR
AR 7-A(Opt-out) A =& FHskal qleh

H=ro] @uprt ARoM =, EAD At 7R HeEs 7
stal7] 918l "AB|R}F A 7] 7% (Consumer Privacy Bill of Rights),
= vhsta, olE F8 W&o i v THEYA A ARt
1. A€ (Consumer Data Privacy in a Networked World), 2000]2}= &
A& 2012 29 23%del] R HF Qlek o] wA= =2 HAd B
Altiel] ZsmfRke] ARES Baskal 7o) sile Hxsh] fjh A
AAE AAZ Aot

53] o FAo WA ulgole & 5 e rava g A2,

@ o
o b of
UL

=

AFoz AL = TS FHo|E& Y2/(Fair Information Prac-
tice Principles; FIPPs)’<S 4831l Qo v} WY& 8 A=

b glrha

< W= AL AR Aejgde) 8 e >

A Consumer Privacy Bill of Rights(ZH] %} AL A 2-4)

- Individual Control(7}<12] ‘&A]¥): Consumers have a right to exercise
control over what personal data companies collect from them and how
they use it(2B|AES 3|AE ojust QA RE FHsta oju gt
W o®m o5 of&st=A AT ATt .

207) The White House (2012), Consumer Data Privacy in a Networked World: a Framework
for Protecting Privacy and Promoting Innovation in the Global Digital Economy.
208) Ibid., p.1.
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Transparency(-+"84J): Consumers have a right to easily understandable
and accessible information about privacy and security practices(ZH| A&
S A 9 EQMY AEE ARk i A olsfistal HEE A
217k e,

Respect for Context(#] 32 ©] £%): Consumers have a right to expect
that companies will collect, use, and disclose personal data in ways that
are consistent with the context in which consumers provide the data(4H]
A5e Q5o Ane] AFEAe] duA 1 FuE S o] &

st W71 AL 7 A2E 7P AL lvh.

Security(}.9F): Consumers have a right to secure and responsible hand-
ling of personal data(ZH|AHES /WJABEE Shdsta A A A&
@ Ae 27% NS M3 Uvh,

Access and Accuracy(d<-¥} “d&4d): Consumers have a right to access
and correct personal data in wusable formats, in a manner that is
appropriate to the sensitivity of the data and the risk of adverse conse-
quences to consumers if the data is inaccurate(ZH|AFE2 7914 B 7}
AR A, 7 AR WA L A A vA Page 9
Aol mt A Ao ol & Fhed FHE JHIA R A
ste] #4e a7 AE A o,

Focused Collection(Z 8% 4~%Fe] 4=%]): Consumers have a right to reaso-
nable limits on the personal data that companies collect and retain(4~H|Z}
< 7ol FHsta Birehs AR e el dAE
4d dgE 7 Adh.

Accountability(#] 94 <=57): Consumers have a right to have personal data
handled by companies with appropriate measures in place to assure they
adhere to the Consumer Privacy Bill of Rights(AW| A& 7|Fo 2 3}
ofF avlA AT ALFAN FANA ARG YRR AAAR
= AYsEs a7 A= A Y.

olsh o] orpnt ARIE 20120l An A AT A, S
E o] Folx v FAHR, o}EAN, )B4 5 AFn
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ZAE Sl FAE o] BE HAAl Avle] PR HE W APALE

(re-use) e WEE 7HA|= Zlo] Fdsirtarl dekelgiy] wjito] 210

= 5
B 2 S adE A, 2011d 12
F AR AfARE-o ¥k X% (the Re-use of
Public Sector Information Directive; PSI Directive), = 7|73} &3 7]
ol dlolE /i 9 &89 FE& FAFsiaiti2i
TR EUL 20109 5€¥o] ARSAVEICT)S S FH L gt
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209) James Manyika et. al. (2011), Big Dat: The Next frontier for innovation, Compe-
tition, and Productivity, Mckinsey Global Institute.

210) #jERl - ¥ - 2 78 oke] &, 55~56. F ] Directive 2003/98/EC on the
Re-use of Public Sector Information Directive (PSI Directive)ol] W=W, EUE &3 7]
ol Al wlole] ARGl et FHAd, AEEA, sHAE w4 oFS Folsiit
(PSI Directive).

211) wiER - wrEl g - @ 7]3h <ke] 2, 561,



A6 HEolE e AL} HAl At

Ndstz] gk Al TEU tlA|" ofAltt “d #(the Digital Agenda for
Europe), & “FHstaL 1 dgto w2 HolE 7§ % =f(Open Data Strategy)’
= AYstd=d, oleig FAo] we}t EU dHole o EY(http:/-
open-data.europa.ew/)S 7HASHal dHlolE A 7= ATFMNT dite
220115 2013 Afololl 19 25 Ao e EH ol
e 48 RS v o RA

s, Hoolg &89 7127t Hie MAARRS B HAA
o], EUL W=rds 28 tddt AREs 387 ddd ArFA9
AP (Opt-in) S R78HE HAE FHeta Jdoev g wjsro] H]iA
oy &gt folg AL ofr}. x|k, ol

B 2 Aes BastelN e guF g
F AR A4 98 Hesn Jonz, Wy FYAE 9
& o= AEo| W vlasty Joa & & Ao

AA 3] AHEH, EUolAE= 20121 1€ 259 BUR 91937t
°] 199511 A X X & X %](Data Protection Directive, 95/46/EC)213)& 7|4
stoZH EU YWHAH X S 112 (Qh)(Proposal for the EU General Data
Protection Regulation)219=- A|¢tslS] =], o]= EU 3 A4S AHA
2014 149 25U4FH Al oot}

212) #19] =, 564,

213) Directive 95/46/EC of the European Parliament and of the Council of 24 October
1995 on the protection of individuals with regard to the processing of personal data
and on the free movement of such data, OJ L 281, 23.11.1995.

214) Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF
THE COUNCIL on the protection of individuals with regard to the processing of
personal data and on the free movement of such data (General Data Protection
Regulation), Brussels, 25.1.2012, COM(2012) 11 final.
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Article 6 (Lawfulness of processing: %] 2|2] ZHA)

1. Processing of personal data shall be lawful only if and to the extent that
at least one of the following applies(7NS1 X 2] AHel&= the &3 & 4
o]z o] stite] S FH = Ag-ellvt Asith):

(a) the data subject has given consent to the processing of their personal
data for one or more specific purposes(’d 5|7} v} Hi= 1 o]
o] EXE A4S 93] Al AR Ao Eold A9,

(b) processing is necessary for the performance of a contract to which the
data subject is party or in order to take steps at the request of the data
subject prior to entering into a contract(d H. A7} Al ko] 3+ FALA}

A A ole A AN At BT A EE A
4 7 AR 830l vt 208 Asks) A AL Fe)
Q08 49,

(c) processing is necessary for compliance with a legal obligation to which
the controller is subject(d XA 2|27} WES & F=F317] 215}
ANEE A7E Hagk A5,

(d) processing is necessary in order to protect the vital interests of the
data subject(d HTA 2] T3 o]o]S Hoslry] Al AR A
7F 2o 49,

(e) processing is necessary for the performance of a task carried out in the
public interest or in the exercise of official authority vested in the
controller(¥-3-2] ©]¢] H+= Xqiﬂﬂx]-oﬂﬂ] el Al wgke] 3
Atz FdE s ARl SE 9l HAAR A Bagh A9,

(f) processing is necessary for the purposes of the legitimate interests
pursued by a controller, except where such interests are overridden by
the interests or fundamental rights and freedoms of the data subject
which require protection of personal data, in particular where the data
subject is a child. This shall not apply to processing carried out by
public authorities in the performance of their tasks(*d H. A 2] x}2] Ao

143




2. Processing of personal data which is necessary for the purposes of
historical, statistical or scientific research shall be lawful subject to the
conditions and safeguards referred to in Article 83(A|83z°] W& =7
2 REEANE FEEE A, BAE, 3814 A7 x4 wa

AR A= A sttt

20123 EU YWbHH B T2 (0 A6z A1 s /AR ] A
g7t FHAA AFEA (@) AEFAY HAIAA B
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slol] Feolm= #-g3stal =t o] UFE7HE o] of
Hdlo]E7F ojn] Q=

I HHE o], FHlTEHE, T4, AstWE T AP A Ho
(Structured Data)¥ 7t o}zl XML, HTML 52 Hlo]EHo]~ 27
59 WHA3E d|o]H(Semi-structured Data)215) 7|4 K 216) 2717]5% A}
EAXAR, @dd7] 3FHS 59 H-HE do]H(Unstructured Data),
2Eal AR - @ H e - HIH e FA Y AR E Y B E HolH e
A "ot e, oldst ARES st AAA HUA

el -7k dvken olef o] wiflo|E ¢F wHsto| M= Ao

)
= AR Hafe] LAZE abd kel gl 2

215) Hlo]EH|o] 2 27|uk= Ho]EH|o] o Akm o] 2, A ®d W, AR
kel #AE Aest RS wWeke A &ojolr). HolE o]~ ] A|AH
(DBMS)©] ozl Aol wet dolEuo] 2~ A7|ntE whEo] Wi, Ho|yu|o] 2~
AREAE AR E A, 23], AHAl, WA uf DBMSw 1A3lo] Al dlo]EjH| o]
2 ~7|nbE Fxete] WES st A4 97w
http://ko.wikipedia.org/wiki/%EB%8D%B0%ECY9D%B4%EDY%84%B0%EB%B2%A0%ECY:9D%
B4%ECY%8A%A4_ Y%ECY%8A%A4%EDY682%A4%EB%ATY%88 (20131 109 23 W&

216) F7](cookie)Tt d}o]F BAES] V|ZAHTTP)S] UFo=ZA QIHY AREA7}
oA g PWA|EE WEE A L Aol EVF AREStal = AW olA EYl ARE
k9] AIFEC X shE 22 715 R 9dS P =T HITP 771, 9 371, 2
294 F7)gta e ghrh o] 7]1E el @l AR AAHY AREAE 22 AL
OJEE W winit}h 93| AR RS JHE vY F7)= AtoldoE
28 49 Bee-d F5S FH5E dol AeE 5 Jda, FaUre 1S F
A B AR ) A A ATS 958 R ok 4 719
http://ko.wikipedia.org/wiki/HTTP %EC%BF%A0%ED%82%A4 (20133 109 23 51

217) HFo] ATt w2, vldloly 7]zo] tigFe] QIF R g L, F, 9
golatAl I Rk ofe} sile] YkA] = WAe AR FAE ¢ A
RoB = olglgh Vot MH|AE o] &ohE AMEEE o] AR AME Fa
AHE A Han, oA T 7= AR Adlishe 8dlo® Ageta
gt o)k - dEd - 23, “aldlolE Aol JHQIBE Qo] AREAF A 3ol

A= G, AAHEATFA19A Al%), A sHBA| =53], 2013, 1259,

218) A ol AMAFE T Fol TS SoluAl H=d], vl
Z1ge] el & mojeh e iyl An|ae) @dshs Al dwd vekd
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Big Decisions, 64 Stanford Law Review, Online 63 (http://www.stanfordlawreview.org/-

221) Omer Tene & Jules Polonetsky (2012), Privacy in the Age of Big Data-A Time for
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