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Abstract

I . Background and Purpose

[] Having to verify one’s identity or provide evidence of an
entitlement is a situation we all face routinely. Traditionally,
fingerprints and identification numbers or passwords have

been the main means used for this purpose.

[ ] In recent years, new types of authentication methods have
emerged, aided by technological progress. Authentication
technologies such as fingerprint, 1iris, face and voice

recognition are all based on biometric data.

[ ] Due to the relative ease of use, biometrics has become
increasingly prevalent in a growing number of fields. Notably,
there is an accelerating trend toward the integration of
biometric recognition technologies into electronic banking

systems.

[ ] In spite of the heightened prevalence of biometrics, currently,
there exists no specific regulatory mechanism overseeing the
use of biometric data within the Korean legal system. Thus,

the goal of this study is to fill such a vacuum by providing



suggestions on how to build a legal framework for the

protection of biometric information.

II. Main Contents

[ ] Definition and Purpose of Biometrics

O Biometric data are information based on physiological and
behavioral characteristics of a person, used for the purpose
of verification of identity. They are information that directly
identifies a person, such as fingerprints, iris, retina and
artery patterns, facial features, voice and signature patterns.
Biometric data are, in other words, ‘biometric recognition
data,” allowing the recognition of a person or authentication

of his/her identity.

O Biometric data are unchanging physical characteristics and
can be easily acquired and used in most circumstances.
These advantages of biometrics are also precisely what

makes its use potentially dangerous.

[ ] Current Utilization of Biometric Data

O Examples of the use of biometric data for recognition or
authentication purposes can be found in wide-ranging
contexts, from everyday tasks to more special and less

common processes and procedures.



O In banking, biometric data are used for verification of
identity, as part of the electronic authentication process.
Given the growing prevalence of non-face-to-face
transactions, the utilization of biometric data are likely to

further increase, going forward.

O In medical and healthcare fields, biometric data are used for
the delivery of emergency care, medical device apps and
mobile systems. Here, the purpose of using biometric data
is not that of verifying or authenticating one’s own identity
or credentials. For this reason, most typical biometric data
are also not relevant in the context of healthcare. However,
once telemedicine becomes more widely practiced, this can

give rise to complex regulatory and legal issues.

O In criminal investigation, such biometric data as blood type,
DNA and gait have long been used as part of biological or
behavioral evidence. Aside from privacy concerns this raises,
the utilization of biometric data for criminal identification is
also rather distinct from their use for the purpose of

verifying or authenticating one’s own identity or credentials.

[ ] Laws and Regulations Related to Biometric Data

O While there are various laws applicable to biometric data
depending on the context of their use, there exists no

separate body of law or set of procedures that explicitly and



comprehensively govern related issues. As a result, biometric
data are devoid of a clearly-defined legal status and can
only be regulated as part of personal information under the

legal framework for privacy.

O Meanwhile, biometric data cannot necessarily be equated with

sensitive personal data.

O Examples of explicit references to biometric data in existing
laws are limited to “biological information” mentioned in
the <Electronic Financial Transactions Act>, “bio-metric
information” in the enforcement decree to the <Electronic
Communications Network Act> and “information regarding

biometric characteristics” in the <Digital Signature Act>.”

O While these references may be interpreted as a legal
recognition of the concept of biometric data, the fact
remains that a system is yet to be put in place for their
protection, which is currently ensured only through a series
of provisions under the <Personal Information Protection

Act>.
[ ] Biometrics Laws in Major Countries

O A regulatory framework in which the concept of biometric
data is explicitly defined and is clearly distinguished from

personal information in general appears to be lacking in



most countries across the world, at least for the time being.
Legislative examples from countries outside Korea suggest
that regulatory density depends largely on the stage of
development of the fields in which biometric data are

utilized.

O In the EU, the <General Data Protection Regulation> which
will replace and supersede the <1995 Data Protection
Directive> entered into force in 2016. The Regulation
expands the scope of protected data, stipulates stronger
protection measures and requires stricter standards for the
handling of personal data. The scope of data protected

under the new Regulation covers biometric data.

O In Germany where fingerprints and other biometric data are
used in various sectors of government for security initiatives
against terrorism and for national defense purposes, there
are pre-established guidelines to guarantee their safe

utilization.

O In the US, although biometric data are mentioned in federal
laws related to the use of personal data by private-sector
businesses, and more particularly, the financial industry, a
comprehensive regulatory framework is yet to be established.
Some state laws, however, define the concept and scope of

biometric data and stipulate the system for their protection.



O In Japan, there is currently no law on the utilization and

protection of biometric data. Biometric data are considered a
variety of personal data and are thus regulated through the

personal data protection system.

[ ] Building a Legal Framework for Biometric Data

O A clear definition of biometric data both as a concept and a

term is of paramount importance. In designing a regulatory
mechanism, a choice must be made. Either a new set of
provisions on biometric data, distinct from those on general
or sensitive personal data, would be added to the existing
<Personal Information Protection Act> or to each of the
individual laws having to do with biometric data. Or a new
self-contained law that governs biometric data exclusively

must be created.

O A distinction is needed between original biometric data and

O

biometric recognition data. Storing original biometric data
should be avoided as much as possible, as they are not
recoverable, if stolen or forged. In situations where they
must be stored or transmitted over a network, it 1is

imperative that they be in an anonymized form.

Biometric data are unlike general PIN codes and do not
necessarily fall into the category of sensitive personal data.

They, therefore, require protection measures that are



uniquely and specifically adapted to them. Related rules
must include provisions stipulating the minimum required
standards for technical, physical and administrative measures
toward their protection. Also essential is to strengthen the
duties and obligations of those who handle personal data.
Moreover, the procedures for obtaining the consent of
individuals concerned must be designed in such a way that

they are practically valid and effective.

O To guarantee the safety and reliability of biometric
recognition-based identification services, a single, unified
system of management and oversight has to be set up,

along with an authentication system.

O Genetic information, given its special importance as biometric
data, should be at all times and in any circumstance be
anonymized. Also, to prevent genetic information from
becoming exported to a country outside Korea, the transfer
of this information to a foreign destination must be

prohibited a priori or strictly controlled.

IlI. Expected Effect

[ ] This study is a comprehensive discussion of directions and
strategies for the creation of an effective legal framework for

the use and protection of biometric data, based on a synthetic



review of existing studies which were most often limited in
scope or were concerned with individual laws. The
suggestions offered in this study are attentive to the
consistency and harmony of the legal system and may serve

as reference in future legislative projects.

[] This study can be particularly useful for a project to take the
‘Guidelines on the Protection of Biological Information’ — set
to be established by the Korean government - to the next

level or legislate them.

» Key Words : Biometrics, Biometric Data/Information, Biometric
Sample Data, Original Biometric Data, Personal

Data, Sensitive Personal Data
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93



M4y AL 2d siel Ly

ol it Z1YE £ TR F& W9 el TFAPORN 1 Hg

MAS YA AAR BRsn ok A FFAT Wl AY
F95 WG A5A 7] sl FTIRE oA Dojut
A& doldt An AF) A 2 A 21E =dstn ek 2
4oz oy BTN 49 3 7199 ¢ 4 A9 Juus

2 3}
gato] 3] FERY AF WES SR o] HBolrk(o|2u}

“One-Stop-Shop” WA Y Z).

< X|&zt 729 MA H[w >

Directive 95/46 EC GDPR 2016/679
CHAPTER 1 General provisions CHAPTER 1 General provisions
CHAPTER II General rules on the CHAPTER 1I Principles
lawfulness of the processing of personal

CHAPTER III Rights of the data

data subject

Section 1 Principles relation to data Section 1 Transparency and modalities

quality Section 2 Information and access to

Section 2 Criteria for making data
personal data

processing legitimate Section 3 Rectification and erasure

Section 3 Special categories of Section 4 Right to object and

processing automated individual decision-making
Section 4 Information to be given to
the data subject

SSection 5 The data subject’s right of

Section 5 Restrictions

CHAPTER 1V Controller and processor
access to data Section 1 General obligations
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Section 7 The data subject’s right to Section 3 Data protection impact
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Section 8 Confidentiality and security Section 4 Data protection officer

. Section 5 Codes of conduct and
of procession

certification
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M2 & EU % OECD

II. OECD
1980 OECDY] "AMFEEZ 9 Z|AAPRY FHJe= S5 #F
7bol=g}el 738 o] HAl HEuto] olyzt AHEE HHY &
< AdsA] $E AL HHeE I HAEYAdE 33 - UARES

o4 B4 AT BAT BE AR FASL ATk of Fo|
AL AAAE Aol §17] WEol HAHx] =3t
q olaste Ao FEY Aolth

3|9o] Aok B Flo|=ed e AAYRERB O] AntHQ ¢
et @ 4 9 e 874K Ao Waksheh

2>

[r
R O ol

L4

V

< JHeIEE

HL
fol

3 9I%|

@O $HAIte] YR (Collection Limitation Principle), @ AZA2] Y2 (Data
Quality Principle), @ +X 22 & 3}9] Y2 (Purpose Specification Priciple),
@ o] gAgre] ¥R (Use Limitation Principle), & <¢HA3R 2] ¢ (Security
Safeguards Principle), ® F702] ¥Z|(Open Principle), @ 71z elo] 3
(Individual Participation Principle), 2 ¢l 2] ¢ 2] (Accountability Principle)

O

o] FlolEatele AMIEY FEH BBl AARHO AFRE

73) Guidelines on the Protection of Privacy and Transborder Flows of Personal Information.
74) 27, 29 AARE BEE AT YUER 1, 1879,
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F EE A FAH AN FEANA AT
ohel WA T5ol §y] gRe] FuE @

4
32
filo
M
o
o

M3&E o =

I. MEIMEo &8

uFe A 911 e ol HRH AAAZL o] §F AANY7| o]
Agrsol Hee AL 9k sHed 911 Hezt TARGD Aol
1,0 % EPY AAOR AAAFS 0§ AAANIES A

A2 AestA =Hqoh o]o] wF ofFE Aol i AT
=7}1}+sh 7] = ¢ ¥ 3] (National Science Technology Council, NSTC)E

EolAYSY FA W HEYAQ Z2 ALY, &8R- g5 - AR
AAH, 7IdEt, SdSTYAL"ET YA RAE A, WSS,
BE2da g, 9E8eAL A A4 AEE 5 e oheFet

=]
T 9T
1. SS=0kof[AMe &2

20159 10¥ 6Y FHAEHY FHAMRHEATETE u=9 MAFER
I4Eo] HESEE FHARY 4 I FHIY MAFEEDZ A
(Directive 95/46 EC) A|25x0f wetA] FH AT AFZS] MAAH R}

MFoR oAy AL Yk 2NE AT 4 Qo AXY 2Aol

)

75) olgt=F, kel &, 192-1939.

76) Hru| g, ool =1, 83-84W.

77) Thomson Reuters, Biometric Litigation : An evolving landscape, April/May 2016,
Practical Law, 2016.
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H3& o =

WHAEA 32, Hol&s 5 #3US 4U= AdE 29 2 =
o 71dsoAl 2 4= &A & B A IoE &3+ 1
=Y BF NMAFEEIA =7 EULF AA3sHA] ke Al 2
A7l BALHFEA dHA = v 7R A A op2 2 EUCA b 2
= AAA - 224HA FA Yl e AR HAHT vl YAA
H #3d HAE dAFez d4uEd tgad 2o

AL = AAJHH R sy Aol ot "I A
Hoe e £34 WA F3718A BAZEE &&35t7] A% o
I AR ZRaS st Ao AFshe AR EHelg. I

e oSANE I T2IRE K712 e, o F 2

¢

a0t 9.
(1) APFTY FHEE71$Y

=7} EF7] <Y (National Institute of Standards and Technology, NIST)
< 1960378 Agpab=e AP Aotpealrles AL
T AERZE7|so i A7 F A S0AzF AAFE ZopolA D
AT D 2049 A7} 58, @ FAAFHEAA, Qg
gadel AAAE ge 24, @ Hrh 9 BEs] g AT
£5) guBago] oo Ao AAAR $HS FHA
AL FEod AuAde] wee AgsA HAL, ol2H S¥W
FHHEE su, AAAYA2YY
QEE ot QI t}.80)

b

78) http://www.boannews.com/media/view.asp?idx=51126&kind=6 (2016.10.6. ZZE %)

79) o147, “ml=9 HAFE TA HA FF, BALEY && E HIZE 9%
HA et A HaE AR, SFEHA ALY, 2016, 2219,

80) http://www.biometrics.gov/referenceroom/federalprograms.aspx (2016.10.6. Z|F 5 <)
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@) Fgy

="} E (Department of Defense)®] =Hla}st=Al 2 A A Q] A =(Depart-

ment of Defense Defense Forensics and Biometrics Agency)< =15 9]

AA QA GET Heraate] Bxetn Folstst 7)ol gehs
3) FEGEE

= EQFH H(Department of Homeland Security)= AJA| QX e} & 5o
£5 09 S7hx TRaAe APstn Yok

O AQAESH(REAL ID.)

REAL ID.= HZE i, A7IE #&A7IH, A3 5R7E 23
AESEATY Aot AFdS Aasty] g Aotk 2007 3
4 1Y, SEGEFE ARAESEY AYS AT 6004 A
FALGE A o] Agele JFANESTHA S8t 24|
3] ID7FEo] @7 EL EQoz Ao AANAZRE T3] g1
Ao, FHA F7HAA B aa2A, a2y ALFTIE St
Mae &dst7] A 8424 ZF 271 o8 83T = U= 7HeA

o 43 94 AEs F=sFATS

@ A JAAHZ AL (0BIM) A 9

A A| 2l A 2] AFE=H(Office of Biometric Identity Management, OBIM)
< 20009 ARes e iz n] AN Blo]lemEY ATV

Ast BEF oz HPEo] 2003¢ 9 THlo| 2w EFY A Zzlo] Ao
3 ZHrE Jlold A, E 23 vl QThsd). OBIME 20134 39

i

81) http://www.biometrics.gov/referenceroom/federalprograms.aspx (2016.10.6. Z|EFH <)

82) http://www.biometrics.gov/referenceroom/federalprograms.aspx (2016.10.6. Z|E <)

83) o] “D) ZafolwjAde] BEo] B AW, © volemEYA Fuo SYUR
of WA AW, @ vroleMEYARR BEE T FYRY Yol A 7A)
FEo BT 7S AAste Aoz FAEH Uk oA, 4o =, 201H F=x.

102



H3& o =

the United States Visitor and Immigration Status Indicator Technology, <
froll& B (US-VISIT3S A3ttt o= XAt o] AR(ZB+
AeAd) & BALEE 5% HAYJZHAUC Chip)=s HASIE=S
'3}93\}5 I, ol2et MAAHY] =L AAY n{T HHE o] &3t

L Aoz 9 -¥Hzy} Ersstds Exo| 9k duk njz =7}
o IH BARE =3 Y= Hde dd, A8 ArE A3l

i

O

e o] obd Aol et Selo Baet ek

@ 5= o] PR} (Registered Traveler)

23

&2 QA =+ (The Transportation Security Administration, TSA),—‘} Pl
A9l 7F3te} A T(customer service)?] FHE 3t BEFo =z 97ty
B HEY FEYA Z2IHS Y FolH, ol FdA=Y

o vl WAYGelH AL A8H AF 2= ZRago
g 57 B Aolthio

18

w0

2

¥ 5 H (Department of Justice)s 2 WAL wAH AR
JAXAAE AAT Utk E& D v]dutARFB)ES YA AL EZ

84) Ul 2= Al US-VISIT T2 WL = o¢lo] FAARE YF
3lo] watch list @ H¥HZ AR =3 v|wE £3tct. US-VISITS 1996 IIRIRA
(EHo|/F M)l 23" AF3 UFHYALFo=RE AZEGoH,
20049 “AHEINE 2 E YA oA US-VISITE AF3HE A& A= olEA
doz2 ottt 20048 A= A=Y 27 (FE AA) A2Hd A RS Al
Zhstom, 2007 F 8 A= Y T8 ALS A8 104 A& A 3
Aoz HAHNT v= A5 =99 FAT Ad&Eds Ash HA AR A
gt AAPE =3 2 HSH A= A AARE ALdE] AHS AR o,
SEGEF Abst olviFdr|BEodAE +HE BALEE o8t AxREAE
AgsAY A9 E4e FEAE 1, £ WA} FYF AYEY =
A B 83t Tt http://consulting.skee.com/39 (2016.6.15. HZH %),

85) http://cis.org/EnhancedBorderSecurityVisaReformAct2002-HR3525 2 http://www.cnsne
ws.com/news/article/state-department-puts-biometric-chips-us-passports (2016.10.10 Z|ZH %)

86) o7, kol &, 2029.
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S 2 A ARR| A% A A (Electronic  Fingerprint Transmission Speci-
fication, EFTS) Version 8.0 AF&3l3 Qlow, @ FAATHA R U]
E X (Criminal Justice Information Services Division)o] &3} HA=ZZ O Z
r&He AT 2 HIVIE AdHomA FIAFAZAAAAL
IAFIS(The Integrated Automated Fingerprint Identification System)E X -
Sh2 9T, @ AuArEe] AAAAT AU L8 AHZH
A A 21 2] EA] AL E](The Biometric Center of Excellence, BCOE)E <
SFal Qlt}.s?)

(5) FRE

T2 (Department of State)®] 7}&F & &
(US Electronic Passport) & ¥&3l= A o|t}.
A Ao 22 S FEAAGFEA) F7HE Aol
o] AL 4HY AHFRZH| Aoz AAE 5 s AFHL F
dgt HolHE AFsta ew, fgAE A WAst Ao HA
g A7le YR FHA BTN EE
£ 7}s3A gtth US. “e-passport’= E3F A|2E EGH5E Z2H3 Q)

1, 2rdew gzuA el Bt 4§ SHL AT Aok

=]

2. BIZkEoliM o] &=
(1) &=<2l4)(Facial Recognition)

o= HY e A dAdA= HE E2204 7leS RIHsHA o]&
gk odd, 2 SAE s AEFHIAAAANAE AREAA
3D & Ao 7|Hkgt Q17k3tE olHlER(personalized Avatar)S THS ¢
7 ofulElsl NBA M-S} 478 st Aol thil, ol HiTe

87) http://www.biometrics.gov/referenceroom/federalprograms.aspx (2016.10.6. % &5 4)
88) http://www.biometrics.gov/referenceroom/federalprograms.aspx (2016.10.6. Z|F 5 <)
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H3& o =

Aol =214 7o g HE A" A3
Shsiehs)

3tH, o] EFELA] S Trump marina casino®f| A= 9200 A E 2] A}7]
U AnAY AL ASHE stuetel Holguo]AS ARARL
A2Ee A o ABLS Axwo] EYSHe BE Ao o
22 shete Astel Ao Holg o] Ast AHFEAS 2
ek AZol 10027t ZsHAL tolsl 10d AE SAY 4
A% 90% o] dXS & #7F Akl o0

)
rok
2
el
i)

71%

g =

o

2) A2 9 wEyYA FA(Tracking health and fitness information)

PAYRE Dy APl E FEHT Y, A2 2 @ wE

A F & (Health and Fitness Tracking) @A A= AAZE 7]<9

EZE st Q= Aoz Hth oE Eo|, Fitbit, Jawbone,

Nike®} 2L AZZIAE AAY A0IEE, GEUL BH 2L 24§
3

2]
olt}. o] Hral

BIANEL HUSo] BYPAL] oA MEYL 33 4

ARRE FHT 49 BY TAAGL 2

AR 2% YAIRE AST 5 YA, Whee] ZefolHA] A3
% 2

BE Hafjel did ZAE oIt Holl A 287t AN

89) First Am. Class Action Compl., Vigil V. Take-Two Interactive Software, Inc., No.
15-8211 (S.D.N.Y. Dec. 4, 2015).

90) Simons John, Greed meets terror, Fortune v. 144, no. 8, Oct. 29 2001, pp. 145-146.

91) Michael P. Daly, Kathryn E. Deal, Matthew J. Fedor, Meredith C. Slawe, Biometrics
Litigation : An evolving landscape, Practical Law, April/May 2016, p.40. http://www.dri
nkerbiddle.com/-/media/files/insights/publications/2016/04/biometricsfeature.pdf (2016.10.10.
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(3) &8 ZA ZAFA 2] A1 &2l (Consumer Authentication for transactions)

TEHS 2HAE AUE st 58§ 2orlAde QAR d47<
= 2835t SeAHANAY AddEd sHoe2 AEIY. AE S
TES 7IdES &g AE 94 Alxde B85t AHolA Z2A
o AHARE &dstn, X247 E&3to] FFAEF7I(ATM)
A s 4T B FUIE ARSOE AAILA Tleo] HE&HL
Atk 71E9 FUE2 HEHE dgE T3 A4S AT, &
Ae Ae AEE 8T HAdF3d ALY 72 gAEHE Ao

=

AlFskal Aot 2016W o m=olA EAE ©
% -

42 AAHez FREHL e FA 0
ok o] 7|2 ABAR stog 59 Awoly =9 Ale Ad
3}

the o] gk
(4) 719 X <QH(Enhancing Corporate Security)
ZZ A LEFELS AAAE ARVEE(AE Eof, HolgAlE
NN Fo(Retina) E= &2HE BE5t WA= A I A&
7)) Bt BHom ggath ik old ugd AAYRE

2 A 2 4
e V19 AReE A e 2 £39 Yol Ykd, A%

FHAFHE)
92) http://www.chicagotribune.com/business/ct-mastercard-selfie-pay-0224-biz-20160223-story.

html (2016.10.10. FE3 <) 9 http://www.drinkerbiddle.com/-/media/files/insights/public
ations/2016/04/biometricsfeature.pdf (2016.10.10. ZF 7 <)
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H3& o =

EAH9 o= AT 20159 5ol Dol ] AAZ(US. Office of
Personnel Management)ol 4 Aigh w2 gy FHe] Adxs
o MY HF AR =EHUT o2 A T FolA wF AN
2 oz 2049 adol A7E B ks

(5) A 294 AulEE(Ear recognition Smartphone)

£ &83t XA7H(ear-scanning security) 7|5

g&3te AR 2uEEZ FaS dAlste BAAEE A4 7&0] 2015
¥ o2 Ssdenny Selwgth oz Attt A7t ARAY
=21 §4Y A3 (uniqueness)= 7HHTH= Ao 2R 7]&o|th. A3
o2t A LA AvtEEZC RS gE AvEZd yEo
St 7L A mokear shapes)& AAStel FFE SHATH:

7o) ch99

= 719 ofutze 4
&

0. MRME BE P
1. MMEES| 7HE

o2 27helr] & Y ABNSTOE AR RS AEE T 717, Z (2
HHZ 9] oJu] 9]) “AYA| A X (Biometric Data)”2} “AYA)| Q1A A X (Biometrics)” 2]
Aoz FRechs dejste] FAE FHsiel mE, SA, Auy
ol oJu]| 9] “AA| A H”(Biometric Data)= AAN AR A2 A oA A
9 FEE olgEe] i ZBY AUREAN BHolA LA
AE, 29, d&8, A8 A8 =8t ol 2 ZTEHA &

93) U.S. Office of Personnel Mgmt. Data Sec. Breach Litig., No. 15-1394, MDL No.
2664 (D.D.C.)(Jackson, J.).

94) http://www.forbes.com/sites/amitchowdhry/2015/06/17/amazon-patents-a-system-that-unloc
ks-your-smartphone-with-your-ear/#3¢317587a0d0 (2016.10.6. X|Z7 <)

95) http://www.biometrics.gov/ (2016.10.6. ZF 5 <)

107



M4y AL 2d siel Ly

el Ao R ofs} %gs}oq “) 7] 91 4] 7 2> (Biometric Data)=
A 297 o 2 ol sttt =, A AR 7}2Z EAJ(Characteristic) E
& WA(Procesyel 9] 5] 5 7 BEE AARRE B3 A A
o] t}.96)

< HHEEL JHE >

o
ofo
ol
>
0,
rr
B{\
2
N
N
off
r°"

R EIC

B o o
ot
)

iRot @ M) 54T B5H 5
H

o AREA : 23 5T AAAERGA
ol Zstel A AAtE AEIE Y

a3ty mE AARE PR nAAT AL Q45
A Q1214 H(biometric data)S 7]S141H

AoR iy, AT A

) B (personally identifiable information)
ANA “F L2 (uniqueness)’= Zr=
W AEd Hgol a7t

fr ro

=
ox
24
ox

wol ok gfREO| ol sjole] FHEE Y xafol
Aol BEs BARA AHED Yot oo] FEHEEO AR
47 W ARge] B BIA2012:02) F AAFR YHRisks)T B
H (Benefits) & H7hste B AL QAR WEEA)] AoA L
AAR R FHo] WA Bh Ao Adrhe 71E 52 mgSE 7t
o=kl e AN Yk

96) http://www.biometrics.gov/ (2016.10.6. Z|F 5 <)

97) a5t mx 93l= 20068 HAJNHYEE =&st= Ao disf FAALES
=& JWH3FATHI8 US.C. section 1028(a)(1)(8))(Carmen Aguado, supra note 1, at
194-195).

98) Department of Homeland Security, Report 2012-02 of the Data Privacy and Integrity
Advisory Committee(DPIAC) on Privacy and the Department's Collection and Use of
Biometrics Nov 7, 2012, p.7.
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H3& o =

2.4 ¢

Aol A AAAGE Bl He2 AFH NEHES AT
A ke ok oA A viel Zo] Od1H P o]F HIItE T
< olfE T SdFolvt Eetd #HEA WA ARIAES AT =
Aoz HALS F1 od, F§o JoJH=E EolFeS 3t 79l
FEO styz Hof U¥tAQl MNAFEEZ O F20 A A £ofA] o

= Aoz Bt ux A%y oA AR EE A
ot FAANEESTHAE Tt B o5 Zr

H xS E A
A Zeto] A Y
Z | - AARFAZ oA (Electronic Communications
z Privacy Act)
MAARE =
q | F |- eReEeE 2 ey .
o - _ o . = =
ol T | - ARz HA|E S H(Driver’s Privacy Protection mzol A glo]
3 Act of 1994) & =8 edo Hu
H - FA AL 7] 2 H(Fair Credit Reporting Act) ZAF 9 A7)
= - 2H|AL 7|20 E ¥ (Consumer  Credit Reporting | W& &, =4
3 = Reform Act) H 93 =
4 7+ | - S8715=eo|H A (Financial Records Privacy Act) &% 2ot oid
olo] AMHA
A B | - AXA}Zo|A|H(Electronic Funds Transfer Act) ZiZHRlel AR
- . TAH| oJ&
S S A A -G AL H(Fair Credit Billing Act)
- 3 A3 ¥ (Fair Debt Collection Act)
F A A1-87] 3 ¥ (Equal Credit Opportunities) %
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H4E MAEE 2 sel e

e s 3
- Al YA =H(Identity Theft and Assumption Act
of 1998) o.118)3 olF
2 |- AR 9 v A7 E H(Enhanced Border | 7} o] olw= 7}
¢ z Security and Visa Entry Reform Act, 2002) slslr] 93t 23
A B | - o] ZH(USA-PATRIOT ACT) o2 HygrE
CHIEE-T oA H(The Aviation Security Act Of 2001) | & HEAF A9
i - SHPHEZIAH(The Federal Intelligence Surveillance | 62T
5 Act) &
4| Fag
Al ;j—_ - T8t A W o] A A
o - FAA TR H(Faif Debt Collection Practices Act) | QUAAHO] 431}
o |- Fedds 5 gl i =
g x4 34 o)

A AL, AR EET YA Guetel w3t
2006. 11, 361-3627.

2, TEA ST AT, A3,

R

3. F

ol =rofl A el off Al “Ab-gf A (self-
regulation) 2] H}2] o o9 | YA
AR B MPS 7HA F FolA BANHAEE 7 dASHA
H3ste MES 7KW d8keo] Y I8 HES Ed= o
%]

AR e A=t ds FAA 72

JH H3Z7F FE QLY
(@]

o]

L

2 oRojxm Y ¥ @
o

2

(1) BAkA: A

ElALA . TAFRH A [ (Texas Business and Commercial Code) A|503%F-2
A A A B A HZHTEX. BUS. & COM. CODE ANN. 503.001) (20099 7H
Aol Bt o3 Zo] F83FAL JUTH(A|503.0012%).100)

99) HHEE, o) =, 4159,
100) Sec. 503.001 of Capture or Use of Biometric Identifier, Texas Business and Com-

110



H3& o =

(@) BAFRAEAL 254 HE T HE, AR, 34, Lot §4 9F
gL oz sk
() HAFRA A P
AbAAE & Ao & JAARE SR
St FRE SRS Aol A PR A B
©) AARBA A Aol It B 2
ALY FARRAEAE Basts PRS2 59 §lo] 4
ARAEAE W, 9o Ex ARlA FAS
ARRANGAT AR GEE FEU Fe T MUIRE 229
Loy o Foste] wt, Adstelof Fth
@ F) AT FHL AWHE A 7 AvBTL A 250000

AEEe we & gt

o= ©

(2) € ko]: AAAHE ZZ oA

dEl-o] FE= 2008¢ "AAAHE Zalo| AW (Biometric Informa-
tion Privacy Act of 2008)100)-& ZE1A|Zth o] ¥HO JQWHFX= F34
3] S7hete AAFEAA Y es &8 a5AH E EHA 714
czRY I 5+ e Ad=EY HIAe=RYH e HI3}7]
918} A 0] tH(740 ILCS 14/5).

o] ¥ A10x(Fe)= “AAYEA HA}(Biometric Identifier)= T}
A, Ax, A2, & d=2idS ddez A A%
o dixzoz YAFEAER = A E(Writing sample), A8
A, etg3t 3ahd Ao AHEEH Q7P ES A& (Human Biological
Sample), Q1% A|(demographic data), A%}, A5, 23 A E= FF9
A3 Ze AAF BARE 3R] =740 ILCS 14/10)aL 31 A
AR Ee] 7k Awpe] e FHA WG ol HE AN,

o
flo
O}olt

O

>~
= —=
r

mercial Code.
101) 740 ILCS 14/1 to 14/99 (2008 Supp.); P.A. 95-994, eff. 10-3-08.
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ranty)©| Y £ 3A(subpoena)o] = 3 I 7]?_4_—0] 2
A AR = 48" ER71700 H7|X3& S50 A2 =
ofF sttt FASE th(740 ILCS 14/15(a)).102)

() FAA: BAFRA IR} Z2o| WA

SRR FoAE "HAARE A¥EA Zalo]w A, (Biometric Identifier
Privacy Act)9] AR S 2002d 3} 20069 AA A|Z=stHoY, 3]7] gt
go o3t WS AEH7IE Aol AFsHA e vb k. o] W<
of M=, AR AHAY FoJot Ko I3t &2 gAats F
Hiup ZA g, gAbA Frio] FEI|ATS o= st 3o H
o, wAA FHS YAPE AEAE EfSte “EE” AE A=
stal Uth= Fol th=th103)

(4) A ZEYo}, AT E, JAZA n|FEg

A ZYo}104) L ATFELIS) QIAFALIE) mjFg]107) F 47) Fo
HENA= L&A =0l lix}Eoﬂﬂ] o 7 ofo] Adste] AEAH
(identifying information)& H%$3l= ulo]|ma=EZ F 9 AES 7HA|SHA
B

102) http://www.ilga.gov/legislation/ilcs/ilcs3.asp? ActID=3004&ChapterID=57 (2016.10.10. ZZEH<L)
103) http://www.njleg.state.nj.us/2002/Bills/A2500/2448 11.HTM (2016.10.10. HZ3 <)
104) California Acts Ch. 538, Section 52.7 (2009).

105) North Dakota Statutes 12.1-15-06 (2008).

106) Wisconsin Statutes 146.25 (2009).

107) Missouri Revised Statutes 285.035 (2008).

108) L ZRA4S0] AprHezs FRar A7 FASE AL ohysy

o
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H4E =<

Mam s o

fol

[. dxEEe &E

“M A A E(Biometrie T+ Biometrische Daten)”+= UXFZ S Z A}

3\_:

Be AE o9 AALE Ha A odol A= 3

2, =9 YAAR AYL ole BAYL viFo R BA W Yus|s B
ofoll A WA AR Ba) ADL 4Gt BAS b Eha ol
Az wds) goh Sd, 5o /PEL AAH 242 T U

< ZY9 4HMZE Tl MY =0k
MAYERA = 7|7 R & oA
g x| AR AZ | SR A o] sle A8
a7 R
- s A Za

t}. Matthew W. Finkin, Some Further Thoughts on the Usefulness of Comparativism
in the Law of Employee Privacy, 14 Employee Rts. & Emp. Pol’y j. 43, fn. 32, 2010.

109) Heumann, Bjorn, Whitepaper Biometrie, 2006, S. 3 f.

110) Spiegel Online, ePass: Biometrischer Reisepass kostet 59 Euro, 1. 6. 2005.
http://www.spiegel.de/reise/aktuell/epass-biometrischer-reisepass-kostet-59-euro-a-358564.ht
ml(2016.10.6. FZH <L)

111) Lipinski, Klaus, Biometrie, IT Wissen, Dietersburg, 2009, S. 4.
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