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* Health Information Exchange
« The electronic movewent of hEaIHw-reIaJed information among organizations
according to nationally recognized standards
« Safer, imelier, efficient, effective, equitable, patient-centered care

« Benefit
« Improving health care
« Improving health and decreasing costs by putting vital health information in the hands
of clinicians
« Reduced hospital admissions and duplicate testing

« Secondary Use
uality measurement and improvement, disaster management, public health and
researc
. Hq[alth information exchange network: real-time community-wide clinical data
se

* Query based exchangga{\direc_’ted exchange between %rpvidersjt_jmnsumer
mediated exchange With online access to their health information

134



A3zF AT
AR &8 ol A3 HAE () - T8, JH, AAF BoF

A
HL
1o
+
IRl
|

S5 (exchange)E &3t 2E(0])

-3 5= 2| T2
- 5SAY S3N £ 2| =21
2ol 02 o Telo] Fet s
L 20 Bet o] 23gs o HE
0] Be TARIR
. ZEE BEEY 15 53 9H IHES
. 20is| gEle HE v A

- 0|58t 0|27|2 HuoiH T2
L Jj0lo|87|E HEHE =2
- (23Y)PEEM

YHFEO| $8: 0277|992 o

- BjE7|7|g] Fo B HH?E
AT YHE BA OME AMESE, AdE
YRR E
* Bz 2HE E LRA7IE EE2E HOEis € SBT0AM SEE oY =5 BE 20
#A| MY, 24ols B 2HE SAEY B, AN =5 FE B FF610 BHE SRAES 9
BI7IZ MZol= B ZHE SN WEE HME Ol26t% ZHE SHEE AR R MR
8= ¥
- 9E7|7|%t 7j2lE dZLE[ALHE TSR B12015.07.10
* E2YH 3 EHE U445 SE8 RUE dFASHER 78
' OEHE US| SRS ETA AR E
General Wellness: Policy for Low Risk Devices
- OES =8 T EI| AER01312)

= Wearable device

135




AARRS] 28 3 HeS 9% mAl Aupdet A

T
FUT Oy 2

i gl Ay A e

A 0] A OI ITE |.
AOIE7|&=9| TV
=ER) L=
PAL=IFS (=T
Hop (M) LIRS [B] ML ([]
INECA] (HIRA)
DiEje21 TAE o] SEH i S B
e MM G B} AR Y SHEELT
oy o%E 9= ALEE e s
w7 HASX2TE QA HASXSTN AN
gy HETAGE) [REEEEE HZEE =)
' et =)
g IUANA S Y NORT|E uH OTE.gEL0| BEE
=712 g3 271 HZHA NI HAEH HE

136



A3zF AT
AR &8 ol A3 HAE () - T8, JH, AAF BoF

Ernpitie £ Speailantnn

Banvery lile
drvaing Wi et

L AR

Duts Marapamain
S |

[T i

Farm Fapotar

Evera Mark
Butvia

Cartiliotien

1e—
I P g ag @
L s

Fantirun Huart ke

15

AT Y e
'| ik

kit
mart Band detecting selzure

Gl ase™ containg
everything found ina
traditional ghecose meter kit

137



AAFE] &8 3 BoE 918 JA Aupdt A
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7) Pfeiffenbring, EuGH: Erfassung von Fingerabdriicken in Reisedokumenten, MMR-Aktuell

2013, 352719.

8) EuGH, Urt. v. 16. 4. 2015 - C-446/12 bis C-449/12 = BeckEuRS 2015, 431545.
9) Biselli, Urteil des Europidischen Gerichtshofes zu biometrischen Personalausweisen

ignoriert Datenschutz, Netzpolitik, 21. 4. 2015.
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13, 2006.6.

ARIKEL-29-DATENSCHUTZGRUPPE, Stellungnahme 3/2012 zu Entwick-
lungen im Bereich biometrischer Technologien, 27. April 2012.

http://ec.europa.eu/justice/data-protection/index_de.htm
BfDI, Datenschutz-Grundverordnung, BfDI-Info 6, 2. Auflage, Mai 2016.

Biselli, Anna, Urteil des Europidischen Gerichtshofes zu biometrischen
Personalausweisen ignoriert Datenschutz, Netzpolitik, 21. 4. 2015
https://netzpolitik.org/2015/urteil-des-europaeischen-gerichtshofes-zu-b

1ometrischen-personalausweisen-ignoriert-datenschutz/

Gothaer Versicherungsbank (Hrsg.), Biometrische Risiken 2014, F.A.Z -
INSTITUT, April 2014.

Pfeiffenbring, Julia, EuGH: Erfassung von Fingerabdriicken in
Reisedokumenten, MMR-Aktuell 2013, 352719.

Petermann, Thomas/Sauter, Arnold, Biometrische Identifikationssysteme,

TAB Arbeitsbericht Nr. 76, Februar 2002.

TELE TRUST Deutschland e.V., White Paper zum Datenschutz in der
Biometrie, 11.03.2008.
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Y )7 B (données biométriques)= A AJNA O ZHE =¥ HHE &
sk}, A A 914 (biométrie) = 2] 57 (mesure) A= (vivant)e] Td o
24 =g SATTE oujollA Eete] 25 5 SH(agronomie), ¢l
++38H(anthropologie), Y Ell SH(écologie), 2]H(médecine) & FH 95 H-ofo

A FeEE cAEd oigk F4 AT (étude quantitative des étres vivants)’

€ 7M. & FATS o83 AedTaa & AT o A
A1A2 Eee] sHEA ouRA ] &5 7 SHbiostatistique) 940115

AH O AFEEAS 9usti= 25 (authentification)©] /}_‘ﬂ@}o](lden—
tification)©] V= ARG o= F5-7F FoluAl H AT 204]7]

bt o FAdeR AE, dze] 59 53 pe AT s
(charactéristiques biologiques)’S ©]-&3}o] AlEe] AlYS FRIsrh=
o2 Wee] ALEE7] AZEh AuEN7]Ee] Wik nhEkA A

A Q1A 71&2 ‘HOF Fokdomaine de la sécurité) oA LS TA|ISH=

Al 2~Hll(systéme de controle biométrique)’ |2t o] E %= AFEE] 7] o]
2yt AYPERlS e d 2= AAAEZE A< (emprintes
digitales), - (iris), <=7}t W7Feto] Wl (réseaux veineux), =9 &
Ell(morphologie de la main), &= & 2 (traits du visage) 5 °] AT} Elo]F

WAl A Ay W 55 gidtow dh= 3%EX(analyse com-

1) https://fr.wikipedia.org/wiki/Biom%C3%A9trie. 2016}3 6% 10¥ Wi,
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portementale)ell o]l = AiE AARIA Y 842 HIY|E gy Bl
ot HA S A7 flste] Algrel AAFEE o]ttt A
FelA EAE oFIsHAl HaL oA WA EARVMA] ojojxitt &
ARSI 2ES o] &3 AL AMEE o] fdde Y HWE

akal gt

AARNA L «“ghabghe] AAR AAA 5 aga @t 542
2HYH 15 AsHom gQlsty] A ARV|=e FTAE AXT
) AAARE & e 5EHT 5 A dlEths oA MIAR
2A9 AAS 7Hva & QA A A ool A Bl
Y (unique)dt il G &2 (permanent)?] S-S Wi vt o] g AYA
AR5 T MUl o] F(tragage)S Fotsl= A o] 7hedd], o] &
7129 e HE EYdoria ok “AAQNA 7w &7ty
Ay YieHAEEA Al Awste], i1l HEVFES A
A=A 7L A T Aoz Fdgsitt 20d 9 o] UF =
o g#h )= Alex Tirke] B2 A1 o] whdo] AR 7] v
HA EARS 2 xdsta ok AL 7lEd] s Hae #
g} Hote] tigh AEer a7t stEEHA Bk oz WA s ghrte
HHH, AARJNA S AR S o} APEES ] gk Q1o Helel kA
o gk @Ald 875 A7 7] wiiEel Ao 3o He] o
S A opRt gtrts) 1y o] dEoke ek S4gk vt of A
SFHE A k7] wiEol, 53] stuwvd 7|9 He b FEelA 7]

2) David FORREST, Droit des données personneles, Galiano, 2011.

3) Alex TURK, Propos tenus lors de la Conférence du 22 novembre 2011 a la Faculté
Alexis de Tocqueville - DOUAL

4) Ayse CEYHAN, < La biométrie : une technologie pour gérer les incertitudes de la

modernité contemporaine. Applications américaine >, Cahier de la sécurité, 56, 61-89,
2005.

5) Christian BYK, < Biométrie et Constitution : est-il trop tard pour les libertés
publiques ?>>, La semaine juridique, Ed. Générale, 25, 19-22, 2008.
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= Aol gk el A st
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II. =LA HAMIRIa e B A

sepo el AA|QIA ]tk oju= w A (pédagogique), 78 A4
(politique), W] T]o] & (médiatique), AHH A (judiciaire), 74 Al 4 (économique),
7] % (technologique) 97| 5o = WAl AFEEHAL ATy IE =
g HA =g Avrry|E g

ANAA o RE “EA IHTA AEUFY S St Egg o}
o] Lol RO 449)Q = AA| Q12 (biométrie)> A o A =
Exele] AA e B EEE*U 540 71z8te] 2 AFRE AHEH
oz Q& FomM Atgte] AYS delatE AL JsE E
U @AM RIS EA] flel AREEHIJAE Aol ojAl= I

6) Frédéric OCQUETEAU & Daniel VENTRE, < Problémes politiques et sociaux >,
Ed. Documentation frangaise, n° 988/sept. 2011.

7) Article 29 de la directive 95/45/CE du Parlement européen et du Conseil du 24
octobre 1995 relative a la protection des personnes physiques a la traitement de
données a caractére personnel et a la libre circulation des données.

8) Pierre LECLERCQ, < A propos de la biométrie . - (Quelques réflexions aprés visite
de [l'exposition « Biométrie, le corps identit¢ » a la Cité des sciences) >,
Communication Commerce électronique n° 3, Mars 2006, étude 7.

9) Petit Robert.
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Atk HE Fdo] A2 a4 gt FaE IEshy] 98 oMY
TAaE FAsh= A, dahE HHoz g 7o 7FIAES]
NAA EAo] @7 ARE ALsh= Z12, Rudae] [AEd HHo
2 FEUAAEA Az g duel dE JIlE] AHE
TR A AgAl 7] dEet oJ@WdES E AES AA
atal HEshE A1 = leFo] ApolA o=l AAFEE

10) J. Frayssinet, La protection des données personnelles, in A. Lucas, J. Devéze et J.
Frayssinet, Droit de l'informatique et de l'internet : PUF, 2001, n°® 122.

11) Cass. crim., 14 mars 2006, n° 05-83.423, F - P + F ¢/ Min. publ. : JurisData n°
2006-032892 ; Bull. crim. 2006, n° 69 ; Rev. Lamy dr. immat. 2006, n° 16, 471, note
J. Le Clamche ; Rev. Lamy dr. immat. 2006 n° 17, 498, note P. Belloir ; D. 2006, p.
1066 ; JCP G 2006, 1V, n° 1819 ; Comm. com. électr. 2006, comm. 131, A. Lepage.

12) CJUE, 5 mai 2011, aff. C-543/09, Deutsche Telekom, point 53 : Europe 2011,
comm. 268, L. Idot.

13) CE, ass., 30 juin 2000, n° 210412, Ligue des droits de l'homme et du citoyen :
JurisData n° 2000-060767 ; AJDA 2000, n° 10, concl. P. Fombeur ; JCP G 2000, IV, n°
46, 2742 ; LPA 13 févr. 2001, n° 31, p. 10, note R. Diane ; Gaz. Pal. 10 mars 2001, n°
69, p. 21, obs. P. Graveleau ; Gaz. Pal. 17 juill. 2001, n° 198, p. 42, note A.-F. Godet.

14) CE, ass., 26 oct. 2011, n°® 317827, Assoc. pour la promotion de l'image et a. :
JurisData n° 2011-023099 ; AJDA 2012, p. 35, chron. M. Guyomar et X. Domino. -
V. Tchen, La base de données du passeport biométrique : Dr. adm. 2012, comm. 1. -
F. Chaltiel, Le passeport devant le Conseil d'Etat : LPA 14 déc. 2011, n° 248, p. 10 ;
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(finalités déterminées, explicites et légitimes d'une collecte), @ 74X *]Z]
A Al A 2] H] A (proportionnalité de la mise en oeuvre du traitement),
@ A== NP REY HSAd 7 ¢4 A (caractére exact et complet des
données personnelles traitées), (5 H.<=7]7F(durée de conservation)®] =<,

©® AFH-5%|(consentement préalable)s V= 2 FoltHo. o] ¢

& =% At AN ARAYJEA AFE B8 TR
Heol B4 T AN g F& CONILol AA gl 9
gwsl Agogs ZEA7 =S 98 AAARE o]L&d= AL
TR0 e Boke] 9ok dEbd QS A st B x
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of that 200413 8¥ 6AA MNAHE
AABEE 233 253t AgE 9% 245 FHsH7] A= =7t

AJDA 2011, p. 2036, note R. Grand. - CJUE, 17 oct. 2013, aff. C-291/12, Schwarz ¢/
Stadt Bochum, point 29 : Europe 2013, comm. 512, obs. F. Gazin.

15) CICE, 16 déc. 2008, aff. C-524/06, Heinz Huber, point 43 : Rec. CICE 2008, I, p.
9705 ; Europe 2009, comm. 53, obs. F. Kauff-Gazin ; JCP A 2009, 2189, obs. M
Gautier.

16) V. Romain Perray, JurisClasseur Administratif, Fasc. 274-20 : INFORMATIQUE . -
Données a caractére personnel . - Conditions de licéit¢ des traitements de données a
caractére personnel.

17) CNIL, délib. n° 2012-322, 20 sept. 2012 : Journal Officiel du 12 Octobre 2012 ; JCP
E 2012, act. 665.

18) V. Romain Perray, JurisClasseur Administratif, Fasc. 274-30 : INFORMATIQUE . -
Données a caractére personnel . - Formalités préalables a la mise en oeuvre d'un
traitement de données a caractére personnel.
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19) Pierre LECLERCQ, < A propos de la biométrie . - (Quelques réflexions aprés visite
de l'exposition « Biométrie, le corps identit¢ » a la Cité des sciences) >,
Communication Commerce électronique n° 3, Mars 2006, ¢étude 7.

20) FAFAEH A #7823 A1

21) V. D. n° 87-178, 19 mars 1987 portant création d'un systeme de fabrication et de
gestion informatisée des cartes nationales d'identité. - D. n° 87-179, 19 mars 1987
relatif au relevé d'une empreinte digitale lors d'une demande de carte nationale
d'identité. - D. n° 99-973, 25 nov. 1999. - D. n° 2007-391, 21 mars 2007.

22) Jacques BUISSON, JurisClasseur Procédure pénale, Fasc. 10 : CONTROLES,
VERIFICATIONS ET RELEVES D'DENTITE . - Controles et relevés d'identité, n° 55.

23) D. n° 2005-1726, 30 déc. 2005 : Journal Officiel du 31 Décembre 2005.
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9 49 3094 d=Zd9 A2008-4265 5 W

shohal A5 TR28) #HH 2B A~ (Conseil constitutionnel) = dt&= U W

24) C. civ., art. 1316 a 1316-4 et D. n° 2001-272, 30 mars 2001.
25) C. civ., art. 1317, al. 2.
26) Didier GUEVEL, JurisClasseur Civil Code, Fasc. 40 : CONTRATS ET

OBLIGATIONS . - Preuve testimoniale . - Liberté des preuves en matiére commerciale,
n° 23.

27) Didier GUEVEL, JurisClasseur Civil Code, Fasc. 40 : CONTRATS ET
OBLIGATIONS . - Preuve testimoniale . - Liberté des preuves en matiére commerciale,
n° 23.

28) CE, ass., 26 oct. 2011, n® 317827, Assoc. pour la promotion de I'image et a. :
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°F(19901d 6¢¥ 199 A4) 7Fl=o] o yehe] mwrlo] Zabof 1
B HRE Al Aol TAHR, A4 aga Afo] @
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JurisData n° 2011-023099 ; AJDA 2012, p. 35, chron. M. Guyomar et X. Domino. -
V. Tchen, La base de donnees du passeport biométrique : Dr. adm. 2012, comm. 1. -
F. Chaltiel, Le passeport devant le Conseil d'Etat : LPA 14 déc. 2011, n° 248, p. 10 ;
AJDA 2011, p. 2036, note R. Grand.

29) Cons. const, 22 mars 2012, déc. n° 2012-652 DC : Rev. Lamy dr. immat. juin
2012, n°® 2783, obs. L. Costes ; AJDA 2012, p. 623, note R. Grand. - V. Tchen,
L'informatisation des documents d'identit¢ numérisés : Dr. adm. 2012, comm. 48 ; Dr.
famille 2012, alerte 29, obs. M. Bruggeman. - F. Mattatia, La loi sur la protectlon de
l'identité est-elle conforme a la Constitution ? : LPA 24 avr. 2012, n® 82, p. 6. - C.
Guerrier, La CNI biométrique frangaise : entre préservation de l'identité et protection
des libertés individuelles : Rev. Lamy dr. immat. 2012, n° 82, n°® 2758.

30) F. Bottini, A quand une question prioritaire de constitutionnalit¢ sur le cadre
législatif des fichiers de police ? : JCP A 2011, 2176), sans parler d'une évolution
éventuelle de la loi sur ce point (Rapp. info. n°® 1548, 24 mars 2009. - S. Lavric,
Fichiers de police : publication d'un rapport parlementaire : Rapp. Sénat n°® 93, 6 nov.
2009. - O. Proust, Etat des lieux sur la proposition de loi du Sénat visant a modifier
la loi "Informatique et libertés" : Rev. Lamy dr. immat. 2009, n° 55, n° 1823.

31) D. n°® 2004-1266, 25 nov. 2004 : Journal Officiel du 26 Novembre 2004.
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32) Xavier VANDENDRIESSCHE, JurisClasseur Civil Code, Fasc. 11 : ETRANGERS .
- Entrée en France n° 42

33) CNIL, délib. n® 2004-075, 5 oct. 2004 : Journal Officiel du 4 Décembre 2004.

34) Annexe 6.3 mentionnée a l'article R. 611-9 du Code de I'entrée et du séjour des
étrangers et du droit d'asile)-Il-c.
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(1) ALAFI(TA S - Department of Commerce)
Evd s ]%%(Natlonal Institute of Standards and Technology)

o7tEw7EdoAE A YA F-2} S SK(fingerprint matching and
interchange), SAMAFHZ 2 A Al (criminal justice information systems), &=<!
A2 geksl FJefe]  AIAQJA A H(face recognition and multi-modal
biometrics)oll W3+ A, H7} % FES(measurement, evaluation and
standards)oll Wt ATE FPsl FUIETV]ELS 1960 ARFEAL
7o WP Hrarles Adsty] f13 AR = g AT
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2) AAQ12 A2 A= (Office of Biometric Identity Management (OBIM).

r2

Weolsle]l Haw w gHbAksle] mlo] e M EYAV|mS EQie
2 A EE AT Ao 200060 AYE Aol wlel
E%E]/\}-‘?—%(Biometrics Management Office: BMO)©|t}. 20031 9
A& vlo] Qi EY A LAY 3] eJo|A] Thfoj e mjER A T2}
ol Ao Tk I Trold A~ 5 FIESIATE ol Hm
o Aol vlolQujEY A~} A Zo|HA] HEE 93 ZE o]

o Jm
JZi

o,
=2 oX

U}z AT FHor a9, of7]de 1] Zako]
MA AL BEo F3 stolel s [2] Hlol QmER A ?GP_A B

of ¥3k Ztoldx, [3] Hlo]euEYAAHE RIS 93 e A

olg Al 7}A| &Lge #3 7|ES AXEE WEom AR
tFD OBIMT 201341 3ol the United States Visitor and Immigration
Status Indicator Technology (US-VISIT)2S thA|slal ddi3}lslr] 93}
of FH=AH

1) =75 Guidance®| ¥3)4+= Department of Defense Biometrics Management Office
Privacy Approach
<http://www.biometrics.org/bc2004/CD/PDF _PROCEEDINGS/Microsoft%20PowerPoint
%20-%205 BMO M Wendling.ppt%20[Read- Only]%20[Re.pdf> 3.

2) o] EATPA LS W v ETwe o] W4 US-VISIT Z1a
= of=dle] AAARE AF k] watch list 2 A B S3 HAE +3
T} US-VISIT> 19961 IIRIRA(ZEHOlWIZNEH)oll A e a3t &Y= A
B0 ZRE AAE RO, 2004 ARINY B WA A US-VISITS A
3 A E o)A A8l o2 AHolsk Tl 2004 =k 9]l e] 2% (01: A
Ay A AR FES AAEgon, 200735 FE Y9 w8y A9
Al 1074 A3 AR =3 Ao MAEAT v s o=l HAG A
AeAS HAal vk Akl dig AAPE 3 2 AT A= A AR A
Astel AL A glon, FEQRI As o|vlHH I BENE S A
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3) NEXUS Air enrollees use automated kiosks located in the U.S. Preclearance area and
Canadian Inspection Services area at Vancouver International Airport for validation. At
these locations, travelers present their membership card, submit their iris for biometric
verification, and make a declaration. Upon successful completion of the above, the
traveler is directed to the exit.
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(4) W55 (Department of Justice)
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4) About other FBI biometric-related specifications, please visit the official FBI Biometric
Standards website.

203



AARRS g 2D HEE 9% WA Fupgor o

5) A A Q124 5 s}41E [The Biometric Center of Excellence (BCOE)]

BCOE+ H2~E WAYole] Clarksburgel] -
Aulal=to] AA| Q1A T} AlYgsle]l &89 A
o] 3}38}7]%5(The FBI's Science and Technology Branch)© Z&}o|H A]
W, A9, 2e)n Adel Raeks A% wARUAE AU A9
NA%w WA ez A 5 s S
499t BeoEE AMAARA@E)H AEThEel AxFagon)
o] 0 S A = ST DA T R T B S &

=,
BCOE®] 5= sdlsf HriaL 9len, o

s

L
o
o k1
i
ol
A
o]
ol
£
o

AC)
“J
o
—_>&4
[-'O
1>
=
Mo
N
—|_I
iy
i)

= AFAET I APE S
A B IR A S HF YoM dYS Festa, ARITRE S
A 71, HAe AAIA Y Al #8E&EFA4S AEsh= 7=
= ZEHA7]7] 98k Zo]t}. (scientists, technicians, and biometrics

experts are advancing the BCOE’s mission to foster collaboration, improve
information sharing, and advance the adoption of optimal biometric and
identity management solutions within the FBI and across the law

enforcement and national security communities)
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(1) NSPD-59/HSPD-24

National Security Presidential Directive (NSPD)-59 / Homeland Security
Presidential Directive (HSPD) - 24, %7}?}EQ SHE Y3k Al
W oEad AN B 2008d 68 59U PA HELA s A

HE ATt (“Biometrics for Identification and Screening to Enhance
National Security,” was signed by President Bush on June 5, 2008). °]
Hew W AggRelr AW yrEo] v AW ofgfolA Ze)
oIzt Y45 9

ful

EFshuAE, g¥stn fdg o

framework to ensure Federal departments and agencies use compatible
methods and procedures in the collection, storage, use, analysis, and
sharing of biometric and associated biographic and contextual information
of individuals in a lawful and appropriate manner, while respecting
privacy and other legal rights under United States law). ©] &%
< &g 2E=EY Jx folM AFHAE SHst] £ FE
of A¥ES RASH-H UTt(This directive builds upon existing
coordination efforts and helps to ensure that high-level plans are
implemented throughout government). ©] W&®S FAHF Xu} FehH

=) AFo dlgte] oFE B3 EA| 2 =T(This directive does not

impose requirements on State, local, or tribal authorities, or on the

private sector). ©] THE-2 FESE HJH O X, E%— = BgS 93
S AP B AEYIAE S A2 AurAF ol ASS Ho

SHA % =TIt also does not provide new Federal authority for

collection, retention, or dissemination of information, or for identification
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and screening activities).5)

5) National Security Presidential Directive and Homeland Security Presidential Directive
NSPD-59 / HSPD-24 June 5, 2008

NATIONAL SECURITY PRESIDENTIAL DIRECTIVE/NSPD — 59

HOMELAND SECURITY PRESIDENTIAL DIRECTIVE/HSPD — 24

SUBJECT: Biometrics for Identification and Screening to Enhance National Security
Purpose

This directive establishes a framework to ensure that Federal executive departments and
agencies (agencies) use mutually compatible methods and procedures in the collection,
storage, use, analysis, and sharing of biometric and associated biographic and
contextual information of individuals in a lawful and appropriate manner, while
respecting their information privacy and other legal rights under United States law.

Scope

(1) The executive branch has developed an integrated screening capability to protect
the Nation against "known and suspected terrorists" (KSTs). The executive branch
shall build upon this success, in accordance with this directive, by enhancing its
capability to collect, store, use, analyze, and share biometrics to identify and screen
KSTs and other persons who may pose a threat to national security.

(2) Existing law determines under what circumstances an individual's biometric and
biographic information can be collected. This directive requires agencies to use, in a
more coordinated and efficient manner, all biometric information associated with
persons who may pose a threat to national security, consistent with applicable law,
including those laws relating to privacy and confidentiality of personal data.

(3) This directive provides a Federal framework for applying existing and emerging
biometric technologies to the collection, storage, use, analysis, and sharing of data
in identification and screening processes employed by agencies to enhance national
security, consistent with applicable law, including information privacy and other
legal rights under United States law.

(4) The executive branch recognizes the need for a layered approach to identification
and screening of individuals, as no single mechanism is sufficient. For example,
while existing name-based screening procedures are beneficial, application of
biometric technologies, where appropriate, improve the executive branch's ability to
identify and screen for persons who may pose a national security threat. To be
most effective, national security identification and screening systems will require
timely access to the most accurate and most complete biometric, biographic, and
related data that are, or can be, made available throughout the executive branch.

(5) This directive does not impose requirements on State, local, or tribal authorities or
on the private sector. It does not provide new authority to agencies for collection,
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retention, or dissemination of information or for identification and screening
activities.

Definitions

(6) In this directive:

(a) “Biometrics” refers to the measurable biological (anatomical and physiological) and
behavioral characteristics that can be used for automated recognition; examples
include fingerprint, face, and iris recognition; and

(b) “Interoperability” refers to the ability of two or more systems or components to
exchange information and to use the information that has been exchanged.

Background

(7) The ability to positively identify those individuals who may do harm to Americans
and the Nation is crucial to protecting the Nation. Since September 11, 2001,
agencies have made considerable progress in securing the Nation through the
integration, maintenance, and sharing of information used to identify persons who
may pose a threat to national security.

(8) Many agencies already collect biographic and biometric information in their
identification and screening processes. With improvements in biometric technologies,
and in light of its demonstrated value as a tool to protect national security, it is
important to ensure agencies use compatible methods and procedures in the
collection, storage, use, analysis, and sharing of biometric information.

(9) Building upon existing investments in fingerprint recognition and other biometric
modalities, agencies are currently strengthening their biometric collection, storage,
and matching capabilities as technologies advance and offer new opportunities to
meet evolving threats to further enhance national security.

(10) This directive is designed to (a) help ensure a common recognition of the value
of using biometrics in identification and screening programs and (b) help achieve
objectives described in the following:

Executive Order 12881 (Establishment of the National Science and Technology

Council); Homeland Security Presidential Directive-6 (HSPD-6) (Integration and Use of

Screening Information to Protect Against Terrorism); Executive Order 13354 (National

Counterterrorism  Center); Homeland Security Presidential Directive-11 (HSPD-11)

(Comprehensive Terrorist Related Screening Procedures); Executive Order 13388

(Further Strengthening the Sharing of Terrorism Information to Protect Americans);

National Security Presidential Directive-46/Homeland Security Presidential Directive-15

(NSPD-46/HSPD-15) (U.S. Policy and Strategy in the War on Terror); 2005

Information Sharing Guidelines; 2006 National Strategy for Combating Terrorism; 2006

National Strategy to Combat Terrorist Travel, 2007 National Strategy for Homeland

208



A47F ) 255
Za slae] YAHR BA WA B

Security; 2007 National Strategy for Information Sharing; and 2008 United States
Intelligence Community Information Sharing Strategy.

Policy

(11) Through integrated processes and interoperable systems, agencies shall, to the
fullest extent permitted by law, make available to other agencies all biometric and
associated biographic and contextual information associated with persons for whom
there is an articulable and reasonable basis for suspicion that they pose a threat to
national security.

(12) All agencies shall execute this directive in a lawful and appropriate manner,
respecting the information privacy and other legal rights of individuals under United
States law, maintaining data integrity and security, and protecting intelligence
sources, methods, activities, and sensitive law enforcement information.

Policy Coordination

(13) The Assistant to the President for Homeland Security and Counterterrorism, in
coordination with the Assistant to the President for National Security Affairs and the
Director of the Office of Science and Technology Policy, shall be responsible for
interagency policy coordination on all aspects of this directive.

Roles and Responsibilities

(14) Agencies shall undertake the roles and responsibilities herein to the fullest extent
permitted by law, consistent with the policy of this directive, including appropriate
safeguards for information privacy and other legal rights, and in consultation with
State, local, and tribal authorities, where appropriate.

(15) The Attorney General shall:

(a) Provide legal policy guidance, in coordination with the Secretaries of State,
Defense, and Homeland Security and the Director of National Intelligence (DNI),
regarding the lawful collection, use, and sharing of biometric and associated
biographic and contextual information to enhance national security; and (b) In
coordination with the DNI, ensure that policies and procedures for the consolidated
terrorist watchlist maximize the use of all biometric identifiers.

(16) Each of the Secretaries of State, Defense, and Homeland Security, the Attorney
General, the DNI, and the heads of other appropriate agencies, shall:

(a) Develop and implement mutually compatible guidelines for each respective agency
for the collection, storage, use, analysis, and sharing of biometric and associated
biographic and contextual information, to the fullest extent practicable, lawful, and
necessary to protect national security; (b) Maintain and enhance interoperability
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among agency biometric and associated biographic systems, by utilizing common
information technology and data standards, protocols, and interfaces; (c) Ensure
compliance with laws, policies, and procedures respecting information privacy, other
legal rights, and information security; (d) Establish objectives, priorities, and
guidance to ensure timely and effective tasking, collection, storage, use, analysis,
and sharing of biometric and associated biographic and contextual information among
authorized agencies; (¢) Program for and budget sufficient resources to support the
development, operation, maintenance, and upgrade of biometric capabilities consistent
with this directive and with such instructions as the Director of the Office of
Management and Budget may provide; and (f) Ensure that biometric and associated
biographic and contextual information on KSTs is provided to the National
Counterterrorism Center and, as appropriate, to the Terrorist Screening Center.

(17) The Secretary of State, in coordination with the Secretaries of Defense and
Homeland Security, the Attorney General, and the DNI, shall coordinate the sharing
of biometric and associated biographic and contextual information with foreign
partners in accordance with applicable law, including international obligations
undertaken by the United States.

(18) The Director of the Office of Science and Technology Policy, through the
National Science and Technology Council (NSTC), shall coordinate executive branch
biometric science and technology policy, including biometric standards and necessary
research, development, and conformance testing programs.

Recommended executive branch biometric standards are contained in the Registry of
United States Government

Recommended Biometric Standards and shall be updated via the NSTC Subcommittee
on Biometrics and Identity Management.

Implementation

(19) Within 90 days of the date of this directive, the Attorney General, in coordination
with the Secretaries of State, Defense, and Homeland Security, the DNI, and the
Director of the Office of Science and Technology Policy, shall, through the
Assistant to the President for National Security Affairs and the Assistant to the
President for Homeland Security and Counterterrorism, submit for the President's
approval an action plan to implement this directive. The action plan shall do the
following: (a) Recommend actions and associated timelines for enhancing the
existing terrorist-oriented identification and screening processes by expanding the use
of biometrics; (b) Consistent with applicable law, (i) recommend categories of
individuals in addition to KSTs who may pose a threat to national security, and (ii)
set forth cost-effective actions and associated timelines for expanding the collection
and use of biometrics to identify and screen for such individuals; and (c) Identify
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(2) HSPD-12

Homeland Security Presidential Directive (HSPD)-12 specifies a policy
for a common identification standard for federal employees and contractors.
The standard calls for interoperable fingerprint minutia to be used for
interagency biometric verification; agencies may also use other biometrics

for own-employee verification.t)

business processes, technological capabilities, legal authorities, and research and
development efforts needed to implement this directive.

(20) Within 1 year of the date of this directive, the Attorney General, in coordination
with the Secretaries of State, Defense, and Homeland Security, the DNI, and the
heads of other appropriate agencies, shall submit to the President, through the
Assistant to the President for National Security Affairs and the Assistant to the
President for Homeland Security and Counterterrorism, a report on the
implementation of this directive and the associated action plan, proposing any
necessary additional steps for carrying out the policy of this directive. Agencies
shall provide support for, and promptly respond to, requests made by the Attorney
General in furtherance of this report. The Attorney General will thereafter report to
the President on the implementation of this directive as the Attorney General deems
necessary or when directed by the President.

General Provisions

(21) This directive:

(a) shall be implemented consistent with applicable law, including international
obligations undertaken bythe United States, and the authorities of agencies, or heads
of such agencies, vested by law;

(b) shall not be construed to alter, amend, or revoke any other NSPD or HSPD in
effect on the effective date of this directive;

(c) is not intended to, and does not, create any rights or benefits, substantive or
procedural, enforceable by law or in equity by a party against the United States, its
departments, agencies, instrumentalities, or entities, its officers, employees, or agents,
or any other person.

6) Homeland Security Presidential Directive/Hspd-12 August 27, 2004

Subject: Policy for a Common Identification Standard for Federal Employees and

Contractors

(1) Wide variations in the quality and security of forms of identification used to gain
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access to secure Federal and other facilities where there is potential for terrorist
attacks need to be eliminated. Therefore, it is the policy of the United States to
enhance security, increase Government efficiency, reduce identity fraud, and protect
personal privacy by establishing a mandatory, Government-wide standard for secure
and reliable forms of identification issued by the Federal Government to its
employees and contractors (including contractor employees).

(2) To implement the policy set forth in paragraph (1), the Secretary of Commerce
shall promulgate in accordance with applicable law a Federal standard for secure
and reliable forms of identification (the “Standard”) not later than 6 months after
the date of this directive in consultation with the Secretary of State, the Secretary
of Defense, the Attorney General, the Secretary of Homeland Security, the Director
of the Office of Management and Budget (OMB), and the Director of the Office of
Science and Technology Policy. The Secretary of Commerce shall periodically
review the Standard and update the Standard as appropriate in consultation with the
affected agencies.

(3) “Secure and reliable forms of identification” for purposes of this directive means
identification that (a) is issued based on sound criteria for verifying an individual
employee's identity; (b) is strongly resistant to identity fraud, tampering,
counterfeiting, and terrorist exploitation; (c) can be rapidly authenticated
electronically; and (d) is issued only by providers whose reliability has been
established by an official accreditation process. The Standard will include graduated
criteria, from least secure to most secure, to ensure flexibility in selecting the
appropriate level of security for each application. The Standard shall not apply to
identification associated with national security systems as defined by 44 U.S.C.
3542(b)(2).

(4) Not later than 4 months following promulgation of the Standard, the heads of
executive departments and agencies shall have a program in place to ensure that
identification issued by their departments and agencies to Federal employees and
contractors meets the Standard. As promptly as possible, but in no case later than 8§
months after the date of promulgation of the Standard, the heads of executive
departments and agencies shall, to the maximum extent practicable, require the use
of identification by Federal employees and contractors that meets the Standard in
gaining physical access to Federally controlled facilities and logical access to
Federally controlled information systems. Departments and agencies shall implement
this directive in a manner consistent with ongoing Government-wide activities,
policies and guidance issued by OMB, which shall ensure compliance.

(5) Not later than 6 months following promulgation of the Standard, the heads of
executive departments and agencies shall identify to the Assistant to the President
for Homeland Security and the Director of OMB those Federally controlled facilities,
Federally controlled information systems, and other Federal applications that are
important for security and for which use of the Standard in circumstances not
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(3) HSPD 11 : Comprehensive Terrorist-Related Screening Procedures?)

covered by this directive should be considered. Not later than 7 months following
the promulgation of the Standard, the Assistant to the President for Homeland
Security and the Director of OMB shall make recommendations to the President
concerning possible use of the Standard for such additional Federal applications.

(6) This directive shall be implemented in a manner consistent with the Constitution
and applicable laws, including the Privacy Act (5 U.S.C. 552a) and other statutes
protecting the rights of Americans.

(7) Nothing in this directive alters, or impedes the ability to carry out, the authorities
of the Federal departments and agencies to perform their responsibilities under law
and consistent with applicable legal authorities and presidential guidance. This
directive is intended only to improve the internal management of the executive
branch of the Federal Government, and it is not intended to, and does not, create
any right or benefit enforceable at law or in equity by any party against the United
States, its departments, agencies, entities, officers, employees or agents, or any other
person.

(8) The Assistant to the President for Homeland Security shall report to me not later
than 7 months after the promulgation of the Standard on progress made to
implement this directive, and shall thereafter report to me on such progress or any
recommended changes from time to time as appropriate.

7) Homeland Security Presidential Directive/Hspd-11 August 27, 2004

Subject: Comprehensive Terrorist-Related Screening Procedures

(1) In order more effectively to detect and interdict individuals known or reasonably
suspected to be or have been engaged in conduct constituting, in preparation for, in
aid of, or related to terrorism (“suspected terrorists”) and terrorist activities, it is the
policy of the United States to: (a) enhance terrorist-related screening (as defined
below) through comprehensive, coordinated procedures that detect, identify, track,
and interdict people, cargo, conveyances, and other entities and objects that pose a
threat to homeland security, and to do so in a manner that safeguards legal rights,
including freedoms, civil liberties, and information privacy guaranteed by Federal
law, and builds upon existing risk assessment capabilities while facilitating the
efficient movement of people, cargo, conveyances, and other potentially affected
activities in commerce; and (b) implement a coordinated and comprehensive
approach to terrorist-related screening -- in immigration, law enforcement,
intelligence, counterintelligence, and protection of the border, transportation systems,
and critical infrastructure -- that supports homeland security, at home and abroad.

(2) This directive builds upon HSPD-6, “Integration and Use of Screening Information
to Protect Against Terrorism.” The Terrorist Screening Center (TSC), which was
established and is administered by the Attorney General pursuant to HSPD-6,
enables Government officials to check individuals against a consolidated Terrorist
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Screening Center Database. Other screening activities underway within the Terrorist
Threat Integration Center (TTIC) and the Department of Homeland Security further
strengthen the ability of the United States Government to protect the people,
property, and territory of the United States against acts of terrorism.

(3) In this directive, the term “terrorist-related screening” means the collection,
analysis, dissemination, and use of information related to people, cargo, conveyances,
and other entities and objects that pose a threat to homeland security.
Terrorist-related screening also includes risk assessment, inspection, and credentialing.

(4) Not later than 75 days after the date of this directive, the Secretary of Homeland
Security, in coordination with the Attorney General, the Secretaries of State,
Defense, Transportation, Energy, Health and Human Services, Commerce, and
Agriculture, the Directors of Central Intelligence and the Office of Management and
Budget, and the heads of other appropriate Federal departments and agencies, shall
submit to me, through the Assistant to the President for Homeland Security, a
report setting forth plans and progress in the implementation of this directive,
including as further described in sections 5 and 6 of this directive.

(5) The report shall outline a strategy to enhance the effectiveness of terrorist-related
screening  activities, in  http://www.fas.org/irp/offdocs/nspd/hspd-11.html (1  of
3)6/16/2008 12:00:05 PM Homeland Security Presidential Directive / HSPD-11:
Comprehensive Terrorist-Related Screening Procedures accordance with the policy set
forth in section 1 of this directive, by developing comprehensive, coordinated,
systematic terrorist-related screening procedures and capabilities that also take into
account the need to:

(a) maintain no less than current levels of security created by existing screening and
protective measures;

(b) encourage innovations that exceed established standards;

(c) ensure sufficient flexibility to respond rapidly to changing threats and priorities;

(d) permit flexibility to incorporate advancements into screening applications and
technology rapidly;

(e) incorporate security features, including unpredictability, that resist circumvention to
the greatest extent possible;

(f) build upon existing systems and best practices and, where appropriate, integrate,
consolidate, or eliminate duplicative systems used for terrorist-related screening;

(g) facilitate legitimate trade and travel, both domestically and internationally;

(h) limit delays caused by screening procedures that adversely impact foreign relations,
or economic, commercial, or scientific interests of the United States; and

(i) enhance information flow between various screening programs.

(6) The report shall also include the following:

(a) the purposes for which individuals will undergo terrorist-related screening;

(b) a description of the screening opportunities to which terrorist-related screening will
be applied;
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(¢) the information individuals must present, including, as appropriate, the type of
biometric identifier or other form of identification or identifying information to be
presented, at particular screening opportunities;

(d) mechanisms to protect data, including during transfer of information;

(e) mechanisms to address data inaccuracies, including names inaccurately contained in
the terrorist screening data consolidated pursuant to HSPD-6;

(f) the procedures and frequency for screening people, cargo, and conveyances;

(g) protocols to support consistent risk assessment and inspection procedures;

(h) the skills and training required for the screeners at screening opportunities;

(i) the hierarchy of consequences that should occur if a risk indicator is generated as
a result of a screening opportunity;

(j) mechanisms for sharing information among screeners and all relevant Government
agencies, including results of screening and new information acquired regarding
suspected terrorists between screening opportunities;

(k) recommended research and development on technologies designed to enhance
screening effectiveness and further  protect  privacy interests; and
http://www.fas.org/irp/offdocs/nspd/hspd-11.html (2 of 3)6/16/2008 12:00:05 PM
Homeland  Security  Presidential  Directive /  HSPD-11: Comprehensive
Terrorist-Related Screening Procedures (1) a plan for incorporating known traveler
programs into the screening procedures, where appropriate.

(7) Not later than 90 days after the date of this directive, the Secretary of Homeland
Security, in coordination with the heads of the Federal departments and agencies
listed in section 4 of this directive, shall also provide to me, through the Assistant
to the President for Homeland Security and the Director of the Office of
Management and Budget, a prioritized investment and imple-menta-tion plan for a
systematic approach to terrorist-related screening that optimizes detection and
interdiction of suspected terrorists and terrorist activities. The plan shall describe the
scope, governance, principles, outcomes, milestones, training objectives, metrics,
costs, and schedule of activities to implement the policy set forth in section 1 of
this directive. The Secretary of Homeland Security shall further provide a report on
the status of the implementation of the plan to me through the Assistant to the
President for Homeland Security 6 months after the date of this directive and shall
thereafter report to me on such progress or any recommended changes from time to
time as appropriate.

(8) In order to ensure comprehensive and coordinated terrorist-related screening
procedures, the implementation of this directive shall be consistent with
Government-wide efforts to improve information sharing. Additionally, the reports
and plan required under sections 4 and 7 of this directive shall inform development
of Government-wide information sharing improvements.

(9) This directive does not alter existing authorities or responsibilities of department
and agency heads including to carry out operational activities or provide or receive
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(4) HSPD 6 : Integration and Use of Screen Information?)

information. This directive is intended only to improve the internal management of
the executive branch of the Federal Government, and it is not intended to, and does
not, create any right or benefit enforceable at law or in equity by any party against
the United States, its departments, agencies, entities, officers, employees, or agents,
or any other person.

8) Homeland Security Presidential Directive / HSPD-6 September 16, 2003

Subject: Integration and Use of Screening Information

To protect against terrorism it is the policy of the United States to (1) develop,

integrate, and maintain thorough, accurate, and current information about individuals

known or appropriately suspected to be or have been engaged in conduct constituting,
in preparation for, in aid of, or related to terrorism (Terrorist Information); and (2) use

that information as appropriate and to the full extent permitted by law to support (a)

Federal, State, local, territorial, tribal, foreign-government, and private-sector screening

processes, and (b) diplomatic, military, intelligence, law enforcement, immigration, visa,

and protective processes. This directive shall be implemented in a manner consistent
with the provisions of the Constitution and applicable laws, including those protecting
the rights of all Americans. To further strengthen the ability of the United States

Government to protect the people, property, and territory of the United States against

acts of terrorism, and to the full extent permitted by law and consistent with the

policy set forth above:

(1) The Attorney General shall establish an organization to consolidate the Government's
approach to terrorism screening and provide for the appropriate and lawful use of
Terrorist Information in screening processes.

(2) The heads of executive departments and agencies shall, to the extent permitted by
law, provide to the Terrorist Threat Integration Center (TTIC) on an ongoing basis
all appropriate Terrorist Information in their possession, custody, or control. The
Attorney General, in coordination with the Secretary of State, the Secretary of
Homeland Security, and the Director of Central Intelligence shall implement
appropriate procedures and safeguards with respect to all such information about
United States persons. The TTIC will provide the organization referenced in
paragraph (1) with access to all appropriate information or intelligence in the TTIC's
custody, possession, or control that the organization requires to perform its functions.

(3) The heads of executive departments and agencies shall conduct screening using
such information at all appropriate opportunities, and shall report to the Attorney
General not later than 90 days from the date of this directive, as to the
opportunities at which such screening shall and shall not be conducted.

(4) The Secretary of Homeland Security shall develop guidelines to govern the use of
such information to support State, local, territorial, and tribal screening processes, and
private sector screening processes that have a substantial bearing on homeland security.
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(5) The Secretary of State shall develop a proposal for my approval for enhancing
cooperation with certain foreign http://www.fas.org/irp/offdocs/nspd/hspd-6.html (1 of
2)6/16/2008 11:59:01 AM Homeland Security Presidential Directive / HSPD-6
governments, beginning with those countries for which the United States has waived
visa requirements, to establish appropriate access to terrorism screening information
of the participating governments. This directive does not alter existing authorities or
responsibilities of department and agency heads to carry out operational activities or
provide or receive information. This directive is intended only to improve the
internal management of the executive branch and is not intended to, and does not,
create any right or benefit enforceable at law or in equity by any party against the
United States, its departments, agencies, entities, officers, employees or agents, or
any other person. The Attorney General, in consultation with the Secretary of State,
the Secretary of Homeland Security, and the Director of Central Intelligence, shall
report to me through the Assistant to the President for Homeland Security not later
than October 31, 2003, on progress made to implement this directive and shall
thereafter report to me on such progress or any recommended changes from time to
time as appropriate
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Sequence — ¥
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BG subtraction Model fitting using Motion vector
LM calculation using LM
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Smart Phone Touch Screens Hacked

Smudge Attacks, University of Pennsylvania Aug 2010
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How we can enter a PIN, Password, Credit card/ Bank Accounts number?
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Mobile Biometrics
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Override or modify database

ISO/IEC 30107
Scope

Modify Biometric Reference

Processing oo
Modify Modify Modify
E!SOITIE['I’IC Override Rrobe Override Atre Override
ample Signal Processor Comparator Decision

Figure 1 — Examples of points of attack in a biometric system (inspired by[d])

2016-09-26 17 Y R

CHZY - PAD(ISO/IEC 30107)

PAD, Biometrics presentation attack detection (ISO/IEC SC37 30107-1,-2,-3)

[_ Presentation attack instrument —l
|

|
| Human I | Other Natural I

| Lifeless I |Altered| Non- | Coerced I |Conformant|
Conformant

Figure 2 — Types of Presentation Attacks

Complete Partial

Table 1 — Examples of Artificial and Human Presentation Attack Instruments

Artificial |Complete gummy finger, video of face
Partial glue on finger, sunglasses, artificial/patterned contact lens, non-permanent
make up
Human Lifeless cadaver part, severed finger/hand
Altered mutilation, surgical switching of fingerprints between hands and/or toes

Non-Conformant  |facial expression/extreme, tip or side of finger

Coerced " unconscious, under duress
Conformant zero effort impostor attempt
2016-09-26 o grEgAeTE H3%
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[m———m— —m e m e m e mmmm——— =
Data Capture ! Presentation Attack Comparison Subsystem i
v L Detecti Y = | !
e 1 3] Detection Module |-~ ——! —— i
Presentation 1 Comparison '
i 3 ! AL '—%‘ §
| W
| Signal Processing CONIFaEcH Soore :
| Subsystem | i -
| Presentation Attack Detection Subsystem
Quality Check Decision Subsystem :
1
Segmentation :
Feature Extraction ! i
- u 1
Blometric Reference Probe Decision (Reject/Accept) : Copurd |
Capture Sensor Creation ! e
Data Storage Subsystem /
3] Enroliment Database | i [Nose reduction] - (Comparison nith PAD crkerz)
______ 4
I
Biometric Claim

Figure 3 — A general biometric framework with presentation attack detection (other Figure 4 — Components ina general presentation attack detection subsystem
configurations are possible)

2016-09-26 19 SREHA Y FTS

! CH=Y — PAD(ISO/IEC 30107)

PAD-part2, Data Formats (CD2, developing)

[Scope]

MAeA g¥Th= 0l cli®l PAD Al-g-2f PAD 2} AR HE! Cllcls] Fa] Fe
(PAD output & PAD input)

XML schema<2} binary format =& 32|

[Reference]
1SO 8601:2004, Data elements and interchange formats — Information interchange — Representation of dates and times
ISO/IEC 19785-1:-, Information technology — Common Biometric Exchange Formats Framework —
Part 1: Data element specification
ISO/IEC 19794-1:2011, Information technology — Biometric data interchange formats — Part 1: Framework

ISO/IEC 30107-1:-, Information technology — Presentation attack detection — Part 1: Framework

2016-09-26 20 B P faAs
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Hio| @ 21a] EHOFoFA Q! CHEY  PAD(ISO/IEC 30107)

PAD-part3, Testing and Reporting (CD1, developing)

[Scope]

PAD o= =] e
It 222} 20A &5 F2|, Presentation attacks EfF

[Reference]
ISO/IEC 2382-37, Information technology — Vocabulary — Part 37: Biometrics

ISO/IEC 18045, Information technology — Security techniques — Methodology for IT security evaluation
ISO/IEC 19792:2009, Information technology — Security techniques — Security evaluation of biometrics ISO/IEC 19794~

1:2011, Information technology — Biometric data interchange formats — Part 1: Framework
ISO/IEC 19795-1:2006, Information technology — Biometric performance testing and reporting — Part 1: Principles and

framework

2016-09-26 21 Y R

Hfo]| @ 2la] HHPIE|2FA Ol CHEY — PAD(ISO/IEC 30107)

PAD-part3, Testing and Reporting (CD1, developing)
PAD HlA= 5
LEE=P1 dio| 2 2 Ia] At Ao |E =AY

- 33 =2 ciofd

- 33} 28 Ato|

- g=FRl EAE

- AlFY HAa=

- A= DB &23 4w 2

Silicon finger artefact Matte or glossy

Laser print finger artefact | ©fdinary 2D print out

Gelatin finger artefact Half-iransparent gelatin

e i

2016-09-26 22 B P faAs
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@ o1 TETAH Zt=6fe] 2 L1alH 2| 2/(KBA) EI=

«A|E2(3,600%, 572H%)
-242(2,020%, 82,6807%)

' 054 48l 7yt HEo| 2 01a] FFE olzal FATHE(2L)
[Hio| e 2IaFHAIHME] | P2
YRTEST Ife|=2f2! WEIS=2015.12, TTF)
08K 6R  B[0[.9 21N HEANZIMEI(K-NBTC) T2

07 181 ISO/IEC HI°| 2 21a] T =gt AlHESE U=
YATESE TIo[=E[21 T F(2007.12, T T

104 118 TS AP

SA|FIAIZ |2 217 (KOLAS) HE

K-NBTC

Korea National Biometric Test Cenier

114~A] A, oseia] DB =
«FAH(20,4007%), "5 24(61,20078)
O 7 1SU~TIR  opafopufel o 01aI2Y 2l 2I(ABC) 2 FHkisa ),
5122/ 2/(EAB)2f MoU =
- Hfelp ol FEEY V@225 AZ (TTAK.KO-12.0034/R2, 2013.12)
163~HAll  grapure) e 2in) 1@ FEWEBIZA 75155 (2015.3~2018.2, 6.72%2),
LIS o] #2! BiEafol p 21n] JFYFTFLIT Bl (2016.6-2018.12, 14%52)
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&= =3 KISA -85 - PAD A& (20074)

H KISA HZ=7|E2 BMT AIZHN|E (W= s2IRIMEST], 2007.78)
o

QX2 BF: B0,

S5 g 42Z ZAoE 17

=
Q|ZX| 2 BMT Al

=
= HXE =X 2 XEQA HME Sl ofOjx|Et
A

Al
= AXX 2103, 40 E=7|E 35

- 4% =X S(ZUTO0|, OHP TE, M7 | T 2T 33 BERE 2 el
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P AR X2 e
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Protection Procedures
Parti(A  guiceline of HEEE | 2T
Tu—(‘zrm:;r_a;oas i‘fgg; tochnical and| ZURFKISA) |==iS1E TISAURE
g managerial 2| =e =
countermeasures For|
biometric data security)
Telebiometrics Digital
Key: A framework for
TU-T X.1088 K.tdk elg-f(ZirIcH) | EEiEie Leo ) e
(2008) x.1088 blametric —aigital  key| “Siapeaasa) = ==
generation and
proteciion
Telebiometrics  System
Mechanism - Parti:
TU-T X.1089 X.tsm ::::‘:ar:'ltimtian ";"r':f“'i'i isobe(v|CtAl) EEe | 2=
aco! o~ [t
(2008) X.1089 RS Prarus ror| CRELAKISA) P2 =
telecommunication
systems
Integrated framework
X for telepiometric aata
TU-T X.1002 X.4f N B Sl LesiaTEr
protection in c-Health =¥ (KISA) = ey
(2013) X.1089 i viaridwide Hes=au
A guideline io techmical
ana operational SSufRdTY)
& WD X tam | countermeasures for| =AY (KISA) = L KR AE ]
(2016 9) X 1082 telebiometric 2219 0aSA) =21=
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(20156.9) X 1086 5 = S e=eE=al) 2 8
security
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Medical Biometrcs 1= & FF, Bio-signals

» MEDICAL(CoaNiTIVE WiTHIN BEHAVIORAL BiomeTrics) BIOMETRICS = 2 IN 1

* Doing ‘medical biometrics” will waste processing source and time
— Biometrics authentication processing
— Medical biometrics processing
* Better way to do authentication and health monitoring at the same
time is using bio-signals
— Same features are used for both purposes
— Suitable for daily/weekly application e.g. physical access to office

Authentication ECG, EEG, ABR, EMG, Heart Sound

Heart, Brain, Muscle, Nerve, Ear

Alertif there is health
problem

2016-09-26 29 Y R

Medical Biometrcs 1|&%1% U S, Bio-signals

ABC2011, Malaysia s=}ch=} TYPES OF BIO-SIGNAL

@ Perfect Match

QOur biometrics + medical biometrics i.e. identify + monitor health at the same time!!

Otherse.g. Electrooculography (EOG) - measurement of the resting potential of the retina.

2016-09-26 20 B P faAs
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» HEART SOUND AS MEDICAL BIOMETRICS

A5z A5
AR &g 2 BT E 93 HA Auret

bttt bl et + Welch-Allyn meditron electronic stethoscope
H”’ ™ » * Location : V1 (aortic]
e _* Sinormal vs. 5 abnormal
ot e T L T 1+ Change number of MM taes and midures
) Dechion bl » Dectivn | |
1 | Matofmd 1 | 2 | 3 | 4 | § o
' 1| Bl | 905 | S|SB0k | ST % W |
! ! 1| TR0 | L2 | 445N | SRSTH | Bk LA
' m?';t?"’f ?m"mm“‘d : A e o
Ication witn our v s P i Lo [ [0 | oo (s | | o b2
* Now we are moving into biomedial e T — ) s
biomerics, so we just got preliminary : e “ll o
mulb ------------ l g , PN+
‘ + Best combination: 3

+ 20clients vs more than 20 impostors

state 16 mixtures

00N +

2016-09-26

31

S HAPE T

=1

SOUNDS AS MEDICAL BIOMETRICS

Firsk heart sound,
"lub”", occurs when
atrioventricular valves
close

Second heart sound,
"dup”, occurs when
semitunar valves close

o, Bio—signal Authentications

X

Identification

Are you really one of
us?

1 : N authentication

Verification

Seriously, you are
him/her?

1 : 1 authentication

Classification Aot v Fresmon

—
Cosennox

2016-09-26
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Y
Medical Biometrcs 1|=Pi% ! T1°}, Wearable Devices for EEG

Neuroelectronics
“* Mobile, comfortable, precise and robust wireless EEG
* Medical grade EEG devices with 8, 20 and 32 channels
«* 24 bits resolution, 500Hz

« ENOBIO 8 « ENOBIO 20 « ENOBIO 32
« 8 EEG channels - 20 EEG - 32 EEG
« 3,995 € channels channels
Hp:/wwi.neuroelectries.co 12,495 € « 19,995 €
2016-09-26 33 SIRYHAPY YIS

>
Medical Biometrcs 1|=23% 2! %, Wearable Devices for ECG

NeuroSky
% MindWave Mobile
<+ Affordable research-grade EEG headset
%+ 1 EEG channel, 512Hz
% $99.99 USD

34
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. Medical Biometrcs 1|=21% S T1°F, Wearable Devices for ECG -

Nymi (BioNym)
+ SUB ECG JI8H) JHQIQIE 9I0i 2 CIHtol A
<+ HeartID: Nymi’s patented biometric authentication technology

*» Wristband E} &
2 Raw ECG Stream F = Jl=
v $149 USD

2016-09-26 35 SREHA Y FTS

. Medical Biometrcs 1|=23% 2! %, Wearable Devices for ECG -

HexoSkin (Carre Technolgies, Inc)

< Biometric shirt
» Heart Rate, Heart Rate Variability, Breathing Rate, Breathing

Volume, Activity, Sleep
< $399 USD

INTEGRATED

-

D

PS
®

© INTEGRATED
il

® INTEGRATED

m—

r
[\ SENSOR

2016-09-26
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ﬁ/
Medical Biometrcs 1|=21% S T1°F, Wearable Devices for ECG

QardioCare (Qardio, Inc)

** Medical-grade wearable ECG monitor (3 channels)
“ BN

2016-09-26 37

S HAPE T

p
Medical Biometrcs 1|=23% 2! %, Wearable Devices for PPG

Heart Rate Sensor

< I EL|A S & 2] Wristband / Smart Watch 0f] XY

< 222 &XJF ZSHPPG: ZEXUIH AIAHE AIEZ

AR LU E2E Z HA NS HEE JIAHGH] 2ol HHO|
@ AUIEA HH AIE6= EX & =2 A

Optical Heart Rate Sensor

VS. Bio-impedance Sensor
PPG (Photoplethysmography)

2016-09-26 28
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7
. Medical Biometrcs 1|=Pi% ! T19}, Wearable Devices for PPG -

Wearable Devices

* Apple Watch
« PPG Sensor
« $349.00 USD + « fitbit Charge HR
« PPG Sensor
« $149.95 USD

« Samsung Gear
i S

« PPG Sensor

= \327,000

+ Jawbone UP3
» Bio-impedance

« LG Watch Urbane « $179.99 USD

- PPG Sensor
« \587,600

2016-09-26 39 Y R

'
. KISA HAIpI T 21T RIS ! T HIE, KISA =nasa3 -

|

= KISA & SeouL NATIONAL HOSPITAL

(TesTiNg DB FOR BIO-SIGNALS) / EEG

ECG

BCG [—— %WW\MI\N\NW\/\MN\(W“\J\JW“
PPG
Fingers
2016-09-26 40 B P faAs
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Y
KISA MAMpI T 215 TR 2! P, KISA =qasss

% Test Results for ECG Authentication (81.67%)
= Imposter mode, Euclidian distance 7|2} threshold
*CRR = 81.67%
=EER = 18.32%

= Threshold level
sempirically decided

<+ Summary of Testing Results for Bio-signals

= |dentity Tests for Bio-signals
+ ECG (99.5%) > EEG(eye-close) (96.8%) > EEG(eye-open) (93.2%)
> PPG (89.8%) > BCG (73.6%)

= Authentication Accuracy Tests for Bio-signals
» ECG (84.34%) > EEG (eye-close) (78.0%)

= ECG has best identity and authentication accuracy among bio-signals

* Multi-modal bio-signals give raise to more higher authentication
accuracy degree.

2016-09-26 41 SREHA Y FTS

ﬁ/
I/ | KISA AAMIAIT 2157 TR & P HEH, KISA Sussa?

P> DEVELOPMENT OF TELEBIOMETRIC AUTHENTICATION FOR ECG & FINGERPRINT

(2016.7~2018.12, 14243, =212k KISA, ZHeq7|2h: am|2l-o0t=2|=[], 0|=3-TELEBIOMETRICS)

@ S A VA A P Wearable
el Ml el ECG Mobile/medical bi ics

Eco > o E
(Heart-bits) Bio-signal features 5‘5
Authentication -_— =
Spain:
Bio-signal features
# \\‘,\ Authentication &

Testing

. ik

Telebiometric
Authentication
Platform

Fingerprint

im

Finger- Sensor > ITU-T SG17
: = as
prints Comm. (X.tab.amd1) P fonal
module Telebiometric Algorithm s;;:‘::::;an
Using ECG & Fingerprint
2016-09-26 42 e e e
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P> MILESTONES
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KISA WMAI T 215 |a THRIT % X ' HlH, KBIDst 2508

|

o Bfo[ 9 Y Vg CffI=t

Hie| 2 FEHEY Tfo|=812 FgAIY 2IFAMH|A
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AsiaN BIOMETRIC corsonn

> KISA E2N|SS O MTHR(FHEAD

jskim@kisa.or kr, +82-2-405-5367

European
Association |
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(13) ‘genetic data’ means personal data relating to the inherited or
acquired genetic characteristics of a natural person which give unique
information about the physiology or the health of that natural person
and which result, in particular, from an analysis of a biological
sample from the natural person in question;

(14) ‘biometric data’ means personal data resulting from specific technical
processing relating to the physical, physiological or behavioural
characteristics of a natural person, which allow or confirm the unique
identification of that natural person, such as facial images or

dactyloscopic data;

@) BANNHRE A THA A A8 Az A
IR EEES 9579 AR)o A= BHi 5 HE
Processing of special categories of personal data
1. Processing of personal data revealing racial or ethnic origin, political
opinions, religious or philosophical beliefs, or trade union membership, and

the processing of genetic data, biometric data for the purpose of uniquely
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identifying a natural person, data concerning health or data concerning a

natural person's sex life or sexual orientation shall be prohibited.

®) A Fsd A%

2. Paragraph 1 shall not apply if one of the following applies:

(a) the data subject has given explicit consent to the processing of those
personal data for one or more specified purposes, except where Union
or Member State law provide that the prohibition referred to in
paragraph 1 may not be lifted by the data subject;

(b) processing is necessary for the purposes of carrying out the
obligations and exercising specific rights of the controller or of the
data subject in the field of employment and social security and social
protection law in so far as it is authorised by Union or Member State
law or a collective agreement pursuant to Member State law providing
for appropriate safeguards for the fundamental rights and the interests
of the data subject;

(c) processing is necessary to protect the vital interests of the data
subject or of another natural person where the data subject is
physically or legally incapable of giving consent;

(d) processing is carried out in the course of its legitimate activities with
appropriate safeguards by a foundation, association or any other
not-for-profit body with a political, philosophical, religious or trade
union aim and on condition that the processing relates solely to the
members or to former members of the body or to persons who have
regular contact with it in connection with its purposes and that the
personal data are not disclosed outside that body without the consent

of the data subjects;
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(e) processing relates to personal data which are manifestly made public
by the data subject;

(f) processing is necessary for the establishment, exercise or defence of
legal claims or whenever courts are acting in their judicial capacity;

(g) processing is necessary for reasons of substantial public interest, on
the basis of Union or Member State law which shall be proportionate
to the aim pursued, respect the essence of the right to data protection
and provide for suitable and specific measures to safeguard the
fundamental rights and the interests of the data subject;

(h) processing is necessary for the purposes of preventive or occupational
medicine, for the assessment of the working capacity of the employee,
medical diagnosis, the provision of health or social care or treatment
or the management of health or social care systems and services on
the basis of Union or Member State law or pursuant to contract with
a health professional and subject to the conditions and safeguards
referred to in paragraph

(i) processing is necessary for reasons of public interest in the area of
public health, such as protecting against serious cross-border threats to
health or ensuring high standards of quality and safety of health care
and of medicinal products or medical devices, on the basis of Union
or Member State law which provides for suitable and specific measures
to safeguard the rights and freedoms of the data subject, in particular
professional secrecy;

(j) processing is necessary for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes in
accordance with Article 89(1) based on Union or Member State law

which shall be proportionate to the aim pursued, respect the essence of
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the right to data protection and provide for suitable and specific
measures to safeguard the fundamental rights and the interests of the
data subject.

3. Personal data referred to in paragraph 1 may be processed for the
purposes referred to in point (h) of paragraph 2 when those data are
processed by or under the responsibility of a professional subject to the
obligation of professional secrecy under Union or Member State law or
rules established by national competent bodies or by another person
also subject to an obligation of secrecy under Union or Member State
law or rules established by national competent bodies.

4. Member States may maintain or introduce further conditions, including
limitations, with regard to the processing of genetic data, biometric data

or data concerning health.
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‘biometric data’ means personal data resulting from specific technical
processing relating to the physical, physiological or behavioural characteristics
of a natural person, which allow or confirm the unique identification of that

natural person, such as facial images or dactyloscopic data;
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processing of genetic data, biometric data for the purpose of uniquely

identifying a natural person,
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