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Abstract

I . Background and Purpose

[ ] Background and purpose of this study

O The necessity of protecting the information and communications
infrastructure - “Critical Information Infrastructure Protection(CIIP)
- has been increased nowadays with the frequent occurrence of
intrusion by electronic means, for example hacking and DDos

attack due to the IT technology development.

O Especially the Republic of Korea is in armistice state with the
North Korea, so that the threat of cyber-terror comes out seriously
and regularly and the protection of critical information and
communication infrastructure is important to keep the safety of the

nation and the stability of the life of people.

O Because of the specific characteristics of the intrusions by
electronic means, the precautionary protection of the information
and communications infrastructure is more meaningful than its
posteriori control so that this study is focused on the national

assistance to protect it from the hacking and DDos attack etc.

[ ] Methodology

O In this study, I analyzed the current situation and problems of the

Legal Institution of the information and communications infrastructure



“Critical Information Infrastructure Protection(CIIP)” with the
relating legal system, for example the “Act on the Promotion of
the Information and Communications Network Utilization and

Information, etc.” and the “Regulation on the national cyber-security”

II. Main Contents

[] The Significance and Function of the “ACT ON THE
PROTECTION OF INFORMATION AND COMMUNICATIONS
INFRASTRUCTURE” (Chapter 1I)

O The purpose of this Act is to operate cirtical information and
communications infrastructure in a stable manner by formulating
and implementing measures concerning the protection of such
infrastructure, in preparation for intrusion by electronic means,
thereby contributing to the safety of the nation and the stability of
the life of people.

O With analyzing the history of enacting and revising this act, I
would review the legal issues discussed in congress and by many

scholars through the view of substantial and organization law.

[] The legal system of protecting the critical information and

communications infrastructure (Chapter IIT)

O Designation of the Critical Information and Communications Infrastructure
(Article 8) and the Recommendation for its Designation (Article 8-2)

with reviewing the argumentation of the diversified protecting system



O The Analysis and Evaluation of the Vulnerabilities (Article 9) and
the Establishment of Measures to Protect the Critical Information

and Communications Infrastructure(Article 5) by management organization
O The National Guidance and Assistance

- Ascertaining Implementation of Measures to Protect Critical

Information and Communications Infrastructure (Article 5-2)

- Establishment of Plans for Protecting Critical Information and

Communications Infrastructure (Article 6)

- Protection Guidelines (Article 10) & Orders or Recommendation

for the Protection Measures (Article 11)
[] The Support for Protection of Critical Information and

Communications Infrastructure (Chapter IV)

O The necessity and legitimacy of national support and its limits

O The organization to protect the Critical Information and Communications

Infrastructure

- Committee for Protection of Information and Communications

Infrastructure (Article 3)
- Organization of Headquarters for Countermeasures (Article 15)
- Information Sharing and Analysis Center (Article 16)

O The Support for Protection of Critical Information and Communications

Infrastructure

- The technological assistance on the critical information and

communication infrastructure (Article 7)



- The Government may, with respect to a management organization,
transfer technology necessary for protecting critical information
and communications infrastructure, and provide equipment and

other necessary support (Article 15)

- Technological Development etc (Article 24) & International Cooperation
(Article 26)

IIl. Expected Effect

[ ] Academic effect

O Although this study excludes the posteriori countermeasure such as
criminal punishment, fine or penalty etc., it dealt with the legal
issues regarding the organization, procedures and substantial
regulation on the management organization of the critical

information and communication infrastructure systematically.

[ ] Effect in Policy

O It suggest the improvement of the act and statute on the critical
information and communication infrastructure protection for
strengthening inter-connection between policy and legal system in

the area of cyber security.

» Key Words : Act on the protection of the critical information and com-
munication infrastructure, Technical Assistance (Support),
Intrusion by electronic means, Support to protect critical in-

formation and communication infrastructure, Cyber-security.
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