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Abstract

The government of Korea will introduce a new electronic passport
(e-passport) system with enhanced security features, according to a report
from the Korea Herald. The system will be implemented first on
diplomatic passports starting December and will be expanded to the
public by July 2008, according to the Ministry of Foreign Affairs and
Trade.

Since 2005, the Foreign Ministry and Ministry of Information and
Communication of South Korea have been developing the e-passport
system with an embedded memory chip that contains personal information
such as mug shots, fingerprints and iris patterns.

The main purpose of the law is to prevent the forgery of passports.
With the new e-passport system, the rate of use of forged passports in
the region is expected to drop from the current 0.06 percent to around
0.02 percent. Under the system, all data will be encoded in the chip to
allow for secure identification of the passport holder and to prevent the
copying of information thus, making the use of fraudulent documents
difficult. In line with this, citizens are required to visit government
offices and have their fingerprints taken for new passports. Meanwhile,
people with old passports can continue using them until they expire,
according to the report. Korea will centralize the process of issuing
passports and revise related laws and regulations to minimize in-
convenience for citizens and the risk of fraudulent use or personal
information leaks.

Despite its high-tech security measures, civic groups and some

individuals are against the system due to issues on privacy of information



and inconvenience. Travel agencies, whose margins will get affected once
the e-passport system gets implemented, also opposed the system. Most
newly issued passports carry an embedded RFID containing digitally
signed biometric information. Access to this chip is wireless, which
introduces a security risk, the possibility that an attacker might be able
to access data on a person’s passport without the owner knowing.
Security precautions ought to prevent unauthorised access to data held on
a next-generation e-passport. But a trio of researchers from Lausitz
University of Applied Sciences, Germany and Radboud University, in The
Netherlands, have shown that its trivial to at least remotely detect the
presence of a passport and determine its nationality. “Although all
passports implement the same international standard, experiments with
passports from ten different countries show that characteristics of each
implementation provide a fingerprint that is unique to passports of a
particular country,” the researchers explain.

To frustrate wireless reading of passport content without an owner’s
consent, e-passports use a mechanism called Basic Access Control (BAC).
The approach means that in order to read data from the RFID chip you
need to optically read a key, printed in passports. This key is based on
a passport serial number. Subsequent communication between a passport
and a reader is then encrypted to prevent eavesdropping. All EU
passports implement BAC.

Weaknesses in the encryption mechanism used in BAC in withstanding
brute force attacks have already been reported. The latest research
uncovers a different shortcoming - the possibility that thieves could use
technology to detect the presence and nationality of passports in a crowd,

the sort of information that might be useful for a hi-tech pickpocket.



The attack works because ICAO(International Civil Aviation Or-
ganization) specs do not prescribe a standard response to particular
malformed requests, leaving room for diversity among implementations. If
the ICAO specs did require a standard response for commands not listed
in the specs and all malformed requests, this would make distinguishing
passport nationalities much harder or even impossible, the researchers
note. Using this scanning approach the team who are able to reliably
detect the nationality of passports from 10 different countries: Australia,
Belgium, France, Germany, Greece, Italy, the Netherlands, Poland, Spain,
and Sweden. E-passports from other countries implementing BAC might
also be vulnerable.

Eavesdropping on e-passports has been shown to be possible from up
to nine meters for passive eavesdropping. Scanning passports involves
generating a stronger magnetic field, creating practical problems for

would-be thieves.

% Keywords : Electronic Pasport, RFID, U.S. visa Waver Program,,
ICAO, Biometric Data
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