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1) AA A7fRgAAAE 7ol S 19k 221870 WS o ® AR A3 Ak
71 Z(EMR)-S 3 66%, HIdF 52%, AL A~"(0CS)S> FgH ] 93%, ¥
AF 74%, 2 BdAAAASA ~E(PACS)S 3] 96%, HYF 43% 5 Aul o]
Abel Wloll A Abg3ta Qe Aoz eyt wld A A, 2011, 12. 7. =24, B7H.
A7dA R = “o857)3, B, BAYPA7 I}, 245, BRI} s, A7 B A
7|3kel] o3 FAEAY AHEe Aol AY H2 A A, A, == vl
AAA = AAA A, A5, 25 A58 A #1337 22 7)5E B
= (A, AAA, 2Eja dxdelyt 25ue) 2 dA 5)° AH” (HIPAA
Administrative Simplification Regulation 45 CFR § 160.103)& #3tt},

2) AR DL FAAG FAE 2P AYEY 1§ AARETK o4 s}
Ag R o wel dele] fele] w3 gAAS) AEda} A HI 2 AF
Al 3

= 5 la, AARA R A Bt o] Fo R A et AR
b EAlS 2Aste] o gAin| ] Aol ofed kS mA ¢ glvkal vl WA A
A, vl ogA WK S gk A, st M, 2006, 32%.

3) Cynthia McGuire Dunn & Gary L. Chadwick, Protecting Study Volunteers in Research,
CenterWatch, 2004, p. 148.
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olef= ] v|=e] A%, /il AA R RIS 93l 19964 relm R
o] oA} :1011 THESLE= A doll F3F W, (Health Insurance Portability
and Accountability Act; ]} ‘HIPAA’2} & Pub. L. No. 104-191, 110 Stat.
1936 (1996))2 A|As}e] Ald¥star glar, ol =73 W=l Privacy
Rule (]38} ‘ZzlolwAlErol2t 35 Al sto] 2003dF-8 7HAAH 75
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HAES olafiste Aol vl Fa3HA =it kA AFg vlel 3o,
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. HIPAAS] 7l =

1. HIPAAS] Al o]f ¥ &A

HIPAAE 19961 AWt EZ A|A o], o]ddl+= /N FollA] Hx13 2
2 FAFE YEEPS AW Al TLAHCE AV RS 3ol
t}5 =, HIPAAC whe}, A 7|9 Z&227F o2 F9| B 7|y 22 o)A
g A, ol A 7oA 53 W YRR E B VIHeE THHE
T Al =l Aok HIPAA o]Ael= $12] ¢ A% B 7|l urF
= 597bA oA ZEA= 25 RF glo] ARt spodvt ok,
7zt FHE 53Ry e J|Fe] Al A7 d@sty] wiolthe e, o5 x
HE 7 FHE ojAHdtE AL AARE AAA R AF3r] AT
< < Aok AS orleke,)) el Ad
Z3sl e g5 15s- ok BE Y Zefo]w A

S MAAAA R AAA o] A3 =g ANE AbskEel| #3F A
7} Bosithes A FA 2nlslrlx jheks) AA 2, HIPAAS 25X

5) HIPAA:= 345, o573, YEigdiztddAls MDA R} o] S5 ==
g 27 AR e F R

Ao mspgleny, ZRAS A AAsAY AdE
AR o A FAT YRS AE IS Bl JFHL
|2 A =t} Nick Littlefield & Colin Zick, “HIPAA: New Federal Privacy Rules and
Their Implications”, 46-OCT B. B.J. 14 (September-October, 2002).

6) HIPAAT A2 o] 5Al(HA)ell et Aol et Aupels|e] AAEEA 25w
el olxrbsA Al FHS Tk FaE, 19959 HA| 85% o]t | mm el
AR golct 2w, A Qe e|gnge oo vl Feg s)Fe] H
o elzd), SERES AR wE WA A ZIe] virkw strizte | RR o
& B 7|¢]& Adslr]x= g} o] & “job lock” 2}z &}7] % dc}. Rebecca Lewin,
“Job Lock: Will HIPAA Solve The Job Mobility Problem?”, 2 UPAJLEL 507, 507-08
(Winter 2000).

7) A7 R AR w32 el v SRR A A FAtE g H e} FAE W]
£S5 Z3 FAAH o]dE <F&3kcl. US. Department of Health and Human Services,
Office of the National Coordinator for Health Information Technology, Nationwide Privacy
and Security Framework For Electronic Exchange of Individually Identifiable Health
Information 1 (December 15, 2008).

8) 44 Eak 24 i ARARe] zelolmAE wEshy] ds) M AAse] AYs

]

23 gleh ol#d e Foit 2y 54 A7Alw, A% A, delE A =
H, e 5HT Jdo AARIIRENE BEE e Aee wurh 2 Ad, 74



Aol gloiA] = FaLe] AR BB IFE 9|3 HIPAA Privacy Rule2] &4

Aol olalel W AYATE xst 2Tl oleld FAF AT 27
2 AUTh F HIPAAE 9209 ol4ld] ohE w4 Folm, Aql
A Abse A e FAsh o) Auel da A Helwx g
QS At AAAY R WEe s, Aggne A4
He weshl s Ae 7 BHoR dehy

2. HIPAA 3R AS 743} =3

HIPAAS] %352 i) A=A A3 dlolg =S 98 AHeEHE =
A &R ATt AEste] g A A= A 2 AAA FAs) o
olBle] Jid & AREstsletl, dwelsle olE LT o= 7<1EW7¢ 7&
afdlolE A B AA vE FFo] ThedtEE o =g

OWF‘*
2

2 2000. 4. 17 FHE3AS FESY U= 94;741% 2002. 10. 1677}7<],
3

1

AR o EAE 2003, 10. 167FA kA MES EBAdsEE 3 42
U.S.C. § 1173(a)(c)), ii) LA EA (A2t A8 A vl8= o7 ¢4
74 g7 REE a1 ARSSES shGlar, 2004, 1. 230 B EA]
Hggho]l HF A S FTEI 2005 5. 234-E &S WAsG L, F57]
g2 2007. 5. 23(ATFE+ 2008. 5. 23)7FA| Q). o] Foll HxAH ofrlow
A7dA RS AFsl= Ze ‘ZEfo|HAE2] A8 AF#l’(Covered Entities,

(o

13 “ARAA =t = o] FAE F53tedoF §. 42 US.C. § 1173(b)),
i) Her(dAbdo® Heg AdARe] A 7S wAs] 4
3 RAHZ] 52| 2003, 2. 20 #FF3 (Security Rule, 45 C.F.R. §8§

Algstar glvk. dwbablel e A B Zefolu Al B g ol Hoke] IEHF HIPAA
Privacy Rule} Security Rule, Privacy Act of 1974, Confidentiality of Alcohol and Drug
Abuse Patient Records Regulation (42 CFR Part 2), Family Educational Rights & Privacy
Act (BA 2&7|8E0] 7HA 2 gl AR Zglo|w A S t}E), Gramm-Leach-Bliley
Financial Services Act (F§71&E°| 7IA 1 & AR =Zzlo]|HAE t}E), Federal
Information Security Management Act of 20029} 72 tlo}glt W Eo] Z&a)3tc}. Id. at
2-3.
o) WA A, o] A, 212053 AAe] oAL HrF
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160, 162, and 164.302 (2006))= &3E3}1 3L 2003. 4. 21HE &3S A
g. 42 U.S.C. § 1173(d)), iv) Z=}o] A(Privacy Rule, 45 C.F.R. §§ 160,
164.102-500 (2006). 42 U.S.C. § 264)°l| 3+ Al3}E5S FA3te] 217t
st 719 FARS AT ¢ e dEE EAEA A A Fo
st AL WEs] FAsL 53], Zeto|wHAES F5EkA 3 A
ol = HAH @42 US.C. § 1176)3 AP (42 US.C. § 1177)°] F-3d =
A== 7}AA 3 4F 2 (Enforcement Rule, 45 C.F.R. § 160 (2006))°] | =
9j t}.10)

rulo

3. HIPAA®S] #+ ¥17d: HITECH Act

0,

el 2RMEe Foel djake] A= Aswse] v, A
Aol g zetelwAsh nalgA s Askshe o] Fashrha Bl
o], Anke] 3= American Recovery and Reinvestment Act of 20099] o %-
2 20099 29 17¥ Health Information Technology for Economic and
Clinical Health Act (HITECH Act; Pub. L. No. 111-5 13410(d), 123 Stat.
115 (2009))2 A& 3}sith HITECH Act:s HAA A7l7|=2 =2AdS A
Aog Adals As FAI87] 913 Wela (201474 A =3 =)
Z|EA 28 F5), o] FAES dAsy] 98 AxH AA|E A S 9
g xefol Aol WokS WA st 7pstslqivt. ]2 g HITECH Acte] Al
o ® HIPAATL B 43S 9HA Hdch 53], HIPAA f]uke] ozl
dAR mIAL 2 FAPEE Hasbr] s AAAdxdES 7bskete]
20091 104 30 ZHA A eY+f2 S A& st

A, ARAAIL ZelelMA RS £ ¥ AT wAF 2

g wtsly] Brbe ApH o R o]& F4EEE F] 98 714 A

10) Elizabeth Hutton, Devin Barry, “Privacy Year In Review: Developments In HIPAA”, 1
I/S: J. L. & Pol'y for Info. Soc'y 347, 347-355 (Spring/Summer, 2005). 22| 1, HIPAA,
Privacy Rule, Security Rule, Enforcement Rules F¢] HIPAAZ} wH3tr|= 3dhch
Inside The Minds, Recent Developments With HIPAA, Thomson Reuters/Aspatore, 2010,
p. 20. v}, o] =i+ HIPAAE= W EE, Privacy Rule, Security Rule,
Enforcement Rules 2 (=14 a)o 2 A2 F3E3lo] AFgslr] 2 3},
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Ao glojA FFAe] AZA BB FTE 2)3F HIPAA Privacy Rule2] =&

A4S AFstd Fe] #H¥ A ZHAF ) 2 (corroborative enforcement
model)1D-2 AlebA| 3, AR A2| A7} Zelo|m A28 el 94S S HlE
oAl 2 FA s sl e s sk A% 7FAI1% 8l (gloves-off enforcement)12)

11)

12)

20041 794 31d7HA] WA B2 F AwlE=(Office for Civil Rights, OCR) Zglo]H]
A E gute g 7577748 HSsle] 2AFE NAEGA B, 1007 A =R A Rl
S 8 gyel @AY, & & A= RIekA] fsioh mIAREAIH

42
OCRe] #-3}3t}. OCRe] ﬂxﬂz‘ Ak gt ot ARk Fpet Aol
TA< 7L, OCRe| A= olw{ Al & St olf= O ARAHEE T
A 3N, @ AR F9 EM B o] 8% odwsly] A% FET HAAA
o 2o, @ FAER dola X}J%Sﬂ oj 875l ATete AL 38skA] e
g AS @ ABAR FNE 9T F2H 2T AAE e A Sl
Id. at 355. WIAbEAM-2 ¢k 7 = $100, 1 $25,000 o]sto]A|at, D el o]f=
Agh A, @ :eAel einte] gl AF, © ke dEERFEH Eme e 4%t
A& FEAE 30 ol $jute] wAE Hgell= RIAFAHEE FaEhA] et
HITECH Act AIA o] F Zzfo|HAIE okl daiA= vha3 22 474 4571
AeEvh O AEAA7F 01 W 23-E hbskdloe Ae w3 Feld FolE
ohateEte o ¢ flale A ik A1 7 $100 ©]% $50,000 ©]3f @ $jnke] e

J

# efjnte] olz} jtelA “ﬂﬂoﬂ 71813 A% 91mk 7 & $1,000 o4 $50,000 ©] 3}
@ futo] o)A efjute] 7]alstgdAw Al AAEH A At A
Z; $50,000 ©]3f. @ $Iube] ro]A ejute]i A Ao HAEA] oS
 $50,000 |4t &, FUdgE @7dolvt FA]9] $ubel ot wiAlFAH 1l
A 2] S =33 5 $lch45 CFR. § 160.404). A ¥ A2 27} Eghvly 8= A
o] Aol = WA |3 ot A GF R o] A= WA o] ol T 2N AR AR}
sJqle] ffubell sl A r A=} Al %”%1; St A "ol v, R
oA egte] ol 304 ool HAEE ¢ute] diEiAE ARE WHARFR

A3l th45 CFR. § 160.410). FAHL2 o] A2 WA A2 w47} 33k,
F33 AdYS A FAF 5 glvh 1o E HIPAAE $I4bste] PHIE ﬁ—t—ﬁ}
At I AbsE W $50,0007 FHa 19 AL 7ol o7k $ukel A g-oll=
W2 $100,0007 FH 7 A 51l AR o] S/l A oS/ otelA geke 9§
PHIE /o] #/o]4-aF A $-oll= WF $250,0007 Hx A 10d& HF-3eteh. b
S W R3le 3k AA| AlgEolth: @ Providence Health System AFA: PHIS #] A+
st oldl WEbASE 55 Aol AE wro g s w Yzt 5719 AlAlef| uwiep B
A5 4-e} 2008 749 159 HANAYH RS AAste] AUDARS, A DA o)
A, AAFA 7F3E 5& AYIEE 8T o]lE AR oldysA XF A
$100,000+H F& WE= oF&3k @ CVS Ab: CVS &< oF=tollA] hxfe} £l
9l 7gt AR wAAA sl A2 Ao g mABX el qnpA 9] A3

o
o

i
O

Nﬂr

o

skl el 20099 29 189 HIPAA $iubel oigh abe] ghojFom 2wl 24]
sub =] Alwstar F7k= 3ake] of 6,0007 o] o] smjef=rge]l ARE HZIA

sl A A Ayl A&, FHEzgad A, Py myeEy £, 3 7h
5 Hriskz] Sl @ @Ak 28 5o F-E olAsIEE 3 A7l @ Rite
Aid AF71: 20109 7€ 279 Rite Aid &% okaro] xulA 3} AFSAd W A7} Hatg] ok
WS RAAsA 7] 2] 5ske] HIPAAS Uk AlAlel]l 3elslr] s odubA] 3o
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WAl A28

o2 vk w3 HE Zefo|HAEA AW A HE A= o
ol’(Business Associates, 3} ‘tiafel’olg} o] /M AHLWE A
Aoz /WA’ Zelo]n] A Egk(Proposed Privacy Rule)S 20104 74 15
nhEd skl ole web djsel> A BA AR ZFFE o] Zefo| A E2
AL wel rREE A7 R (Protected Health Information, ©]3}
‘PHI'EL 3] fubel] thal] Ar A2 xfel sl w7 ax|3tofol 3=
ol & H-Isfodth.

. ZeholWAlZe] At 2 g

d ]

o AAA RS ZetolwAlE WA thE AW HEe| A el
Ar A A7t 7k Qe el

glolw] A 71%2S ALsty AR, A7z e &3 ol o) 1t
At F = ]

AT} %= >
axtel 71E ARA R A2, AAAR] A4S aE, AHEE
ol Ho] 2~ e AL = 7= HlolEHo] 28} TR L8] AL
T AR B o83}
AEAOE A3}
Zzlo|H

o
i ol ofd e vIAEAE o]dsle]

P el Austa FhE wARA e} mAzA] z2asd delstan
L3 e FF 201 7F 9 F AARAbe] 28 21 wich RUEEoJof st £3A
BHel 2R agle] A4S WEE 3= 5o W3 (consent order) -3k AR o]
g zpA) g W8-S, Inside The Minds, supra note 10, at 52-54.

13) U.S. Department of Health and Human Services, supra note 7, at 3.
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Ao glolA] FFHALe] ARA B H TS ¢35 HIPAA Privacy Rule?] =&

oF qbeh, AT, JAel AL Letolm A Fe] nFE5o] W WA A
& Ha3tehr) A, 2ela ATARAE AP AL AFADA
G4 AuALA) PHIS) ol 4 mi Flsl FeAw mejolu A Ee] &7
AVerEe o) welol @rhio olsteld AAARH RS W] A5
£ metolm A gL b gt Aol Folsh el AYne

nEe 449 ¢ g WE T e

MAAE7edt ARAA Bl B Zefo|wAlE kAsA shr] 21

A28 DPITE FU, UL JRANA A oS4} 2
TS WS YA A X5 T FAel F,

A L AF}A R, ZElo|MAES AKX
2|zt 2 stolg A RFAL] PHIC o]§ == NS ste% 3= A
I ARFA L Zefo|WAlE BIste A ke d¥FS ERske Aol
& 5 9l

2o M A E2] A4S W= 25 ARAAE} o, o RV
7571 F BAEA, o 54 B adabgiabute] F R Az A] Zefol
= = C.F.R. § 160.103). w}e}A], AR A2} = AT
4L f8 PHIE 7, o]& == FUHste™ Zelolw &2 874
upetof g, 2], Aol sl AEA A s st=A] ofFE 2
= - Fostc) dvkshH, Zele|W Al E2 PHIS] ©]§-3} PHI

3 9l7] wsEelch PHIS o] 82 A
Ae]2b WA PHIE 3 -AlAF 24 5

14) Dunn & Chadwick, supra note 3, at 148.
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3}(de-identifying), limited data sets <=¥], dlo|e] +% TS *3sl= 7
d5S TN AY TS v AEAASY FADe] ofd A
7|3E dfdalele} gt AR At gl Aoks: F

ey elel Al FHE 4 vk Zfo| A ES L A%k O ‘Hﬁﬁ
o o) F4EAY 27 PHIZ o] Tl W, @ dAde
AR} oA B we) & gFel At =R PHIZ o] 4187
g gloks A, © PHIS Zeteo|w A9} ok S wselr] 93k 44
g obAA] AR, @ Aok REEAlC AEA = ALAl PHIE =3

3

e e

< 8k Ao, PHIS 37l= ARAA7F PHIE AEAZ AL 95 A
grolut 7)ol Tl E e ol F w) BRI PHIS] el SR
& Ayolle FH8AS Tst WA TS oIS R, PHIE o]
42 Aol old AES A =tk ClHd, Wdolvh At 2
= 7ol Ar A ARl A, @ A 7]eA A mep zetoln
AlEe] Ads e T A S R vkt s" FA7F A RA
gAtEA] oW Al E] HES o, ddTellA PHIS IR o] &
sttt g, Zefolw A Ee] HEo WAl =W, AR ARl Ao}
AR A 2L ol FA] Zhell PHIE wlfle] 38 o =S stof
dapel Zeto|m Al S BEetar, ARFA | W zefo]m A d e Abd
IAE ARARALA AR S FAFo vy A IAS HeE 5 Sle
gAlo] sioh1s) AwAz|xte}l Asdste], BAS oAl7f w3 FosiA A
Xt AEAAE HAlste] PHIS o] == 7l PHIS 7HQlAHE &
3
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15) 712 AR A2 Aol =t} A7FA] EF7F elth: @ Hybrid Entities (HE): ©+ A
Z|Zo| Ak o w zelo|mAE2] HE& wbe P aAo] FAel vbxA] b=
AxAo] HAE FE Fa odle A AaAle] B4 WellA PHIE Fidt= 7}\%
o] gl sF3ta, vlA A HAe}t FH3= AL TNl s HE, E3A
2 7AE W, vde] AF71R Fo] o7]e 33, @ Affiliated Covered Entities
(ACE): t‘dxﬂ.ﬁi“ ool At B 7|kEe] @ ARAEAEA] 7]Edte A F
)R e fATE 7] s"st PHIE o& 7|3 WellA Ff3t= 7
o] & st 7+ FA 7S =l Zele|wAA e AHIAE 4 8l
@ Organized Health Care Arrangements (OHCA): 7W7le] 7]3o] Hylxl A W A 2] x}x
RIS Al FHE S EAN[AE AFEe Ae®E B Fgeola, 7|3t
PHI®| = I aidd. 2+ 74 7132 =] Zefolw Ao AbAd 3]
st 4= 9]. Dunn & Chadwick, supra note 3, at 159.
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Ao glolA] FFHALe] ARA B H TS ¢35 HIPAA Privacy Rule?] =&

#7187 52 Hgo] x3EEE Q3H45 CF.R. 88 160.103, 164.502(¢),
164.504(c)).10 123z, Aol SlolA 2=zt A g r]e] 94
> 4?4%%* ﬂ%*ls}ﬂ HH—E of thagal ol o} Aol s d7A
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Zefo| M A &2] A%
HE AAE g 7R Ho| o]71% PHIZ} 3c}(45 CFR. §
160.103).18) &, PHIZ =7] $lalx= AZ3A B/t A Azt o& A=
H A ] efol st FAll sHAAE o qke) UHAAE IS
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>
K3
lo
>,
i
Rl
Y
i
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A LV_EJ
T U= AFE Eehy, 18719 A HE A E EZelo|H 1€°M %xﬂﬂ o=
T4 3l —‘Fsl L o] T o shEt= glow AHAHAH o =R Jiels AW
st 4= QA Ho(el &, A S, A~Hs FHSEHE 5. 45 CFR. §

164.514(b)(2)(1)). 531, 18HA A 3|2l ‘any other unique identifying
number, characteristic or code’= catchall category® =}8-3}3, 1-17*H 2]
FAe sEatAl @rizte FRlTEHS Aty AR EH s}
7S “identifying code’(t}& A H.e} A sle]l HRFAZ AEslr] 9§

16) mkek wiaile] L AR E A A RAAE T lolgte TR HFAE A RA
@A SRR, guAelde PHIE GANA BT 5 glw dddo o)
g HrA A dAldl PHIZ $33k7u mhEe] W 4 =S 5]-43chd5 CFR.
§ 164.502(e)).

17) U.S. Department of Health and Human Services, Protecting Personal Health Information
in Research: Understanding the HIPAA Privacy Rule 7. http://privacyruleandresearch.nih.gov

2z,

18) 22|}, Family Educational Rights and Privacy Act®] #* 8-S H= 8-7]=(education
records)(20 U.S.C. 1232g), 20 U.S.C. 12329(a)(4)(B)(|v)0ﬂ ﬂ— J= 7|25, a8z 2§
F ATE g ARA A o HE 3§75 PHICA Al e ¥l
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e A5 ANAAE s E AL o] Aol ARA A 2 d ARg-EW

PHIO a3l fleh QA falEo] PHIRIA ofdA] o= 7]|E HAAE

HapA FAIsk=d slelA wg- S8t 2
zZetolm A Ee] aAdE 54 AT AdTE 99

A FhE e glivh =&, A Aot 7)AE 3

1870 AMeIAEEA ol s tet=A] Zetolw Al oA AlFshAl A Exofok

TAR7} %VW dret7) ol o) =)Ao} 2
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2ol PHIE /1 A5ole A5e7]1 54
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AFAEE I Al AAE GTT ARAE P ohish

de-identified datas AF&3 = 9l o] 72 Zelo|W A F2] 2 Ltfato] o}
=

o
Yk PHIS HAAE E7Fe3H st A2 A B A 22k l‘ doln, -
A= AEAEAZFE de-identified datas ¥ 3l AFE 5 3lthl)
w3, AFAES 9 TS & ul de-identified data®l PHI ZF7kel &

st FAgke] edAHE FA]E X A7 H Al limited data setsE ARE-
3 = glt) limited data setse FRFA v AH, v8F ARFA 9
7T o]lF & 187 NIAMEEA F A" FRE AAR FA,
Gxt 18 A AE Z AR 7 AE AR AF, FFRA vl gt
el B o wrt AbgE 5 QJrh45 C.F.R. § 164.514(e)(3)(i)). A WA 2| A}

19) WA Erbsdt AR e Hele AEek] Xehe AR 3l
Haled A" 5 sle gEA 2 Sl d&é£~ “‘UPE‘r(45 CF.
164.514(a)). 7HlAE %7 @ ARt =7 A= 1A
ETAY 59 o]F FuEEWE, AHE 5 1870 AHEA S AAsE A
Aty W oz selS Alwel £ QEE sle] 7 Z=HAE sd7 RIEE A
o] ¢lth(45 CFR. §
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© d7Akeh Aol &3S AlAEske limited data setsE TN 5 Sl
t}20) HARZ]RE |imited data setsE Zzlo|HA|EL] 8-S wix] 9o}
AH-EA o] &3 FNE 4 glE de-identified datae} A W FAL] SolS wb
ofofrt o] &3} FINE 5 = PHIS FT7tel| S A ZA] Zefo|H A]
B3 vi-g 7EASl= JFATFE 383 A Abeld] #¥HE H3E =
= gl

O_l),

4. PHIS| o]&3 &

T;Lsmi fsm.

(1) et = (45 C.F.R. § 164.502)

sefolm A BolA el FAL A hom ArAiAE AR
o AL wolok PHIS o &3ttt T/HF + gl el PHIY
o)golt T W ARFAL] Sl AL whel wpErh el

2

20) Al Zo]4-3 kS limited data sets?} 1A AFg= AQl7bel] hdF A<, limited data
setsel] A&

T A= AFEES 4, limited data setsE T 3= AFHES] A °1(-4
A mAls SlE ARgeA e 7/i BE‘C ARFAE ofE A AdE=
A 95 7, ouldt HAAd o] g/t E ARA A A Rad A, AR 01£

Fofel WA E Hlold o] &/ skl @S AH3} RS A 7l F)E 233}
o]o} glr}. Dunn & Chadwick, supra note 3, at 164.
21) AR A A= AxAo e} FRAZ AEA S sl qlolA] Al WAL
v Gz}, Al 2FE WA o g Al Her) 9= S dgglew
BEAR FHFstolop ot o, AR SRR Fg v
Hup FARS Aol AT AAA S Fh=dl 9lelA diE|le
£3h, ARAYb= obsdtd, WA, 7HAFY 55 YAt A
ARFA L] AL ool ofeta AA S 1 AMRFE A RFA 9 Eﬂﬂ‘ﬂii
F3HA &S 4% glvh45 CFR. § 164.502(g)). 123, A B A A Z2AE5 7}
—rtﬂ gk Abgre] mw disigle] WAL EA PHIE 30 759 AR A2 Ate

o2k

‘
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v, O ARFAANA I AF, @ TPOE $I3F 4§45 CFR. §
164.506)22, @ A X A2=}7} Wlox HwFA o] td 2| (3Ad=,
o], ¥, A& & 7IA)E A8 #18l PHI o]& == ¥l #& &
o] i vty 7|35 AHRFA A AFE H$-(45 CF.R. § 164.510), @
Zgloli} PHI o] & mx F7e] A3 T & Hif 7]3] 9
M= o8 == 3N 945 CF.R. § 164.512)23)¢ = A X
SolS WA A AR A AL PHIE o8 2 3R
]

olth B8], BAGAT 2] o] g mi F7hsh PHIS| hAR22] 43

TEAS sped wH ]9 jq—sﬂzm Absrel PHIE WA & T r<delAl T3 4
Folle ArAzrt ZelolwAES et IFEA= d=vhé45 CFR. §
164.502(j)).

22) TPO+= Treatment, Payment, Health Care OperationsE 23ttt Treatment= 2] 57]3]
SN ~E HE(el: o5 FAte| WiF o|mAn|~ 2A /I, FHApe}
G o s5r|RE e A, YEVIHE ZF 3R] o]F/ BN AlFHE
A3l 5). Payment= o] S E AU~ v Lol tiF 57| e R R P3[4
dude]l AR A5 wH(el: RIFEES 1] A e BRI ©E RIPR
Aol nFe] AlFe ZAAs e dsrnsxbe] 9. osdEAu| A AlFel
g drkE Tk Ayl f13E RIS m=e RSk g9 %)
Health Care Operations+= 2] 2.4 F#2] & jgk zpAg W82 45 CFR. §
164.501 =

23) Hell o3 2% o]& == N, FTERA & 9l
HLil/ﬂ?‘*E"”J «] A Apekar g B A 2]

B PHI 37N, A SE5S A% o] &3 I, AP A8 A AAE g 30
Mol A RS S8 TN, AbEEE Ape] AldEqlely A 52 s AAIR A
SJatell Al o] &3 T, AbAL] AT|bHEA 7S HAE $17 o83 TN, 4
Al AR 13 Zefo] ] A B 5 9] 4] 3] (Privacy Board) =B 52l il
= 9% o] & TN, AFENE AT AlAkel alelA o]&3 FUH, A
Hol| A7 AFE $7 o] &3 N, Al kel tiE Al
v e dert lva ArAart dow R A2 o
b 5 ST Ardes 917 o83 3N, SEA BAS =
o|ib PHI o] -8 m= F7ol 33 2o = wtd ]3¢ AlFe] dagle

A el %l
o]-§ = F/He] A Fel sidElct
24) "HA" (marketing)= AR dtolw o AlFolv AH|=E FYlsAY o] &S
A= A Folvt An]zel #g BE risS ov|dh(45 CFR. 8§ 164.501
and 164.508(a)(3)).
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1) Z2f0|HHAl AR TOX|(Notice of Privacy Practices, NPP)

AR A A= A RFA S Zefo|mAle} HEdste] AP LA E sfjoF 3}
, AP 32 ol = PHIS| o] &3} 37l W] 7w EofoF 3Fm 2= A}
FA 9} dAEA] e W OoR PHIE o] &3ty FE & k45
F.R. § 164.502(1)). AFA A= AW FA 2] Zlo|HAE W F3l7] ¢3F
BAzEe] o5 7|Estolof star, xefoln{Al2] Wgel W3 A E

Fabolol ahw, A WA 2AL Fostolof gk mal, wRA) o)
=)

O & K

o,

2,

bl
HuAe| 2ol ek ol A AAT e ArFA] Ao} HuA e
T4 RE AR e v)Estolol gk vk, Aol gr e 7pqlE
=]

BFEAS) AL ARFAE APATAE e A7} grkés CRR

O:

@A 2=z Y12 A 7S

dlolelwo] sl A eae] FAol JuFAel Helgle] PHI o] 43}

ol

2) Lo ABo| AR

ARAAZE PHIE o] 8 e 370E o WA o& ARA| A2
PHIS] o] -8 m= 378 84L& wigks o, o] 8/37l/mes 24 # 9
=5 F4E 2] fE 28F HALPER PHIE A== Pl
E=HE spojol St e Hasaghe] dFelet Ak Aoy o
e Fste] AEARAE ARFAL] PHIS o83 TS & 4 3l
o', B S Aol o] f1Fe] A4HA therh O AusHe
2 gBAlTAAA SN ARHAE 13 o B8ATAe] 8A e 9
& A, @ ARFAG e eMs= 45, @ 45 CFR. 8§
164.508¢ wE AHFA L] Folol o7 o]geolt TNl A5, @ o]
AR 2Ah Al e AR fle RARA SOl g s 7
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3) HEFH| Hel

(@)

AR FA S Hel= A4le] PHIS o] 834 F7lel 3k Zlow Zeloln
[d8e] A S e wsn wAdch HR At HolshA =t
AEl A2 PHIO 3w Ao Hel, AR A2z WA oF, X
FA L oA A AL, AgA, Ao aHEHAYA Fo] 7isE AR IA
A5 AlgsleloF &rh45 CF.R. § 164.520). AR FA L Hzl+= o3

1
=

>

2l

N

T

@ PHIS| o] golut F7He] Agraxdd

AR FA = 2Ale] PHIS o] &-olu F74
24 5 gtk 5, ARFA= TPOE
of T AbRFEelu Ao HES AET A}%-‘éoﬂﬂl
T AEFA S dubA AbE|/9 A 55
7} QIAR7 AbEEl A 42 7] ¢S 17711'3}{— 7d-Fel®t PHIE o] 83}
TN EE AgHS 83T 4 9lth45 CF.R. § 164.522(a)). ©] A
gaAe Fosfeofdt oF= ‘”Z] RIS S R s %%L*J%‘«OM
= Agstae AdsAS FFstolol gk 2y, AR
= W A3 45 C.F.R. 88 164.502(a)(2)(ii), 164.510(a), =+
1645120 93 FLFHAY 27" PHIY o]folyt Flede AHEHA
S =Th2) Ao glolA] Zeto|w Al E2o] A WhA o]A el A H A2 =}r}
ATFHe® PHIE o|&3tAY /R8st es AR FAZFE AH531(8
164.508)01vF 1yte] wuid WA S 2H(§ 164.512(i))=

Hlo
defohe ArPA o U9 AT FAR L A, kAT

Fell= ia‘r"hﬂ*]%ﬂ 2 WA ool o] Fell AR A AL 5
Y ®EE PHIE 75342z o8 % i 5 3iok@é5 CFR. §

164.532(C)).

26) US Department of Health & Human Services, OCR, Summary of the HIPAA Privacy
Rule 13. http://www.hhs.gov/ocr/hipaa %3
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AuFAE AuAe el Wl B4R Pje] ohd wWE Eahol
87F F olxm, ARALAE oF 5 gstelo)

o
el A, AYD Tt S99 e

AuFAe A 1SAEDe @] ol PHI FTsm Bape
& Qe AE Mk &, AT APrE Q- Y4 wme JHLES
$13k A X, Clinical Laboratory Improvements Amendments of 1988 (42
USC. § 263a)7F A2S FA sk 494 A3t me 54 A7 Ao
At o 9lo]th45 CF.R. § 164.524(a)). 18] 3, Aol dalA= A
22 ool & sk ek YFATE FYsHE JuAL s A@A
7 el Frelstr] Aol A Aol F2AF Agole dAIE 713
Fok PHIOl A2she A@ale] Al AT 5 ek o] ool WA
ojuf A ETS & FA[ste] dHeoly o F3hH AAAHS HIsr] 9
3 A== Aol

10
N
By
8
!
—‘—I
2
!
By
o2l
N

|ZAE 9= FAHEFsALY
%= g)th45 C.F.R. § 164.526(a)(1)). X
], TAS 9 A xHE 7ok
84 AR, AEFA A ARAYA= A
stofob 3ol AHFAR 3tolg AA7|FAE 7S5 =

3t S e A As 318t 28 ARAA

27) 45 C.F.R. § 164.501. A A 7| ZA Ex= A B A2z} o8 == AR AAS s =

2E = o] 715S Hekch W od e WS 9 e E= AR A
g 28723} 8| HTVE; JERIHA o8 =& JERIAS 5 e
5, A&, ol9AlA e A4, FH wme Y IR I|FSA LY, wis, AETA

Heh AA L Wielr] S ARA Al o] e ARARAE fE AR 75

2o ok

[m rlr r
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= e ARAYAENEH $A 2AE WA HH AHI|FAE 75
%l PHIE % 3}o]of gtr}.28)

© T WA =34

ARFAE 30 WIS 84T F9E FAd 6d A9 20 & 5
Ha A E 7P 9ok 28y, TPOE 913 7%, ARFAY deal
oNA FNE AL, elS ukel FAEE A% limited data setsql S, I
7RbRE 9% AS, Az 5 A 54 5HS & A ) ey
WA FFdelA FNEE g, Zefo| A Ee] aEbAd ol ¢
Sl o] HElE A 4 ¢lthé5 CFR. § 164.528(a)).29) A W FA7}
A7t #HHE PHIS INE AT WA= FHRES T8 P&
the3 2 37FA] whe] gtk A, FNA et RS HA 3 s

PHI eizte] o] 83 F4, T/HE PHIS Has 27ae SA4 24

CFLE el BAEAL s e ISk ASE

3

o
G52 Hsl ARFAL PHI= FNEHAY =HA @& Aolzhe 2EA
9 J

ARFe 3 53 PAA TS o)A el AT ddE

28) US Department of Health & Human Services, OCR, supra note 26, at 13.
29) tirh, FolwAl, AFEulAdAl dHa el o7 Fhe] A f-oll= FHAEE o of st
2 Wge] 617 REF o} gt
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(2) ATE 93t PHIS| 0|2 -27H- 3|

PHIS| o] golih B/l el A sl AL zefou Ao wed 3
AL AAEA & 5 U7 EA AHoR Lqseb G zefolul A
goﬂm d7el $H9E 253 919 %&s& FDCEENEEER

A A ARSI A 5] 2] = 2 A
#s7F A AlAe £

ol gt THE T 4

o

—V‘éoﬂ 2% o, 2ol pH
A2 ) Sl A3 o FolE PHIZ A
AED

it
> o
12
o
2
o2 ﬂ
o
x

(D de-identified data

O
=
Agate] AwEee EFATEAS e & 5 ok wely, &
A A ke A7 e e 5AEA 4 dATE T FAPA A
% %

30) Inside The Minds, supra note 10, at 110-111.
31) o] 7hedl O 19)3 @D p. 129 245 20)el WA= o7 71<3t7] o

ol o7|A = el AWE At AlERE HAF7IE S o] AAA B S 3t
gk 2pAIgE 712 U.S. Department of Health and Human Services, supra note 17, at 9-18
2z

32) o]oll th&t ApAIE W8-S, Dunn & Chadwick, supra note 3, at 161 3%,
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AT Fe] FolE TACE PHIY 37 E selituzl & ASoe IA
AT FHodst= T2l PHIE st S 4 2383t =
el Bitale] g5l a8y, A7 259 Wi e R
A oA AFHE Fx o} 2ZF I ZAgE PHIE 2F £33, A
BAg s APARFE AT Folot AgE S e A 244
w3 el 24 wiFlel 3 el 5 zhzbe] 4elg vbolof glr), o]g}
= 2], Zlo|AEere B FAo] F5EH A7 A4S dew
5l 278 AASAT) o)A S90S FEstEH AHLEHE FA4E 9
gt 54 S AES I3 oA, A= A7 2x e 23 S
Qla} R eyl Ay SelS wEs] FEsfof ghrh Lol FA]
= I3dAR sl F F4H Fo53 AddE eSSl AY ARste
e &3] ] gslofof g} o] QLAES F=3)7] s, HH A
Al WEe] dHolx|o F5H STy AHFH v FAE V)T ¢

Az2p7E 273} AFde] e FA 55 9ld PHIE st A

Qal=x] ARE Jeh = A zutay wEst Auers Ale3 5 9)

o oo &

"W
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@

@ QARSI DB Eefelm A nE M| AT whe
PHI
salwAle £ e Aol FAHMe|x] @i zelolw A Hi )
3§ olabe Hulelx] e ol A9l dlolEwol s, AALH, ou
723 e AE dolHwe Agais dT)e WA Az 4 =

33) Inside The Minds, supra note 11, at 72-73.

34) ool ARzl daE QAR 2 SARAL WAL D5 A
of gk koAl PHIC) o] golu} Flel QolA WA WAL fF 2L
AARLT seler] $19] Zefolu Aol AE 05 S da) o] FU5E 4
wdle] melolu AU B olele] Bk AFAAL] FFAL AAasld] B

23 ArE vkt A A4 ALAS A AdEE 7" o] fd3l=
A AR B, ArAeztet FHEHA] 3, AFE FHI}AY o FE=
AE A e, aelal a2’ 7l AR oud AIte o
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A& f8 PHIE SA ddl 2 "o Rl dAE @A v A &
s ARFAS} AET Afole WAL $FAMe $Ue L7
)&= ol st dpabge] LetelnjAlel Ha 9 o4& F-ts
A etk As SR s draks AR s et
HARE Dol i) FHAT o] &3} AN fAAERAE BRI}
7] Sk FR AL, i) AL EAE FAE) S Ao A el
slowl 7hegh g e AAAEEAE AVE] 93 S A, i)
Z 2ol =
=]

@ a limited data sets

©® od7-EHlE $13 PH

PHI= i) 03—7—74]%]H% H e Ak S (] @A 232
Q)e S8 AR slelehe A, i) A S EEks AlS
Festebs A, i) ARARAE ols @ WelA deixlths A <
TAZE ARAAA debd A g7E 7]l 3 R
164.512(i)(1)(ii)).

1

@
>~
>
ol
r
N

1] PHI
PHIE 178 sl aelm 478 98 Fesioe
AR A A= £=9lgle] o]Lolt I 4 Q). =vok

WA @A, N A ARA AL FA Ao

Q

>~

2

] O-l.j—f
o ok
N

2

o

o,

Ll
(o]

)

(i

e 5 b
7] el AHBACR & Aelw, 8qo] glod AFAE APEYA
g AFelelol @) zelolM A B BT Ash AellE At =

oW A w5 E EdstA FAST ek zeiv), ZelolulAEte i) o
H 717k olFel AR 2] PHIZ ol g Tlste e Sela
7] 918 Helele B Aol ogm e 24 the] gk sodeld A
B opdehE grEe) Aokl AMSol) PE dwe Wi Al



%1%+ HIPAA Privacy Rule®] = £

Aoz WAg ezt

=

=

H

AZARE PHIA A9 8
w

A5
Az HFehr] Al ool

o

F

LB

o
I

A7} R H S
o ]t

R

o

3 7b5
o}

183

2ol A FL A}

o7 7F

74

150 SlelA @Al

o:
Rl

3L

3

i

Kex
1l

, 1) 7

al

137

K

bl AT
S5} abgatr] Aol Al

S

=4l

A

0l8
Bl el

7b o= dHlelH

=]

wEaA Y o By

-

T

4

A

=
- d

1-8)%t ]

=

A=

}

gl
Ax28le
3
] o

2ho] H A E-ell A

9
891 (1%

-

L.

=

=
=

AT
A3t

-
hus

3

T= 9|5t ofo|E{H|o] A2}

i

O:
-

)

3
o Auae s} A7

(
253

| =&l

H
-

Ea

713}

[e]

=

F

71E vl

AzdolE7} Bk, dolE]

PHI (ol

=
)

7]
AllA H290E ol4
& A5, AFA7E A7

T

T

T

-
&
T

o

=
L

571E =

ket

o

ook
dlo] el wlo] )7} dlo]ElHo] A~ TS 9

o

1

A4, @ el o

@ PHI® o] & m= 3717} ¥

L

L

o}

A skl A

|

1 3]
o)1
15

==
hus

o
o

J

k3
L=

2
A]

= A77h e

Sahel

3]
sl

o]-o-
T =

4}

beb ohal, At 9

R

K}
73 Al <}

14 wrolo}
3}
135

o
jus

Eay

o

7))
Jov} 2]

o =1

A=

R

a7

2

35) Inside The Minds, supra note 10, at 73.

e
=



HA AT A2

AL 7AE F53he

ATE $1g deledol e AAWS Adslr] 18] deolele} A A
THE Sl ol a7 w, Ao SAHA @2 ATE f3E HH
Sl F&HA AL o5 3]¥str] S AwFAA7E 2 E oo g
o sisie, SAEA e AU Q7E dFss AL A@xel)
PHI® o] 8 = 37 HAel 3l Sk ARE AF3tA] 47| wfel
o} mebA, Wz FelS W] 9l AFA= PHIS| o] &3 ¥ 54
S AFAGA Y} T elA FAHOR s|Ealolof it = ATS 9
@ oleimol ) RALHE AR S8l ol 2Ae FH
A& 7ML dTabe ATl EHE SIEARE PHIE o8 e 37
gt S Al W ES] sfofof dhrh. ARA R, Eeto|HAES
AT 913 delgdol vt AAd AgE $8 dloley AHA5A 2
Fols whE W A Ao FAA HA-E T|EshA @eH 1 5l
A AFE 9 Sle] 2 4 9la thA] $lS wholof ghrhar 3}od
ATE 13 deolgulo] 2}t AALAES A= A L o5 AF
dlolejrlo] 2~ e AAZY ] o] &= TS A lrh Aol e H|
o] = AALde o] & HAA A=, AFRA= D de-identified data
v 229 AlF &, @ limited data sets 8.7, Q@ limited data setse]
35 HelA= PHI 284 SlwA 83 59 Wi ez Zelo|w Al &2
AL I3 AY HAage F4E AT 5 odrh

5. ARFAH| ] ZlolHA HoE 93t A H A=A+

A3 e, @ A Frew ofr)E faos 93 @ o wA.veln
M olgoltt TAE oPBalr] 97 FeMelw HAe wlolE] A
Z

v, © ol AA A v, ® ARFAL] Aol A BEFA
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Application of HIPAA Privacy Rule to Protect Human Subjects'
Health Information in Research

Park, Soo-Hun

HIPAA Privacy Rule has provided the new federal wide standards to protect
individual health information by establishing the methods how to PHI should be
used or disclosed and how to individuals yield rights to control their own health
information. In relation to research, especially, Privacy Rule has not been an
obstacle to conduct research. Rather it has attributed to protect researchers and
to enhance efficiency of conducting research by way of providing proper access
to the core information necessary to achieve the goals of research. For example,
even though it's the general rule to obtain written authorization from human
research subjects in order to use or disclose PHI in research, if it's not practicable
to obtain it, IRB or Privacy Board can waiver or change authorization. Privacy
Rule also provides the alternatives of obtaining authorization by allowing to use
limited data sets or to demonstrate representations in research. In addition, Privacy
Rule has real teeth by imposing civil and criminal penalties under Enforcement
Rule on CE who violates it. Enforcement Rule was amended by HITECH Act.
In contrast, Korean government enacted Personal Information Protection Act
(PIPA) last year. However, it's not enough to protect individual health information

in research in several aspects.

Key Words : HIPAA, HITECH Act, Personal Information Protection
Act, Privacy Board, Privacy Rule, Protected Health
Information (PHI)
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