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AtE2dE 0|™e 7|E MEt2 SHUAM BN S22 20| oYy MSHe 287|=
(Operational Technology, OT)& S4I92 28tE|7| 20| &loff QI MEf2 KAOZ2LEQ Y, 7|&

M Hehd S SO HE AEZ0f0H| HIoH AIO|H SHAL 2R H H|W X M2

2|21 A2t HALE A ZUEGHALE SHoks SIEAN 52 AZEL0

=
LoIC). B FHESUIIS(T) AAES FEX2(0| 2ot Cifet 7|8 &, AZE0, SIEH0, S417]
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& 58 ESiSi} &, 227|2(01) AAHR F2 S2H0I 248 SEXlotH, HEEA7|&(Information
Technology, IT) A|AEI2 HI0|HE 2FsICH 22 227|500 S2/H0l S48 EX6l HEEM|&

1 SYF Al HO|E2YS &5 =H| 2..UH X = EejiAS 27, AIEIRJIE 2020. 9. 17, http://www.aitimes.com/news/articleView.
html?idxno=132285.
2 4t ZHE didl 2 S

t=1195m.

2OIMEE A= 4T ofsteA 2020. 9. 23, https://www.yna.co.kr/view/AKR20200923140900052?inpu
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5, e—Navigation TQ, ASLEN 483 5 7[E0| YR MUOIAS BRESN7IE(T)T 28718
(OT)O| SBIE/T ME40] SAT} QIEIIS Sof HBEIBN S MOIb| 21239 FRH0| SEE2 57f5(01
Aute] of2y ;ngﬁ Cf OL} AJOIHH BZHOIA RIREX| 25| HIRAC

T3 22 EEE 220 1 54
S QU TE0t
PS
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OFOflAf QIE QI OIAAS0] BROIL,. (AF-2)0A Ei= BIQF 20| S fF Z2AA S0 BHHCZ

3 BIMCO et al, “The Guidelines on cyber security onboard ships”, ver. 3, 2018, p.5.
4 SIEMHEMT|EHE, ICT BRI ver.2020, UL TN, 2019, 146H.
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AO[H 2|AF0] FO| g1t 22 Al M2 E Sl olef AtO|H 2| AT 9] JHE M H&fof| THa HTHECH.

[ HRE, "SHYAMOH2| AT 2ot S=ESAUAO| ST AN, - H14H X222, St=E2gsta], 2020, 2188,
gioh, atfed AtO|B EOMA|A Zefot G, et=sid-AvHH, 2019, 138,
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|. O Afo]t] 2] A 0] AT A2 AL ARy

1. 5l AlOIH 2|A32] J1'E

ZH[sHAL |72 (International Maritime Organization, IMO)= 8l AfO|H 2| A (maritime cyber risk)

£ "Vl ALH0| EIHH JZOILE A0 Aol PlElE UE o~ U= A22N, YE F2 AL &4, 22 =
2 38 20 J210| SR HREE AARY, O S2 H0to| MIE Xafsk= 2" o2 Holsict.

LE=Ho2SY(BIMCO)2 AMO|H SZ(cyber attack)g “IT & OT AlAH, ARE TXIS Y2
2 SIAF 9 MEF AARID CIOJHE &4, It = HIote ZE R 3472, A0|H Atl(cyber

- O,

incident)S “AXZ E= HMWHOZ M| AR HEXT & ARH E= YE0i| FYXQ Z20E =2

E 0| MYE0] tHe =XPH 28 J&"02 242} Holotil ULt J12|11 AMO[H 2|23 #2|(cyber risk
management)= “AMO[Hf SZ1} MIE S MO 2 S AE, 24, B/t & =6, O[sHIA
KA Ft ZX|2 HIE1 HOYE 112{ol(] 015 & kst #2822 +8, 21, 01 E= Asfol= 2+

O Moot QICt?

Sigh= X TP 0| HIQI7FE AR

Q2| 221 7|BOIA IS AR MOIH 2ATS “HEtS 2ok M
Rioll f3t S|E ROl FOH, 4 = OfQJXIOl NSO REIE| Mef 9l U1 Tl HEE IEHT % Hof

o
NARIZ BB5H= e OR Holst bt Qct”

2. E[2 At Al

O| A2} ALO|H HOF MERIH| Naval Dome2] £0] AFR! ZHRUXIQI Robert Rizikas “SiAMA0| CX|E

7 “Maritime cyber risk refers to a measure of the extent to which a technology asset is threatened by a potential circumstance or event,
which may result in shipping-related operational, safety or security failures as a consequence of information or systems being corrupted,
lost or compromised.”, IMO, “Guidelines on Maritime Cyber Risk Management”, MSC-FAL.1/Circ.3, 2017, Section 1.1.

8  BIMCO et al, op. cit., p.44.
9 HIeKd, FA E11M, 53,
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SHEO| [ef B2 MX2L 7= S0 22RIC2 Q18R HOt FUMS0| waieh Z10|0, AX2 2017F 507
o X 2H7|1=(0T) A|AEI| CHSHALO|H 2210] 2018E0= 12074, 2019E0= 310422 Z7i 1,
2020H0il= E|CH 900% O|AF Z7+at Z470[24 1 HYEHCt.”

OO = 22 Lot MOIH 2| A5 Eel FQ ALl At S HETA} ST

® 201349 MA Xl MEtAZ L ZFAR!I World Fuel Service(WFS)2 7t HE2S QUEZA™ AL|

ofl 0|3} 1,80002 H2f Mgl £515 LuCt"”

i

Eo-l'

@ 20174 6 MAZICHS| MAKRI A.P. Moeller Maersk= T1E52] FAAIAEIO| 20M90{ NotPetya2l
228 ot 0=, 2, AHQl ST AXY 7671 SIRHOA =2 X2|2t SI=240] X|H0] LAtsH

12 Qlsh 0J8} o 39 Zafo| At YUt

®@ 201843 7& &= = GMAIRI COSCO Shipping?| £0| EH|X|& Pier J terminal 2PH2H &3 =0
O|X|2t O|H|Y AJAEIO| MU0 SAS H0F 3~4U7H HOH7} eraigirt.™?

@ 20198 28 oiHS0| 0= w2t wAXYO= SfolH M99 2AAYMS HA ZF6t2] L A=Y

OLt, SHAIKIOl BN AH EX|0fl= ATHGIHC ™

HINS TF 900 Ho| HUrS 2Bt 2Lzt H MA ME A
A =]

ALY, 201820, o4&t OT AtO|H| 324 900% S7t...2 AL 1 7|5 05", 2020. 9. 14., siLSt=, http://www.monthlymari
timekorea.com/news/articleView.htm|?idxno=27754.

Ship & Bunker world news, “WFS in court over $18M bunker scam claim”, 2014.10.13., https://shipandbunker.com/news/
world/670152-wfs—in-court-over-18m-bunker-scam-claim.

Reuters, “Cyber attack hits shipper Maersk, causes cargo delays”, 2017. 6. 28., https://www.reuters.com/article/us—cyber—attack—-
maersk/cyber—attack-hits—shipper-maersk-causes-cargo—delays—-idUSKBN19J0QB.

Wall Street Journal, “China’s Cosco Shipping Hit by Cyberattack in U.S.”, 2018.7.25., https://www.wsj.com/articles/chinas—cosco—~
shipping-hit-by-cyberattack-in-u-s-1532548557).

Wall Street Journal, “U.S. Coast Guard Warns Shipping Industry on Cybersecurity”, 2019.6.11., https://www.wsj.com/articles/u-s—
coast-guard-warns—shipping-industry—on-cybersecurity—11562837402.

HEs -UEE, St RUUAL M8} X 2HE90f MGH.. AFOHERE ZZH ZEKOF, 2019. 3. 30., MO|HARA, hitps://www.fnnews.com/
news/201903300027281755.
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H 213 W2 bt UL,
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UIHOD AJO|H) BHO| M2 Tshe| BEH= A A ST T2 SR 44, NAY 57 52 0|
R2 dP17t 270k BAF U HEE BTHIZ SO FH A4, 7% B &4 50| QUL H2Aki0) 19
3 MOJH| 2439 Q2 A0, SHFAAY 020 T2 OHis U EH, SBNAT S S5t 4

o 243, H|0JE] =i, SRt iKY, 42 RX| 2K 50| Ut

=9 of HIM0M= ZAekE MO[H S22 215 157 OtA|OFX|S 0] O|Xl= HMA £42 2
4 05t 408% ZR0IA ZIC§ 1,098 {0 Hots 2402 FHECL'™ 0[2(8 423t IjstS ¢
AfO]H 2]AF 0ff Tt CHSO] HXQIH|, Of2H0ilM= OIS ThHIGH | #fet =HMGHAL 7 (IMO), HEI=HIaH=
SU(BIMCO), ZHIHZEEI(ACS) & it & =7 |72 diked AO|H 2|AT 23 S8ts ZESHL, O
S Solj AINES ES0fIA St

16 Lloyd's List, “MSC shutdown throws spotlight on cyber security”, 2020, p.5.

17 Simon Cooper, “Cyber Risk, Liabilities and Insurance in the Marine Sector” in Baris Soyer and Andrew Tettenborn(ed)., Maritime
Liabilities in a Global and Regional Context, informa law from Routledge, 2019, pp.103~105.

18 Cambridge Center for Risk Studied, “Shen attack: Cyber risk in Asia Ports”, CyRim Report 2019, p.6.
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1. FHEHALIS(IMO)2| TS
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2017 62 FHGHALZ|FL(IMO)= M98At SHAIRHH A S|(MSC)OIA “QHEta|of 25t =M<
(International Safety Management Code, ISM Code)™'91} “AE} 21 SHOEA|M Q0| 2HeH A

(International Ships and Port Facility Security Code, ISPS Code)"0il “Sti&f AfO|Hf 2|A3 2t2|0)| 2ot &
O|oH(MSC.428(98))" S RH{EHGIRIC 202D

0 oot M= NI SIIRAXI £ 512
F|ofME AAZ QAIGIEZE 511, E5] MFQt

Code)2| 22X 1} 7|5 Q742 BIAGI0] 7|& Muto] OLM | A|AE(Safety Management System, SMS)LK
Off offed AtO|H HOF 5

=<
HMo| grgole 2 Hstd QIh”

oo
mjo

2020 12 12 0|= 2AQ] O|HZATOff CHet 14+ 2| ZES AR ML, 09 HBE A9 =
OI@.OIQEEIE'% ZEX|(PSC) AL Al MEf0] 2t 22| SPI0M SSHX| 52| MIME ¢S = k™

19 ISM(International Safety Management) Code= = AIBHALZ |FH(IMO)OIA] AMHto| QR 25t f% £ SHOZ A0S HR3IAL| QAT EHA|

oo

A(Safety Management System)0ll 2ot ZHX BEFACE MUfo] 22| orgy & & |xpg SFAMBIOL OFLI2Y, SHR7 (R0 8- 5iA BE

EMOfA QPHRRIAARS SEEHT AHHES T HCH I HHHSOLAS)| I1I9§§§l_1 994A0j| 7?1;% :’éo’olﬁf

20 IMO, “Maritime Cyber Risk Management in Safety Management”, Resolution MSC.428(98), adopted on 16 June 2017.

21 O[3Z, KIS SEHMuro| 25t T2t A0 Bst 417", TRTHSLT HEIIAL S9)=2, 2018, 11281,

22 “ENCOURAGES Administrations to ensure that cyber risks are appropriately addressed in safety management systems no later than
the first annual verification of the company’s Document of Compliance after 1 January 2021”7 (section 2, Resolution MSC.428(98),
2017).

23 Olgid HRE, Wl =&, 2413,
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3) 7101=2tele] ¥4

IHGHA IFH(IMO)E AAR 71022019 HZAS YRKOI(high-level) EUARZOR ot UCk™
Z, [HBHALZ IF(IMO)S] 710[=2Q12 AN A0 THIHMEH Qg ot 2OF FAIEQL AO|H 2|A 2
2ot e Tl = 2 =719 27 ARISS HIGHESE ofa Ut O, SHGHAY [FH(IMO)E LE=H|
SH2SY(BIMCO) SOIA 2ot 2% A= 0 et 20| gt &o| ot U

ol

o
=

mjo
HIT

THMCZ Jt0|=2tl M4Zx 2HAY(best practices for implementation of cyber risk manag-
ement)OHME THEQ! SHAf AO|H] 2lAT HE|HIORS 5= S2 7| (flag state)2 LTFARRIS FIIGHE
ofl UCt. S, oHREHFC! BIMCO SO0IM Aheer 8} AfO|H HOtof| 2kt 710|1=, S MBEE7 |+ =K
JE._7|7I$%’-|%4-‘;2|9| FEI|s0| get 71F, Dim=g EEtA0] ‘FQet 7|HHEH|9 AO|HECH TS ot

TX 52 HEotEE ot UCt?

24 IMO, “Guidelines on Maritime Cyber Risk Management”, MSC-FAL.1/Circ.3, Secrion 2. 3. 3., 2017.

25 4.2 Additional guidance and standards may include, but are not limited to:

1. The Guidelines on Cyber Security Onboard Ships produced and supported by BIMCO, CLIA, ICS, INTERCARGO, INTERTANKO,
OCIMF and [UMI.

2. ISO/IEC 27001 standard on Information technology - Security techniques - Information security management systems.
Requirements. Published jointly by the International Organization for Standardization(ISO) and the International Electrotechnical
Commission(IEC).

3. United States National Institute of Standards and Technology’s Framework for Improving Critical Infrastructure Cybersecurity(the
NIST Framework).”, IMO, “Guidelines on Maritime Cyber Risk Management”, MSC-FAL.1/Circ.3, 2017.
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2. HEISIs2SY(BIMCO)2I TS

(1M

M Z(CHO| HRTHAQ! LEIZHISHSSH(BIMCO)PL 771 SHRTHA 2t SH7H 2016 2201 “M=to| At
O|H{EOt0f| &5t 710 =2F21(The Guidelines on Cyber Security Onboard Ships) 1.1HTS SHIACT

UEISHSH2SL(BIMCO)2 AfO[H HOF 22| X[EAQI RISt M2t M22 SURtS MAISH | 2/l
710|E21012 A& - HASIT T1, 2017H 62 2.0H{A, 20184 12€ 3.0HTS X132 YUHSIYCH £
St S ZISHE| T Q= 300 CHE HIHE A 2020 U MZ-2 HTQ| 710|=2101s 2H S o H0|Ct.

(2) 25
0] 7}0|=2f212 = H[HALZ|7H(IMO) “ZLI2F MSC.428(98)" 1t =X|GHALZ |[7H(IMO)2] 70|=2f219| L
Off 53204 oAb AFO|H Ot ALO|H QIS ZEaloh= offed AtO|H 2|A T 22|o] 2ot MMl HIAS

MISot7| Plol FHUEUCE ThekA M= ARAH X 2SO 2IAF AL ALO|H EOtS RASHL, M0

y =71
QFHOIA| 28fol| flet BRI ZXISS wHEoHL UL

(3) AlO|H] 2|A3 Bt2lo] 7|& Y=l

@ WO MOH 2|2 Ee| HIZ Qlo Fdiok= AT - 2oty - SRS A0 CHet 1A A2

®
=

=]
=1
© HQohF=0i| tet M H 2YS et MEA QIS H 617 AAE

26 HH:-'OH—S—E””(BaI’[ic and International Maritime Conference)2 M7 Z|C{2| MEfAR. t SMX}, MetE271 2 i2189] HIHEI|THNGO) T
HOICE E4= 7[E2R M| A0S 2F 60%7 2|H = TSR 120700 ZH F 1,90070 MALE 2@ =2 F11 Tt BIMCO, https://
www.bimco.org/about-us-and-our-members.

27 InterManager, International Association of Dry Cargo Shipowners(INTERCARGO), International Association of Independent Tanker
Owners(INTERTANKO), International Chamber of Shipping(ICS), International Union of Marine Insurance(lUMI), Oil Companies
International Marine Forum(OCIMF), World Shipping Council S 774 S,
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28 BIMCO et al, op. cit., p.4.
29 BIMCO etal, op. cit., p.5.
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